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Attached are documents for your review. Please feel free to contact me 
with any questions you may have. 
Cindy L. Rich 
Electronic Merchant Systems 
Project Manager 
1-800-726-2117 ext. 1470 
1-216-524-'9833 fax 
crich@emscorporate.com 
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NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law §899-aa; State Technology Law §208) 

Name of Entity: __ eMS NAnCJNWIl)lJ' /Gl.E"c.rcaAlItJ. .A/£raHANrSVS!ENS 
Street Address: soas 8001($//)£ ,foAL> ~II/()() 
City: /AlfJ£lf-NLJE'"NeE State: ()n/O Zip Code: ...!..y.~~~'/L!.3~/~ ___ _ 

Sector (please select one): [ ]Local Government lState Government 

]Educational 

[ ]FederalGovernment 

[ ] Not-far-profit i)4Commercial 

Type of Business (please select one): [jBiotech/Pharm []Education 

[ ]Health Care []Insurance I ]RetaillIntemet []Telecom. 

r lather Pravl ()Er of ME"r{!.t{AAJr PI"I>CE6SIN9 .86 rVlCc-s 

]Financial Services 

]Transportation 

Persons Affected: Total: G;3S Dates: Breach Occurred: 9-8 ~ ..2. a 08 
NY residents: --='1'--__ Breach Discovered: 9- 8 -.2.CJ(jCJ 

Consumer Notification: 9- .2.&;-2.008 
Reason for delay, if any, in sending notice: ____________________ _ 

Descrl.ptio~l of Breach (please selecL i!llihat apply): [ . ]I-Iacking incident; []Inadvertent disclosure; 

~Stolen computer, CD, tape, etc; []Lost computer, CD, tape, etc; []lnsider wrongdoing; 

[ ] other (specify): [AtLach additional description ifnecessaryJ 

Information Acquired (please select all that apply): [XINarne; rX]SSN; ]Oriver's license no.; 

[ ]Account number; [ ]CrcdH or Debit card number; I ]Other (specify): __________ _ 

Manner of Notification to Affected Persons (Attach CORY): [>qWritten; [ ]Electronic (email); 

[ ]Telephone; [ ]Substitute notice (provide justification). List dates of any previous (within 12 months) 
breach notificatio:-1s: ____________________ -.-_______ _ 

Credit Monitoring or Other Service Offered: l><l Yes; 

Service: Cr.edlr ,orOrEc.r X.3 
[ ] No; Duration: /2 HOfJl7IS 
Provider: IAlTETJ£CnoNS. INC . . 

Submitted by: CIAltJy Blah Title: Pr~Eer NANA(jEr 
Firm Name (if other than entity): Cl£C.T90NIt!. NEo:.H!iA.lrS'VSrEMS • 
Telephone: 1-800-,15-1336 t:'Xr 1l./70 Email: aItIC"eENSe(J~.p()8A-TC.COM 

Dated: _q...:....--l_~_-_Z_O_Q...;.:.~ __ _ 

Rev. ] 1120/07 



electronic 
merchant 
systems 

September 23, 200B 

xxxxxxxx 
XXXXXXXX 
XXXXXXXX 

Re: Data Breach Notification 

Dear XXXXXXX: 
We are submitting this letter to advise you that we recently learned that on or about September B, 

200S, the office of one of the independent agents that represents Electronic Merchant Systems was 
physically broken into. We have been informed that a flat screen TV and a computer server operated ' 
by the agent were stolen. Although access to the server was password protected, the data contained 
therein was not encrypted. 

We are not certain whether any data or information that was on the server pertains to you, 
individually, or your business, but there is a potential that certain information, including social 
secllrity nU.nbers, federal tax identification numbers and bank account information may have been 
stored on the password protected server. 

While it appears the motive of the tlieft was hardware related, we are requesting that you remain 
vigilant in reviewing your personal and business information for incidents of fraud and identity theft, 
including, but not limited to, reviewing account statements and monitoring and/or freezing access to 
credit reports. To that end we are providing you a free 12-month subscription to a credit monitoring 
and identity theft protection service called IDENTITY GUARD® CREDITPROTECTX3sM• See enclosed for 
further instructions. 

Please llote that your data and business information that is held by Electronic Merchant Systems 
was not breached or affected. 

Electronic Merchant Systems has been Payment Card Industry (PCI) compliant for 3 years and 
utilizes the- industry leader, Trustwave, to perform independent assessments each year. Internally 
we have adopted sec'Jrity policies and procedures as well as record retention and destruction 
practices to cover not only PCI data but personal identification information. 

Electronic Merchant Systems has previously notified and required its agents to follow its data 
sec\J.rity polices and practices. Given recent events, we will be proactively reviewing all agents' 
practices for security and information storage, retention and document destruction to ensure they 
meet our standards. This will then become part of our annual assessment process. 

Electronic Merchant Systems understands the seriousness of this matter and apologizes for any 
inconvenience it may cause you. 

If you have any questions concerning the foregoing, please do not hesitate to contact one of our 
service representatives at 1 (800) 354-2937 for assistance or additional information. 

Very truly yours, 

Ii .o?i~~/~ A..-UA'U.7 . tA-;1~ 
Daniel J. Neistadt 
President and CEO 



Credit Monitoring Service 

COMPLIMENTARY SERVICE OFFER: At our expense, Electronic Merchant Systems would like to offer you a free 
12-month subscription to a credit monitoring and identity theft protection service called IDENTITY GUARD® 
CR£;DlTPR01'ECTX3sM• This service will provide you with a copy of your credit report, monitor your credit files at 
all three major credit reporting agencies and notify you of certain suspiciOUS activities that could indicate 
potential identity theft. This progtam is provided by Intersections Inc., a leading provider of identity theft 
protection and recovery services to the customers of many of North America's largest financial services 
companies. 

CREDITPROTECTX3 SM features include: 

• 
• 
• 
• 
• 
• 
• 
• 
• 

3-Bureau Credit Report 
3-B'\reau Daily Monitoring & NOTIFY EXI'R£;SS5M Alerts 
3·Bureau Credit Scores 
Quarterly Credit Update with Updated Scores 
"No News is Good News" Notifications 
Identity Theft Recovery Unit 
Credit Education Specialists 
Online Resources & Tools 
Up to $20,000 identity theft insurance at no additional cost to you (after $250 deductible)· 

If you wish to mite advantage of this comprehensive monitoring service, you must enroll by December 31, 2008. 

ENROLLMENT PROCEDURE: To activate this coverage please visit the URL listed below and enter the 
redemption code. The redemption code provided is required for enrollment 

URL: 
Redemption Code: 

www.identityguard.com/XXXXXX 
XXXXXXXXXXX 

When you log on to enrull, you will need to provide the following information: 

Mailing Address 
Phone Number 
Soda! Security Number 
E-mail Address 
Redemption Code 

"Insurance underwritten by Travelers Casualty and Surety Company of America and its property casualty 
affiliates, Hartford, CT 06183. Coverage for all claims or losses depends on actual policy provisions. Availability 
of coverage can depend on underwriting qualifications and state regulations. Coverage not available for 
residents of New York. 


