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attached security breach reporting forms. A second e-mail with the remaining 
forms will be provided to you shortly. 

Please feel free to call me directly if you have any questions. 

Sincerely, 

Demetrios Eleftheriou 
General Counsel's Office 
American Express 
3 World FJnancial Center 
200 Vesey Street 
New York, NY 10285-4903 
(212) 640-8687 / (212) 640-0358 (fax) 
demetrios.a.eleftheriou@aexp.com 
Executive �~�s�s�o�c�i�a�t�e�:� Rahshida Briggs (212) 640-3359 

Thank you. 

[attachment "nys pt.l.pdf" deleted by Demetrios A Eleftheriou/AMER/TRS/AEXP] 
American Express made the following annotations on Man Sep 15 2008 13:48:02 

"This message and any attachments are solely for the intended recipient and 
may contain confidential or privileged information. If you are not the 
intended recipient, any disclosure, copying, use, or distribution of the 
information included in this message and any attachments is prohibited. If you 
have received this communication in error, please notify us by reply e-mail 
and immediately and permanently delete this message and any attachments. Thank 
you. " 

American Express a ajoute Ie commentaire suivant Ie Man Sep 15 2008 13:48:02 

Ce courri8r et toute piece jointe qu'il contient sont reserves au seul 
�d�e�s�t�i�n�a�t�a�i�~�e� indique et peuvent renfermer des renseignements confidentiels et 
privilegies. Si vOus n'etes pas Ie destinataire prevu, toute divulgation, 
duplication, utilisation au distribution du courrier au de toute piece jointe 
est interdite. Si vous avez recu cette communication par erreur, veuillez nous 
en aviser par courrier et detruire immediatement Ie courrier et les pieces 
�j�o�i�n�t�-�2�s�~� Merci. 
****************************************************************************** 
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HELPFl)L CONTACT INFORMATION 

REVIEW YOUR CRIWIT REPORTS 
To obtain an allnv:al free copy of your credit reports, visit www.annualcrcditrcport.com. 

You may also contact tbe major credit bureaus directly: 
• EquiflX: 1-800-685- J II L www.equifax.com 
• Expcrian: 1-888-397-3742, www.experil!.D.&'C:>J:1J 
o rransUnion: 1-800-916-8800. yvww.trans~nion.com 

Once you receive your reports, review them carefully for inqUiries from companies you did not contact, accounts you 
did Jl(lt open, or debls Oil your accounts that you cannot explain. VerifY tJ10 accuracy of your Social Security number. 
addrcss(cs), complete name and employer(s). Notify the credit bureaus if any infomlationis incorrect. 

CONSIDER A FRAUD ALERT 
Consider contacting the fraud department of tile three major credit bureaus to request that a "fraud alert" be 
placed on your file, and include a stuwmcnt that creditors must get your permi:;sion before any new accounts are 
opened in your name. 

• Equifax: 
• Experian: 
• TransUnion: 

Report Fraud: 1-800-525-6285, www.eguifax.com 
Report Fraud: 1-888-397-3742, ww\ ..... experian.com 
Report Fraud: 1-800-680-7289, www.transunlon.com 

ADDITIONAL RESOURCES FROM AMERICAN EXPRESS 
• Identity Theft Assistance is a free benefit available to all American Express Cardmembers and includes access 

to representatives who are on call 24 hours a day, seven days a week, to offer tips 011 how to be protected 
against klcntity theft. For more information about Identity Theft Assistance, call 1-800-297-7672 or visit: 
www.fmericallcxpress.com/idtheftassistance. 

• You can also sign lip to receive free alerts of ilTegular account activity, via cell phone. PDA, pager, or e-mail. 
For more information, visit www.americancxpress.com/aierts. 

Rev. t 1120/07 





Name 
Address 
City. State, Zip Code 

Dear [Name), 

Date: 

American Express Card'~ Account ending in: XXXXX 

1 am writing to il'form you of an incident involving a merchant where you have used your American Express Card. 

A merchant accepting the l.merican Express Card for payment detected unauthorized access to its data flits. At this 
time. we believe the affected data included your American Express Card account information and personal contact 
information. B<.:sed on our commitment to the highest level of security, we wanted to make you aware of the situation. 
Importantly. the compromised data did not include your Social Security number and our systems do not show any 
indication ()f unauthori7.ed activity on your Card account related to this incident. 

We also want to l'ca'isure you that, beyond our standard fraud controls, American Express has placed additional fraud 
monitoring on your Card, and we will contact you if we detect any unusual activity. In addition, here are steps that 
American Express is taking. as well as some steps that you can take to get more information: 

• We encourage you to remain vigilant over the next 12 to 24 months and regularly review your statements. If 
you notice any suspicious activity on yotlr American r:xpress Card account or suspect identity theft. notify us 
immediately by calling 1-800-545-5058. 

• y...)u can also sign up to receive free alerts of ilTcgular account activity via cell phone, PDA, pager, or e-mail by 
visiting ~)y.~.:.?.m~ri~'ar,expre~.~.:(,;oma!erts. Following our long-standing practice, we will not hold our 
Cardmcmbers liable for fraudulent charges. 

• We are enclosing a tip sheet that contains infonnation about how to obtain copies of your crt.'<lit reports and 
information about how to set-up fraud alerts. 

Your privat:y is a priority t(}r American Express. To keep you better informed. yotl may receive Illultiple notification 
. letters if 1l1~.,re than Olle of your American Express card accoullts was impacted. 

Should you have questions, please call 1-800-545-5058 and an American Express customer care professional will be 
happy to assist you. 

We are committed to protecting the security of your personal information and hope you find this notification beneficial. 

Sincerely. 

Andrew Reith 
Chief Privacy Ollieer 
American Expres:\ Company 

Rev. 11 /20/07 



HELPFUL CONTACT INFORMA nON 

REVIEW YOUR CREDIT REPORTS 
To obtain an annual free copy of your credit reports, visit www.annualcreditreport.com. 

You may 21so contact the major credit bureaus directly: 
• Equifax: J-800-685-1111. www.equifax.com 
• Expcrian: 1-888-397-3742. www.experian.com 
• Tram.Union: 1-800-916-8800. www.transunion.com 

Once you receive your repo.ts. review them carefully for inquiries from companies you did not contact accounts you 
did not open. or debts on your accounts that you cannot explain. Verify the accuracy of your Social Security number. 
addrcss(es). complete name and employer(s). Notify the credit bureaus ifany information is incorrect. 

CONSIDtR A FRAUD ALERT 
Consider contacting the fraud department of the three major credit bureaus to request that a "fraud alert" be 
placed on your file, and include a statement that creditors must get your permission before any new accounts are 
opened in your name. 

• Equifax: 
• Experian: 
• TransUnion: 

Report Fraud: ! ~800·525-6285, !Yl'ffi:.:£.Qyifax.com 
Report Fraud: ! -888-397-3742. wYlw.expel'ian.com 
Report Fraud: 1-800-680-7289, www.transunion.cQIJI 

ADDITIO"lAL RESOURCES FROM AMERICAN EXPRESS 
• Identity Theft Assistance is a free benefit available to all American Express Cardmembers and includes access 

to representatives who are on call 24 hours a day. seven days a week. to offer tips on how to be protected 
agains.t identity theft. For more information about Identity Theft Assistance, call 1-800-297-7672 or visit: 
www.ameri~nexpress.com/idtheftassjstance. 

• You can alsc ,sign up to receive free alerts of irregular account activity. via cell phone. PDA, pager, or e-mail. 
For more inf(,nnation. visit www.americanexpress.com/alerts. 
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