






�$�W�W�D�F�K�P�H�Q�W��

�$�G�G�L�W�L�R�Q�D�O���,�Q�I�R�U�P�D�W�L�R�Q��

The Bank of New York Mellon ("Bank") processes payments on behalf of its business customers 
by receiving through the mail checks, credit card and debit card information and accompanying 
remittance slips. The Bank routinely stores in a back-up tape digitized images of these 
documents. An unencrypted back-up computer tape containing images of checks, other payment 
items and remittance documents that the Bank processed during the period February 25 to April 
25,2008, reflecting payments that individuals and others had made to certain business customers 
of the Bank was reported missing on Apri129, 2008 while it was being transported by an outside 
carrier from the processing site in Philadelphia, P A to the data storage site in Pittsburgh, P A. 
On May 8, 2008, we were advised by the third party courier that after an extensive search, it was 
unable to locate the missing tape. Depending upon the type of payment made and the payor, the 
images may include personal information of individuals, such as names and addresses, checking 
account numbers, social security numbers or credit card or debit card numbers. The Bank has 
notified the business customers of the incident and is working with those customers to provide the 
necessary notice to potentially affected individuals. 
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[BNY MELLON LETTERHEAD] 

[DATE] 

Dear Customer of [INSERT APPROPRIATE COMPANY NAME FOR 
RECIPIENT] : 

DRAFT 

We are writing to inform you of an incident that may affect your personal or business 
information. 

The Bank of New York Mellon processes payments on behalf of [INSERT COMPANY 
NAME ("ABBREVIATED COMPANY NAME")]. We receive checks, credit card 
and debit card information and accompanying remittance slips through the mail and make 
digitized images of these documents. We were recently advised that an unencrypted 
back-up tape containing images of checks, other payment items and remittance 
documents that the bank processed during the period February 25 to April 25, 2008, was 
lost while it was being"transported by an outside carrier from the Bank's processing site 
in Philadelphia, P A to the Bank's data storage site in Pittsburgh, P A. The tape contained 
images of payments that you made to [INSERT ABBREVIATED COMPANY NAME] 
during the period February 25 to April 25, 2008. The images may include personal or 
business information about you or your company, depending upon the type of payment 
made to the above company, such as name and address, checking account number, social 
security number or credit card or debit card number. If you are unsure what method of 
payment was used to make this payment, you should review your records or "contact your 
financial institution. 

Based on our investigation and information available to date, it appears that the tape was 
lost in transit. There is no evidence that the tape was stolen, or that unauthorized persons 
have accessed any information on the tape. We are implementing additional security 
procedures to ensure that an event such as this does not occur in the future. 

Even though we have no reason to believe that unauthorized persons have accessed 
personal or business information about you, we are notifying you of this incident because 
the security of your information is a top priority for us. 

If you made a payment to the company indicated above during this period and the 
payment method was from your personal account or if on behalf of a business, from an 
individual's account, as a precaution to help detect any possible misuse, we are offering 
monitoring services for two years, at no cost. We have engaged ConsumerInfo.com, Inc., 
~ Experian® Company, to provide you with their Triple A1e~ Credit Monitoring 
product, which includes daily monitoring of credit reports from three major consumer 
reporting companies, Equifax®, Experian® and TransUnion®, e-mail monitoring alerts of 
key changes to your credit reports and more. This service is offered only to individuals 
and not to business organizations or corporations. 
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In addition, through Experian®, we are also offering, without charge, Identity Theft 
Insurance in the amount of $25,000 through Virginia Surety Company, Inc. with no 
deductible. Due to New York state law restrictions, Identify Theft Insurance coverage 
cannot be offered to residents of New York. Daily monitoring of credit reports, however, 
is available to New York residents. The Identity Theft Insurance is also offered only to 
individuals and not to business organizations or corporations. 

Also, we are offering free credit freeze benefits through the major credit reporting 
companies. Details on the credit freeze benefits will be provided when you call the to11-
free number below. 

The free credit monitoring service, Identify Theft Insurance and credit freeze benefits 
must be activated within 90 days of the date of this letter. To enroll, you, or if 
appropriate, the individual who made the payment on behalf of a business from a . 
personal account, should call the following toll-free telephone number ____ _ 
between the hours of __ am. to -"y.m., Monday through . At this 
number, you will be provided an activation code. This code is only for your use. You 
may then enroll by going to http://partner.experiandirectcom/triplealert or by phone 

&-------------

In all events, we recommend that you remain vigilant and take measures to regularly 
review and monitor your financial accounts to determine if there are any unauthorized 
,transactions. If you detect any unauthorized transactions, promptly notify your financial 
institution. If you detect any incident of identity theft or fraud, promptly report the 
incident to your local law enforcement authorities and to the Federal Trade Commission. 
You can learn more about how to protect yourself from becoming a victim of identity 
theft at the Federal Trade Commission's website, http://www.ftc.gov/idtheft. 

In addition, we recommend that you obtain a copy of your credit report from one or more 
of the national credit reporting companies. You may receive a free credit report once 
every 12 months through the Annual Credit Report Service by visiting 
http://www .annualcreditreportcom or calling, toll-free to 1-877-322-8228, or by 
calling one of the three national credit reporting companies, toll free: Experian® at (888) 
397-3742; Equifax® at (800) 685-1111; and TransUnion® at (800) 916-8800. 

You may also wish to place a "fraud alert" on your consumer credit files by contacting 
any of the three nationwide consumer reporting companies. A fraud alert means that 
creditors should take additional steps to verify the identity of anyone who applies for 
credit in your name, and should also reduce the possibility of identity theft. There is no 
charge for placing a fraud alert on your consumer credit files. You may place a fraud alert 
by contacting any of the credit reporting companies, toll free or through their website: 
Experian® at (888) 397-3742 or www.experian.com; Equifax® at (888) 766-0008 or 
www.equifax.com; and ,TransUnion® at (800) 680-7289 or www.transunion.com. 
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If you would like additional infonnation or further assistance regarding this matter, 
please contact , at the following toll-free number during 
the hours of __ a.m. to p.m., Monday through ____ _ 

We sincerely regret any inconvenience or concern this matter may cause you. 

Sincerely, 

The Bank of New York Mellon 
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