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Tarrytown, NY 10591 
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o Urgent 0 for Review D Please Comment 0 Pl .... Reply CJ Please Reeycl. 

Comments: 

The documents accompanying this transmission contain confidential health information 
that is legally privileged. This information is intended only for the use of the individual or entity 
named above. The authorized recipient of this information is prohibited from disclosing this 
information to any other party unless required to do so by law or regulation and is required to 
destroy the Information after its stated need has been fulfilled. If you are not the intended 
recipient, you are hereby notified that any disclosure, copying, distribution, or action taken In 
reliance on the contents of these documents is strictly prohibited. If you have received this 
information In error, please notify the sender Immediately and arrange for the return or destruction 
of these documents. 



NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law §899-aa; State Technology Law §208) 

Name of Entity: ENT and Allergy Associates, LLP 

Street Address: 500 White Plains Road, Suite 500 
City: Tarrytown State: New York Zip Code: 10591 

Sector (plea.~c ~'cct one): [ ] u,cal Government [ J Stale Govemment 
[ ] Not-for-profit (XJ Commercial ( J Educational 

Type of Businas (please ~Ioct one); [ ] BiotechlPhann [ ] Education 

[xl Health Care [] Jnsurance [] Retailllntemet [ J Telecom. 

[ ] Federal Government 

[ ] Financial Services 

[ ] Transportation 
[ ]~er ____________ --____________________ __ 

Persons Affected: Total: 5 Dales; Breach Occurred: On or about 4122108 ---.......,....-----
NY residenlS: 5 Breach Discovered: 4123/08 

Consumer Notification: ~S~I9::-:/O~8-------

The Practice was waiting for the police to complete their 
Reason for delay, if any, in sending notice: investigation. 

Description of Breach (please select sll that apply): [)Hacking incident; ( ]Inadvertent disclosure; 

[ ] Stolen computer, CO, tape, etc; l) Lost computer, CD, tape, etc: [x) Insider wrongdoing; 
_______________________ [Attach additional description ifneoessary] I ] other (specify): 

Infonnation Acquired (please select allihat apply): {xJ Name; [x]SSN: [ ] Driver's license no.: 

[ ] Account number; [] Credit or Debit card number; Other (specify): 

Manner of Notification to Affected Persons (Attach Copy); [xl Written: [ 1 E.lectronic (email); 
[ ] Telephone; [] Substitute notice (provide justification). List dates of any previous (within 12 months) 
breach notifications: 

Cntdit Monitoring or Other Service Offered: [xl Yes; ( J No; Duration: 12 months ----------------Service: Credit Watch Gold with 3-in-1 monitoring Provider. Eq=u~ifa::;;.x-7-~:-=-_-:--:-------
Director of Regulatory 

Submitted by: ....:K:.::a::t:.=ie....:O::...:w:..:..;e:;:.n..:.::s~ ______________ Title: ....:A....:.:ff.:..:a:.:.:irs-=-_~ _____ __ 
Finn Name (if other than entity): 
Telephone: (914) 333-5896 Email: kowens@enlandallergy.com 

Dated: 6/512008 



May 9, 2008 

Dear Ms. 

This letter is bcing sent to you to inform you of a security incident that may have affected 
your personal information. Recently. an employee of ENT and Allergy A~sociates. LLP 
("ENT") was f01ll1d to have unauthorized possession of your social security number and name. 
This employee also had access to your electronic health infonnation, although she was not found 
to have written copies of that infonnation. Upon discovery of the incident. the employee was 
immediately termin.ated by ENT and no longer has access to your information. In addition, 
appropriate authorities were made aware of this situation. Nevertheless, we are required by New 
York law to inform you of this unauthorized possession. 

ENT considers security of patient infonnation to be of utmost importance and has taken 
significant steps to protect against unauthorized access to your or other patient's, confidential 
infonnation. In addition, as a precautionary measure. we recommend that you review your. 
account statements for any unusual activity. We apologize for any inconvenience this incident 
may have caused. If you have any qucstioI1s~ please do not hesitate to contact me at (914) 333-
5896. 

Sincerely, 

Katie Owens 

Director of Regulatory Affairs 

880484v.2 


