


















































































































































































" �$�P�H�U�O�S�U�O�V�H���)�L�Q�D�Q�F�L�D�O�����,�Q�F����
5227 Ameriprise Financial Center 
Minneapolis, MN 55474 
Fax: 612.678.1168 

June 6, 2007 

VIA US MAIL 

Consumer Protection Board 
5 Empire State Plaza, Suite 2101 
Albany, New York 12223 

Re: Information Security Breach Notification 

Dear Sir or Madam: 

�$�P�H�U�L�S�U�L�V�H��
Financial 

This letter is for the purpose of notifying your office that Ameriprise Financial Services, Inc. had a data 
breach incident involving information for 48 Ameriprise clients who are residents of New York. On May 
7,2007, two computers were stolen during a break in at the Ameriprise Financial office located in 
Huntington, New York. Upon discovery of the theft, the office reported it to the Huntington Police 
Department and it was assigned a police report number #07-231123. 

The computers had password and biometric protection activated, but the information was not encrypted. 
Information included client names, addresses, dates of birth, social security numbers, account numbers 
and other account information, and possibly driver's license numbers. 

Shortly after this letter is sent, Ameriprise Financial Services will also send notification letters, a sample 
of which is attached, to clients whose information was on the stolen laptop. The letter describes steps 
Ameriprise is taking internally to help ensure that their accounts are not accessed by unauthorized persons 
and provides each client with an opportunity to enroll for one year of credit monitoring from Equifax, at 
Ameriprise's expense. Along with the letter we will include a brochure containing information about how 
to protect against identity theft. 

If you have any questions regarding this incident, please contact me at (612) 671-0711 or Jen Swihart in 
our Privacy l.mit at (612) 671-8390. 

Sincerely, 

�~ �~�/�~� 
Senior Manager, Legal Affairs 
Ameriprise Financial, Inc. 
(612) 671-0711 

BJL/bjl 

Enclosure (1) 

#243216 v02 



«Mail date» 

«First Name»«Last Name» 
«Address» 
«City»«State»«ZIP» 

Dear «FirstName»«LastName»: 

I . 

I am sending this letter to inform you of an incident that occurred. Recently, my office was broken into and 
my laptop· computer was stolen. My laptop had biometrics software and password protection installed. 
However, due to the sensitive nature of the information contained on the laptop, I wanted to notify you of 
this incidel)t. The laptop computer contained client information relating t9 your accounts with us, including 
your name, address, date of birth, and Social Security number. 

My staff and I are working closely with the authorities and con~ue efforts to recover the stolen equipment. 
Ameriprise Financial is taking prudent steps to protect your accounts from ,unauthorized activity. 

As an additional precaution, Ameriprise Financial has arranged with Equifax Personal Solutions to help you 
protect your identity and your credit information at no cost to you. The steps to follow are: 
I. Enroll in Equifax Credit WatchTN Gold with 3-in-1 Monitoring identity theft protection service. This 

product is' being provided to you at no cost. 
2. Additionally, you may choose to adopt an increased level ofprotecpon by'piacing a fraud alert on your 

credit file at Equifax and the other two credit reporting agencies. 

EnroUinEguifax Credit WatchTMGold with 3-in-l Monitoring 
Equifax Credit Watch will provide you with an ,"early warning system" to changes to your credit file and 
help you to understand the content of your credit fil~ at the three major credit reporting agencies. The key 
features and benefits are listed below. 

Equifax-Credit Watch provides you with a 1 year membership service: 
o Gomprehensive credit, file monitoring of your Equifax, Experian, and TransUnion credit reports with 

daily notification of key cbanges to your credit files. from any of the three agencies. 
o Wireless alerts and custo~zable alerts-available 
o one 3-in-1 Credit Report 'and unlimited access' to your Equifax Credit ReportTN 

o 24 by 7 live agent Customer Service to, assist you in understanding the content of your Equifax credit 
Information, to provide personalize identity theft victim assistance and 'in initiating an investigation of 
inaccurate information. 

How to Enroll 
Equifax has a simple Internet-based verification and enrollment process. 

Visit: www.myservices.equifax.com/tri 
1. Consumer Information: complete the form with your contact information (name, address and e-mail 

address) and click "Continue" button. The information is provided in a secured environment. 



2. Identity Verification: complete the form with your Social Security Number, date of birth, telephone #s, 
create a User Name and Password, agree to the Temis of Use and click "Continue" button. The system 
will ask you up to two security questions to verifY your identity. 

3. Payment Infonnation: During the "check out" process, provide the following promotional code: 
<Gift Code> 
in the "Enter Promotion Code" box. (no spaces, include dash.) After entering your code press the 

"Apply Code" button and then the "Submit Or~er" button at the bottom of the page. (This code 
eliminates the need to provide a credit card number for payment.) 

4. Order Confmnation: - Click "View My Product" 'to access your 3-in-l Credit Report. 

As an alternative to on-line credit monitoring, to sign up for US Mail delivery of the product, dial 1-866-
937-8432 for access to the Equifax Credit Watch automated enrollment process. Note that all credit reports 
and alerts will be sent to you via US Mail only. 

What other actions can you take to help protect against misuse of your personal information? 

Place a Fraud Alert on your Credit Report 
A mud.alert is a consumer statement added to your credit report. This statement alerts. creditors of possible 
fraudulent activity within your report as well as requests that they contact you prior to establishing any 
accounts in your name. Once the fraud alert is added to your credit report, all creditors should contact you 
prior to establishing any acco"\lDt in your name. To place a fraud alert on your Equifax credit file, you may 
contact the Equifax fraud line at 1-877-478-7625, and follow the simple prompts. Once the fraud alert ~ 
been placed with Equifax, a notification will be sent to the other two credit reporting agencies, Experian and 
Trans Union, on your behalf. 

We also ask that you thoroughly review your account statements and transaction confinnations, as well as 
~y solicitations you receive in the near· future. This includes callers who claim to represent Ameriprise 
Financial as nobody from the corporate office will be contacting you regarding this situation. 
In addition, you should closely monitor your other personal accounts (e.g. checking and savings, credit 
catds,etc.) to make sure no 'one is attempting to use your infonnation. 

In addition, we 'are including an educational brochure developed afAmeriprise Financial that gives YOil 
resources and actions you can take to protect yourself from Identity Theft. 

In the event that you experience fraud or theft as a direct result of this situation, please call the Suspicious 
Activity H~tline immediately at (800) 862-7919, Option 0, Ext. 16166 and leave an urgent message. One of 
our fraud investigators will return your call. Ameriprise Financial is committed to helping you address your 
situation and to pursuing corrective actions, if necessary. 

If you have any additional questions please do not hesitate to contact me at (631) 385-2319. Clients are my 
top priority and I apologize for any inconvenience this incident may cause you. 

Sin~Cer~IY' . 

• •• I . . 
.- . . ' ~ , " '. ' 

Najala Kirdahy 
Financial Advisor 
Ameriprise Financial Services, Inc. 
655 Park Avenue 
Huntington, NY 11743-3831 

Enclosure: Ameriprise Financial Identity Theft Brochure 

o 2007 Ameriprise Financial, Inc. All rights reserved 


