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We are writing to let you know that your personal information, including name, address
and Social Security number, may have been subject to unauthorized access or
acquisition as a result of a break in and theft of computers at the offices of one our
external benefit administration vendors, If we have provided benefits to your
dependents, their personal information may have been exposed by this incident. Even
though we do not know whether your personal information has been accessed or
misused, we want to make you aware of the incident and the steps you should take to
guard against identify theft. ‘

To safeguard yourself against identify theft or other unauthorized use of personal
information, you can take some simple steps. First, we recommend that you remain
vigilant over the next 12 months and review your credit card bills and credit report for
unauthorized activity. You should promptly report any suspected identify theft of fraud 1o
your local law enforcement agency. the U.S. Federal Trade Commission, your financial
institution{s) and to the Fraud Alert phone line cf one of the three national consumer
reporting agencies. You may obtain a 80 day Fraud Alert status on your record by calling
one of the credit bureau phone numbers.

»  Experian 1-888.397-3742

*  Equifax 1-800-525-8285

= TransUnion 1-800-680-7288

You have the right to obtain a police report if you are the victim of identify theft.  You may
wish 1o contact your credit card issuers and financial institutions and inform them of the
incident as well.

In addition, you may contact the fraud depariments of the three national consumer
reporting agencies to discuss your options. You have the right to place a security freeze
on your consumer report. A security freeze is designed {o prevent credit, loans and
services from being approved in your name without your consent: however, please be
aware that using a security freeze may delay your ability to obtain credit. You may
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request that a security freeze be placed on your consumer report by sending a request to
a consumer reporting agency by certified mail, overnight mail, or regular stamped mail to
the address below. The following information should be included when requesting a
security freeze (please note that if you are requesting a credit report for your spouse or
other dependent, this information should be provided for him/her as well:

Full name, with middle initial and any suffixes

Social Security number

Date of birth {month, day and year)

Current address for the past two years

Any applicable incident report or complaint with a law enforcement agency

N

The request should also include a copy of a government-issued identification card (such
as driver’s license or military 1D card) and a copy of a recent utility bill or bank or
insurance statement. Each copy should be legible, display your name and current
mailing address and date of issue. The consumer reporting agency may charge a fee to
place a freeze or lift or remove a freeze, unless you (and/or spouse or dependent) are a
victim of identify theft and have submitted a valid police report relating to the identify theft
to the consumer reporting agency.

Experian Security Freeze  Equifax Security Freeze TransUnion

PO Box 9554 PO Box 105788 Fraud Victim Assistance Dept
Alten, Texas 75013 Atlanta, GA 30348 PO Box 6790
www experian.com www.equifax com Fullerton, CA 82834

www transunion.com

There are ways to obtain your consumer credit report without charge. Under federal law,
you are entitled to one free copy of your consumer credit report from each of the three
national consumer reporting agencies. You may request your free annual consumer
credit report by visiting www.annualcreditreport.com or by calling 1-877-FACTACT (1-
877-322-8228). You may want to obtain copies of your consumer credit report to ensure
the accuracy of the report information.

To learn more and to report incidents of identify theft, you can go to
www .consumer gov/idtheft, www.ftc gov/credit or, call 1-877-IDTHEFT (1-877-438-4338)

We apologize for any inconvenience this incident my cause you.

Sincerely,

Lisa Hailey
Vice President, Human Resources



