


NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law §899-aa; Stale Technology Law §20S) 

Name of EntHy: �~�.�:�f�Q�S�1�1�S�&�.�!�M�l�l�i�1�.�~�4�L�6�.�5�~�J�£�.�&�S� �&�W�O�U�����3�-���$�O�L�����~�-�-�"�'�-�,�-�-�-�- �­
Street �A�d�d�n�.�~�s�s�:� �"�,�_�&�~�~�~�-�B�a�J�V�-�-�.� �-�"�'�-�-�'�-�~�-�"�"�"�"�"�-�"�"�-�-�-�:�-�-�,� �-�-�-�-�-�-�-�'�-�-�~� 5& 
City: �������B�B�B�����W���8�+�
���B�����������B�B�B���������B�B���������B�����B�B�B�B�B��State: �8�B���1�.�1�p�C�(�)�d�t�~�:� �T���/�����/�
�,�����W���������������/���������/���B�B�B���B��

Sector (pic.''''' '«'1''<'1 om·): f lLocal Govemmen! IState Government 

jEdurillioll,11 

Type of Business (ph."I""· �~�!�.�'�C�l� "n('): [ IBiotech!Pharm 

I 11-I<'alll1 Care I �J�1�n�$�u�r�<�l�n�(�~�'� I jRctail!lntt'rnct 

[,j()Othl?l' �~�E�.�4�~�£� M'UI\I!)f-' tOcrlY?fR 

IEducation 

rfdc(.\>1n. 

! IFederal G,wernl1wnt 

lFinandal �S�t�~�r�\�'�k�t�!�s� 

lTransport.ltion 

Persons Affected: Total: 3.0 D,ltcs; �B�n�~�a�c�h� �o�(�x�u�m�-�d�:�1�J�~�"�/�i�S� �~� �6�~�_� 
NY residents: :1-, Breach D1S1:overed: �,�D�����"���
���� �����B�B���B��

, . Consumer :"Jotitication: ��� �W��II O<g 
!\':.1:.on for �d�e�b�~�,� it ;:m\, in sending 1\(l\iCt:: �_�W�j�t�.�f�e�.�a�.�.�c�t�~�~�.�J�?�.�5�.�.�J�n�f�l�X�~�i�O�O� __ �l�t�!�~�S�-�f�2�(�O�l�I�"�r�~� �O�
�4����
"'_""'''" __ "'''''"_''_"'" __ "_''''"'"'_''''"'_' _____ '''_", ,-, __ , _J.j -, __ ,_ _"""'"",_,"_,,,", __ .'. __ "''',' __ " '--"""-"'-'--"'-'-- -, 

Description of Breach iph:.l';'(· ",'k":l" all thai appl;'); I )liacking �i�n�r�.�i�d�(�~�n�t�;� 

I IStolen computer, CD, �t�a�p�(�~�,� etc; I )Lost computer, CD, tape, �H�W�F����

�~� I other {5JX'Cifyl: �:�f�u�~�~�k�r�r�l�;�t�~� M �W�W�:���-�2�>���U�M�I�O�^��
SJ< �~�W� f,l. �~�{�~�!�'�l�.� 

I Ilnad\l?rtent disclosure; 

I Jlnsider wrongdolng; 

Information Acquired �(�p�J�(�'�~�:�;�l�'� �~�'�k�'�(�t� i!lllhat ilPl'ty}: JX IName; IX jSSN; I ]Driver's li(:<mse no.; 

I IAcrolH11 nlllnber; I JCredit or �D�(�~�1�>�i�t� �l�:�~�r�d� number;! lOther {specify}: �~�.�s� f �l�!�J�~�'�f�t�<� EN'! �^���O�I�-�
�,�W�Q���I�,��������
_______ �=�l�c�l�u�.�.�i�'�T�!�L�J�l�s�.�.�,�~�.�t�\�D�.�e�)� ___ ''''_, __ .,_'''''_, __ . __ . ____ , ____ ,.,," ____ _ , _ _ ,"_ 

Manner of Notification to Affected Persons �(�A�,�,�!�1�'�K�l�L�C�n�!�!�~�)�:� &><tWritten: I �1�E�1�~�(�t�r�o�n�k� �{�,�~�m�a�i�l�)�;� 

[ rrdC' ph one; I ISubstitute notic(' (provide justification)_ List dates of any �~�>�n�.�~�V�i�O�l�l�S� (within J 2 month!)) 
�b�r�~�'�<�l�(�"�h� notifications: _______ . ___ ,_,_ •. __ 

Credit Monitoring or Other Servi<:e Offered: I I Y(,5; IXI :\'0; Duration: _,_, ____ "''' ___ , ______ _ 

�S�u�b�m�i�t�t�t�~�d� by: D<NG(};)S W. &¢(j6RJ5 
Firm Name (if other than �~�n�l�i�t�y�)�:� •. __ _ 

Telt:'phone: �_�~�~�"�'�"� �i�.�.�(�2�t�1�.�5�_�~� �B�B���B��

Title: �B�����,�H�…�����I�W���6���L�����O�,�I�O�?�W�I���4���1�H�
�$�:�,�,���C�~ �L� 
/ -... 

Email: �~�.� �L�~�~�@�~�;�:�;�'�>�/�"�d�-�f�!�a�:�:�J�£�d�u�p� ���&�,�-�:����
���� �W��

Dated: ��� �����-���-�������-���/�B�����B�B�B�B���B��

Rev. J I <2(H)7 



FOSTER'S 
GROUP 

FOSTER'S WINE ESTATES AMERICAS 

July 11 . 2008 

«Address810ck» 

«GreetingLine» 

We are writing to let you know that your personal information, including name, address 
and Social Security number, may have been subject to unauthorized access or 
acquisition as a result of a break in and theft of computers at the offices of one our 
external benefit administration vendors. If we have provided benefits to your 
dependents, their personal information may have been exposed by this incident. Even 
though we do not know whether your personal information has been accessed or 
misused, we want to make you aware of the incident and the steps you should take to 
guard against identify theft. 

To safeguard yourself against identify theft or other unauthorized use of personal 
information, you can take some simple steps. First, we recommend that you remain 
vigilant over the next 12 months and review your credit card bills and credit report for 
unauthorized activity. You should promptly report any suspected identify theft of fraud to 
your local law enforcement agency, the U,S, Federal Trade Commission, your financial 
institution(s) and to the Fraud Alert phone line of one of the three national consumer 
reporting agencies. You may obtain a 90 day Fraud Alert status on your record by calling 
one of the credit bureau phone numbers. 

• Experian 1-888-397-3742 
,. Equifax 1-800-525-6285 
* TransUnion 1-800-680-7289 

You have the right to obtain a police report if you are the victim of identify theft. You may 
wish to contact your credit card issuers and financial institutions and inform them of the 
incident as well. 

In addition, you may contact the fraud departments of the three national consumer 
reporting agencies to discuss your options, You have the right to place a security freeze 
on your consumer report A security freeze is designed to prevent credit, loans and 
services from being approved in your name without your consent; however, please be 
aware that using a security freeze may delay your ability to obtain credit You may 
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request that a security freeze be placed on your consumer report by sending a request to 
a consumer reporting agency by certified mail, overnight mail. or regular stamped mail to 
the address below. The following information should be included when requesting a 
security freeze (please note that if you are requesting a credit report for your spouse or 
other dependent, this information should be provided for him/her as well: 

1. Full name, with middle initial and any suffixes 
2. Social Security number 
3. Date of birth (month, day and year) 
4. Current address for the past two years 
5. Any applicable incident report or complaint with a law enforcement agency 

The request should also include a copy of a government.issued identification card (such 
as driver's license or military 10 card) and a copy of a recent utility bill or bank or 
insurance statement. Each copy should be legible, display your name and current 
mailing address and date of issue. The consumer reporting agency may charge a fee to 
place a freeze or lift or remove a freeze, unless you (and/or spouse or dependent) are a 
victim of identify theft and have submitted a valid police report relating to the identify theft 
to the consumer reporting agency. 

Experian Security Freeze 
PO Box 9554 
Allen, Texas 75013 
www.experian.corl) 

Equifax Security Freeze 
PO Box 105788 
Atlanta. GA 30348 
wwvv.equifax.com 

TransUnion 
Fraud Victim Assistance Dept 
PO Box 6790 
Fullerton, CA 92834 
www.transunion.com 

There are ways to obtain your consumer credit report without charge. Under federal law, 
you are entitled to one free copy of your consumer credit report from each of the three 
national consumer reporting agencies. You may request your free annu?' consumer 
credit report by visiting www.annualcreditreport.com or by calling 1·877~FACTACT (1-
877-322-8228). You may want to obtain copies of your consumer credit report to ensure 
the accuracy of the report information. 

To learn more and to report incidents of identify theft, you can go to 
www,consumer.gov/Jdtheft. www.ftc.gov/credit or, call1-877-IDTHEFT (1-877-438-4338). 

We apologize for any inconvenience this incident my cause you. 

Sincerely, 

lisa Hailey 
Vice President, Human Resources 

.. 


