
















































































NEW YORK STATE SECURITY BREACH REPORTING FORM
Pursuant to the Information Security Breach and Notification Act
(General Business Law §899-aa; State Technology Law §208)

DUTCHESS COUNTY ASSOCIATION

OF REALTORS @ INC.
3UT MANCHESTER ROAD, SUITE 201

Street Address: NI A
—‘_PGUGHKEEPSiE, NY 12602
State: Zip Code:

Name of Entity:

City:
Sector (please select one): [ ]Local Government [ ]State Government [ ]Federal Government
[ ] Not-for-profit [ ]Commercial [ ]Educational

Type of Business (please select one): [ ]Biotech/Pharm [ JEducation [ ]Financial Services

[ ]Health Care [ J]Insurance [ ]Retail/Internet [ ]JTelecom. [ ]JTransportation
[¥X]Other 7R46E A SSocc 4 7oA

Persons Affected: Total: o2 ¥ V Dates: Breach Occurred: { 4 fA 2
NY residents: 3‘9{5/ Breach Discovered: f/ 23 / o ¥

Consumer Notification: o (nob eSS
Reason for delay, if any, in sending notice: _ /20 ##BA AeSS ES ’/ (ST AvSr v
Cnrre Yo 2/0F8

Description of Breach (please select all that apply): [P4Hacking incident; [ JInadvertent disclosure;

[ ]Stolen computer, CD, tape, etc; [ ]Lost computer, CD, tape, etc; p&]Insider wrongdoing;
[ other (specify):_ LM S & 22> A S ASider on HPefEattach additional description if necessary]

Information Acquired (please select all that apply): [ ]Name; [XJSSN; [ ]Driver's license no.;

[ JAccount number; [ ]Credit or Debit card number; [ ]Other (specify):

Manner of Notification to Affected Persons (Attach Copy): [,]Written; [ ]Electronic (email);
[ ]Telephone; [ ]Substitute notice (provide justification). List dates of any previous (within 12 months)

breach notifications: Aoy E

Credit Monitoring or Other Service Offered: 4 Yes; [ ]No; Duration:

Service: 2 Provider:
Submitted by: \7;W E. Baccow s Title: ¢ rlres Si7FFT (SR ET.
Firm Name (if other than entity): -

Telephone: SV A/~ 28/ Email. _75AcLo i @ A4z Cot

Dated: 7[/" ?"/of

Rev. 11/20/07



Dutchess

County
Association of
REALTOR® REALTORS®

301 Manchester Road, Suite 201, Poughkeepsie, NY 12603
Phone - 845-471-2811 Fox - 845-471-28351 E-mail - staff@dcar.com [

June 18, 2008
Re: Security Breech
To Officers and Directors:

I have finally received permission to share the results of the Fidelity Systems (LAMPS)
investigation into the security intrusion of March 09, 2008.

A copy of the information is attached.

I will be contacting the Consumer Protection Board, the Office of Cyber Security and the
New York State Attorney General via separate letter; the Board may wish to consult with
counsel regarding its’ options. There still exits the question of how the login information
was acquired. Only 3 individuals should have access to that information- myself,
Xiomara Burwell, and Patricia Nicholas. I did not share the login information.

We will be notifying the affected individuals after we have received permission to delete
their Social Security Numbers (SSN) after the criminal investigation is concluded.

NYSAR will be kept abreast of any further developments.

Via written correspondence, please let me know the Board of Directors decisions
regarding this matter.

Very yours,

E. Ballowe
Chief Staff Executive

Attach.

C: M. Martin
A. Gatto, NYSAR counsel (Letter only)
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REALTOR® 1s a mark which identifies a professional in real estate
who subscribes to a strict Code of Ethics as a member of
the NATIONAL ASSOCIATION OF REALTORS.
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2
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