




















































Dutchess 
County 
Association of 
REAILTOR§® 

30l l\1anchesier Road, Suite 20lL, lPouglleepsie, NY 12603 (5) 
Phone - 845-471-2811 FAX - 845-47lL-2831 E.-mAil - staff@dcar.com •• �u�.�~� .... __________________________________ oppa.TUNITT 

April 8, 2008 

Dear REALTOR, 

The Dutchess County Association of REAL TORS® is contacting you about the potential problem 
involving identity theft. 

On March 9,2008, computer records reflect an unauthorized access in.LAMPS computer system. 
Your social security number was maintained on this system. Since detecting this breach we have 
reset all passwords to prevent further unauthorized access. 

We recommend that you place a fraud alert on your credit file. A fraud alert tells creditors to 
contact you before they open any new accounts or change your existing accounts. Call anyone of 
the three major credit bureaus. As soon as on credit bureau confirms your fraud alert, the others 
are notified to place fraud alerts. All three credit reports will be sent to you, free of charge, for 
your review. 

Equifax 
800-525-6285 

Experian 
888-397-3742 

TransUnionCorp 
800-680-7289 

Even if you do not fmd any suspicious activity on your initial credit reports, the Federal Trade 
Commission (FTC) recommends that you check your credit reports periodically. Victim 
information sometimes is held for use or shared among a group of thieves at different times. 
Checking your credit reports periodically can help you spot problems and address them quickly. 

If you find suspicious activity on your credit reports or have reason to believe your information is 
being misused, call �L�Q�V�H�U�W���F�R�Q�W�D�F�W���L�Q�I�R���I�R�U���O�D�Z���H�Q�I�R�U�F�H�P�H�Q�W��and file a police report. Get a copy 
of the report; many creditors want the information it contains to absolve you of the fraudulent 
debts. You also should file a complaint with the FTC at www.consumer.gov/idtheft or at 1-877-
ID-THEFT (438-4338). Your complaint will be added to the FTC's Identity Theft Data 
Clearinghouse, where it will be accessible to law enforcers for their investigations. 

If you have any questions, please do not hesitate to contact me. 

Very Truly Yours, 

John "Jay" Ballowe 
Executive Officer 

REALTOR® is a markv..hich identifies a professional in real estate 
v..ho subscribes to a strict Code of Ethics as a member of 
the NATIONAL ASSOCIATION OF REALTORS. 
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NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law §899-aa; State Technology Law §208) 
DUTCHESS COUNTY ASSOCIATION 

Name of Entity: ___ ---.:rrn--.-.nnr0,.,..F..-:n-R .... EA,..,.L ..... T .... O ...... R""S;-r® .... I,-N,.,Cn; ........ -=..,--___________ _ 
:301 MANCAESTER ROAD, SOITE 201 Street Address: POUSIII<EEPSIE, NY 1260~ 

City: ______________ _ 

Sector (please select one): 

[S4 Not-for-profit 
JLocal Government 
JCommercial 

State: __ _ 

JState Government 
JEducational 

Type of Business (please select one): [ JBiotechlPharm 
[ JHealth Care []Insurance [JRetail/lnternet 
[X]Other 7aA-L>~ 1tS".r"cr-f 7/D"J 

]Education 
JTelecom. 

Zip Code: 

[ ]Federal Government 

]Financial Services 
]Transportation 

Persons Affected: Total: ,.;,2 Y'V Dates: B,each Ocrn<red, j'fo """ 3 
Breach Discovered: _~~?i,-,,-~=3 .... &_o--.=;r ___ _ NY residents: OLYV 

, 

Description of Breach (please select all that apply): MHacking incident; []Inadvertent disclosure; 
[ ]Stolen computer, CD, tape, etc; []Lost computer, CD, tape, etc; P4Insider wrongdoing; 
[>4 other (specify): t/tV S v ~ *5 pC/S ,-6~ I!J/C.- ~4Attachadditional description if necessary] 

Information Acquired (please select all that apply): []Name; f)<lSSN; ]Driver's license no.; 
[ JAccount number; [ JCredit or Debit card number; [ ]Other (specify): ___________ _ 

Manner of Notification to Affected Persons (Attach Copy): [\4Written; [ JElectronic (email); 
[ JTelephone; [ JSubstitute notice (provide justification). List dates of any previous (within 12 months) 
breach notifications: __ M_-'-~...::.w'---=E=--________________________ _ 

Credit Monitoring or Other Service Offered: [~Yes; [] No; Duration: __________ _ 
Service: tJ. '-'- Provider: _____________ _ 

Submitted by: .::;;,~ 6· 34 CA-<:)t:.V:C Title: 
Firm Name (if other than entity): 

Telephone: g ({-. ~::j f - Zg"" / 

Dated: 

Rev . 11/20107 



Dutdb.ess 
County 
Association of 
REALTOR§® 

3{H l\-1anchesfer ROll/a, Suite 20JL, Poughkeepsie, NY'" 1:2603 (I;) 
Phone - 8.045-471-28H Fax - 8415-471-2831 E-mail - staff@dcar.com •• u .... u .... ________________________________ OPPOaTUNIT'Y 

June 18, 2008 

Re: Security Breech 

To Officers and Directors: 

I have finally received permission to share the results of the Fidelity Systems (LAMPS) 
investigation into the security intrusion of March 09, 2008. 

A copy of the information is attached. 

I will be contacting the Consumer Protection Board, the Office of Cyber Security and the 
New York State Attorney General via separate letter; the Board may wish to consult with 
counsel regarding its' options. There still exits the question of how the login information 
was acquired. Only 3 individuals should have access to that information- myself, 
Xiomara Burwell, and Patricia Nicholas. I did not share the login information. 

We will be notifying the affected individuals after we have received permission to delete 
their Social Security Numbers (SSN) after the criminal investigation is concluded. 

NYSAR will be kept abreast of any further developments. 

Via written correspondence, please let me know the Board of Directors decisions 
regarding this matter. 

yours, 

7'-oI£LA~~ 
J 
Chief Staff Executive 

Attach. 

C: M. Martin 
A. Gatto, NYSAR counsel (Letter only) 

REALTOR® IS a mark'Nhlch Identifies a professronalm real estate 
who subscribes to a strict Code of EthiCS as a member of 
the NATIONAL ASSOCIATION OF REALTORS. 

ThO' \~)ic (' Jor Prnl E stat e in Dutch"sS ('oun'ly 
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