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CONFIDENTIAL 

E-mail I of 2 

Dear Sir/Madam: 

To info@cscic.state.ny.us. 
security-breach_notification@consumer.state.ny.us 

cc 

bcc 

Subject NY Security Breach Reporting For.ms 

Pursuant to the Information Security Breach and Notification Act, please find 
attached security breach reporting forms. A second e-mail with the remaining 
forms will be provided to you shortly. 

Please feel free to call me directly if you have any questions. Thank you. 

Sincerely, 

Demetrios Eleftheriou 
General Counsel's Office 
American Express 
3 World Financial Center 
200 Vesey Street 
New York, NY 10285-4903 
(212) 64(-8687 / (212) 640-0358 (fax) 
demetrios.a.eleftheriou@aexp.com 
�E�x�e�c�~�t�i�v�e� Associate: Rahshida Briggs (212) 640-3359 

(See attached file: nys pt.1.pdf) 
American Express made the following annotations on Mon Sep 15 2008 13:22:45 

"This message and any attachments are solely for the intended recipient and 
may contain confidential or privileged information. If you are not the 
intended recipient, any disclosure, copying, use, or distribution of the 
information included in this message and any attachments is prohibited. If you 
have received this communication in error, please notify us by reply e-mail 
and immediately and permanently delete this message and any attachments. Thank 
you." 

American Express a ajoute Ie commentaire suivant Ie Mon Sep 15 2008 13:22:45 

Ce courrier et toute piece jointe qu'il contient sont reserves au seul 
destinatai£e indique et peuvent renfermer des renseignements confidentiels et 
privilegies. Si vous n'etes pas Ie destinataire prevu, toute divulgation, 
duplication, utilisation ou distribution du courrier ou de toute piece jointe 
est interdite. Si vous avez re9U cette communication par erreur, veuillez nous 
en aviser �~�a�r� courrier et detruire immediatement Ie courrier et les pieces 
jointes. Merci. 
****************************************************************************** 
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NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law §899-aa; State Technology Law §208) 

Name of Entity: Christmas Place 

Street Address: 2470 Parkway Ste. it5 
City: Pig€onForge ______ " __ State: TN ,, _____ , Zip Code: ;27863 _, ____ _ 

Sector (please scleo:: one): J Local Government IState Government 

JEducational 

[ JFederal Government 

[ I Not-tor-profit Ix ]CommerciaJ 

Type of B !lsines~ (please select one): 

]Hcalth Care [JInSllrance 

[ jBiotech/Pharm 

Ix IRetail/Internet 

] Education 

]Telecom. 
I JOther ___________________ _ 

]Financial Services 

ITransportation 

Persons Affected: Total: --""13""5""9 ____ _ Dates: Breach Occurred: ~6/L!1~IO~7~ ___ _ 
NY residents: ."-11"-'2=--__ _ Breach Discovered: !d.3/L!lo.::!4~lOo!lo8L-_____ _ 

Consumer Notification: L7u/2~8~/O~8L-____ _ 
Reason for delay, if any, in sending notice: _____ _ 

Description of i:r.each, (pl<>asc select aU that apply): {x ]lJacking incident; 

IStolen computer, CD, tape, etc; ]Lost computer, CD, tape, etc; 

!lnaclvertent disclosure; 

l[nsider wrongdoing; 

l ] other (specify): __ _ --_._-----,,----- [Attach additional description if lle<:t.'S.smy! 

Information Acquired (pl('as(' sdcct !111 that apply): l x]Name; I ISSN; I jDrivt~r'$license no.; 

I jAccount number; Ix jCredit or Debit card number; [ IOther (specify): Addre!'b'i.tl':-mail Address, 

Expirat.i~""lt'-'-'-'=D'-"a'->.tel::.----- , __ _ 

Manner of Notification to Affected Persons (!\Jjach Copy): [x JWritten; [ ]Electmnic (email); 

I ITelephone; I ]Substitute notice (provide justification). List d<ltes of any previous (within 12 months) 

breach notifications: We have sent breach notifications from time to time throughout the course of 2008. 

Credit Monitoring or Other Service Offered: [ J Yes; ( xl No; Duration: ______ _ 

Service: ___ , ___ ,,"' ____ . _____ _ Provider: __________ _ 

Submitted by: Q.~metrios A Eleftheriou Title: 

Firm Name (if other than entity): AmericarLIi1Q2l'ess,, ___ , ____ , _____________ _ 

TelephQnl. 212-6.:;.0-8687 _"""_"" "_____ _ Email: d{~metrios_a.ele(theriou~i)aexp.com ..... . 

Dated: 

Rev. llf20/07 

l 
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Name 
Address 
City. State. Zip Code 

Dear I Name J. 

\ 
\ 
\ 

Date: 

American Express Card@ Account ending in: XXXXX 

I am writing to inform you of an incident involving a merchant where you have used your American Express Card. 

A merchant accepting the American Express Card for payment detected unauthorized access to its data files. At this 
time. we believe the affected data included your American Express Card account infonnation and personal contact 
infonnation. Based on our commitment to the highest level of security, we wanted to make you aware oHhe situation. 
Importantly. the compromised data did not include your Social Security number and our systems do not show any 
indication cf unauthorized activity on your Card account related to this incident. 

We also want to r:}assurc you that, beyond our standard fraud controls, American Express has placed additional fi'aud 
monitoring on yo!":!' Card. and we wil! contact you if we detect any unusual activity. In addition. here are steps that 
American Express is taking, as· well as some steps that you can take to get more information: 

• We encourage yOU to remain vigilant over the next 12 to 24 months and regularly review your statements. If 
you notice any suspiciolls activity on your American Express Card account or suspect identity theft, notity us 
immediately by calling 1-800-545-5058. 

• You can aiso sign up to receive free alerts of irregular account activity via cell phone. PDA. pager. or e-maii by 
visiting ~\'ww.amel~i.s.:.an~xpress.com!a ~ens. Following our long-standing practice. we will not hold our 
Cardmembers liable forrraudulent charges. 

• We are cnclosing a tip sheet that contains information about how to obtain copies of your credit reports and 
infonnation about how to set-up fraud alerts. 

Your privacy is " priority fix American Express. To keep you bettcr infbrmed, you may receive multiple notification 
letters if more than one of your American Express card accounts was impacted. 

Should you have questions, please call 1-800-545-5058 and an American Express cllstomer care professional will be 
bappy to assist yo'. I. 

We are committed to protecting the security of your personal infonnatioo and hope you find this notification beneficial. 

Sincerely, 

Andrew Roth 
Chief Privacy Officer 
American Express Company 

Rev. 11/20/07 


