




April 3, 2008 

New York State - CPB 
Security Breach Notification 
1740 Broadway, 15th Floor 
New York, NY 10019 

II BENEFIT--==n 
COMMUNICATION 

�I �L�I�N�~�O�~�~�C�I�~� 

Re: Security Breach Notification 

To Whom It May Concern: 

Please find enclosed a completed New York State Security Breach RepOlting Form. We are 
submitting this form in relation to a recent incident involving a missing laptop of a former 
employee. As the attached notice describes, Health and Benefits Systems, Inc. doing business as 
Benefit Communication Insourcing ("BCI") provides certain benefit communications and 
enrollment services to its clients. In the course of providing such services, BCI has access to 
certain personal information of the client's employees, including the employees, name, address, 
date of birth, employee identification number and the types of benefit plans in which the 
employee is enrolled. Typically, BCI employees do not download such personal information. 
BCI does not receive information about any services provided to employees, nor does BCI have 
access to any employee's social security number. . 

BCI recently learned that a laptop computer issued to one of our employees cannot be located. 
We cannot confirm whether this employee inappropriately downloaded information to the 
missing laptop. Although this incident did not involve the potential breach of any individual's 
private information, as such term is defined in the Information Security Breach and Notification 
Act (the "Act"), BCT has decided to notify any client employees who received assistance from 
this employee about the incident out of an abundance of caution. 

We have provided the attached notice of the incident to approximately 30 employees who reside 
in New York. Although we do not believe that we are required under the Act to notify you of the 
issue, we wanted you to be aware of the incident in the unlikely event that you receive inquiries 
from these New York residents. As we state in the notification letter, we cannot be certain that 
any information was downloaded. Even if this information was downloaded, such information 
would not constitute "private information" as defined by the Act. Nonetheless, we wanted to 
notify our client's employees ofthe issue. Please feel free to contact me with any questions or 
concerns regarding this information. 

Sincerely, 
1 ·· " 

�(�[�I�'�l�~�"� t '/' �<�:�:�-�:�,�:�,�:�:�,�, �'�I�.�/�.�.�6 �~�~�-�:� �L�,�(�~�?� _ �t�.�.�~�.�.�/� 
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Holly addle, SPHR 
Managing Director - Operations 

cc: New York State - Attorney General's Office 
New York State - CSCIC 

CC 1994643vl Health and Benefit Systems, Inc. 
9300 W. 1 10th Street, Suitt! 520, Overland Park, KS 66210 

M'lin (91)) 642,1666 Tn!! frce (800) 717·1666 FAX (91) 642·1695 



NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law §899-aa; State Technology Law §208) 

Name of Entity: URol tb Clnd "b-eneb + ,Sp-kmst lyY' d/b/a.-'-"5mefJ CDmtY!LLi7IClthl5Yllnso/...U'~~ 
Street Address: 93DO W \\()Th St, #- St2 0 ' 
City: 0'1£ (La.a1 PO r K. State: K S Zip Code: /.p""",' ..... fo<...Li:J.=I'-"'O"--__ _ 

Sector (please select one): [ ]Local Government 
[ ] Not-for-profit [)(lCommercial 

]State Government 
] Educational 

[ ]Federal Government 

Type of Business (please select one): []BiotechlPharm []Education []Financial Services 
[ ]Health Care [)(lInsurancE []Retail/lnternet []Telecom, []Transportation 
[X)0ther 13.ene A.t Commu.ntClLhch'7 C";,./'7Ol Enro If ment $e.('vi c.e 

Persons Affected: Total: rltf d-. Dates: Breach Occurred: _;l_' .'-cl !..IL\.!....L.:\ 0:::...<6-"-____ _ 

NY residents: 30 Breach Discovered: _;)........!....IIL..:YLlI-"'o'-''il7-___ _ 
Consumer Notification: _Lj,-,-I-=~:..lI-",a:.Jt~ ___ _ 

Reason for delay, if any, in sending notice: I nliestl~a:blOn O-P IO(' lde.(lt Qnd 
c.on1\((oo-bD"V) c* .QJ(.,,cU' H 'f LLJV1a ± wk rro.:hOVl VV\(bJ'i y\O,\/£ bun LV\\J' 01 veci . 

Description of Breach (please select ru! that apply): [ ]Hacking incident; ]Inadvertent disclosure; 
[ ]Stolen computer, CD, tape, etc; [XJLost co~uter, CD, tape, etc; []Insider wrongdOing; 
~ other (specify): pclf oboJ I QSS of Vec'5OOO.l (NOT R i '-ICt-le) [Attach additional description if necessary] 

\ rrtorrY'CXhoY\ -th;\.t \'Y'(Ui ~1J',e. l0e.en dOLLln loode..cJ \-0 CL \Rp4-0-.p . 
Information Acquired (please select all that apply): D(jName; []SSN; []Driver's license no,; 
[ ]Accountnumber; [ ]CreditorDebitcardnumber; [x] Other (specify): oddr€ss) dade o£ beth) 

-R ropD,we .:r:b nil m hi ( a cd po-knh:tlLy be ne£t plo ns In uJh Ie h 'the. 
\ '{\d lIil &,u.oJ fUr +16 PCl.+ed . .j 

Manner of Notification to Affected Persons (Attach Copy): [XJWritten; [ ]Electronic (email); 
[ ]Telephone; [ ]Substitute notice (provide justification), List dates of any previous (within 12 months) 
breach notifications: ___________________________ _ 

Credit Monitoring or Other Service Offered: [ ] Yes; 
Service: ______________ _ 

Submitted by: ./-1,,//11 Ii laddie. • i 
Firm Name (if other than entity): 
Telephone: 913-- (P5()'- ,.20tJ / 

1XI No; Duration: __________ _ 
Provider: ____________ _ 

Title: fhside/~ !1'b./la.g!l9ihacfv(.-Of£m~~7S 

Email: hwadd/e@ be/I7StJU/'Ct.I7Ci. Co lY1 
J 

Rev. 11120/07 



April 3, 2008 

~=BENEfIT 1 1 
COMMUNICATION 
\ l!_~_ S_~:! R ~_~t!~ I 

[AIMCO Employee Name] 
[AIMCO Employee Address] 

Dear [AIMCO Employee]: 

Health and Benefits Systems, Inc. doing business as Bencfit Communication Insourcing 
("BCI") provides certain benefit communications and enrollment services to AIMCO. 
Within the last 18 months, it is likely that you were contacted by a representative of BCI to 
provide benefit review and enrollment services. In the course of providing these services, our 
employees have access to certain, limited census files, which typically include the following 
information: address, date of birth, employee identification number and the types of 
benefit plans in which you may be enrolled. As a matter of course, such information is 
available for review at AIM CO's offices and is generally not downloaded to any BCI 
computers. BCI does not receive any information about services provided to you under your 
benefit plan, nor does BCI have access to your social security number. 

This letter is to inform you that we recently learned that a laptop computer issued to one of 
our employees providing benefit review services is missing. We are not able to confirm 
whether this employee downloaded any information to the missing laptop and, therefore, we 
are uncertain as to whether your demographic information was on the laptop. Out of an 
abundance of caution, however, we wanted to alert you to the issue. 

BCI is committed to the protection of any information it receives about you. We have 
terminated the employee who was unable to produce the laptop, and will continue to stress to 
our employees the importance of protecting any information we receive from you or from 
AIMCO. We believe that the information that might have been contained on the missing 
laptop would likely not be sufficient to allow anyone to cause harm to you. 

If you have questions or concerns regarding this information, please contact: 
Janna Knight, Bel Account Administrator at 1-(800) 737-1666 extension #2017 or 
AIMCO's Benefit Hotline at 1 (800) 647-8050, extension 7766. We deeply regret any 
inconvenience this incident may cause you. 

Sincerely, 

c:4e(!~l-.fj--!t:i.d(j U:.-
Holly Waddle, SPHR 
Managing Director - Operations 

Health and Benefit Sy~tem~, Inc. 
9.300 W. 110th Street, Suite 520, Overland Park, KS 66210 

Main (913) 642-1666 '()II Frc,~ (800) 7.17·1666 EAJ( (9B) 642-1695 

AIMeo 200804 


