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Dear: 
, ' , ' .... 

ID .. 
�+�2�)�6�7�5�$��

UNlVERSITY. 

OFFIC£ OF INFORMATION TECHNQ'LOClY 

We were �r�e�c�e�~�l�)�(�i�'�{�\�o�t�i�f�i�e�d� by SunGard Higher Education, a leading provider of computer services 
to Hof'Jtra Uriiyer..iiy and numerous other universities, that one of their laptop computers 
containing dllta �~�m�.� s,everal universities was stolen, The data inoluded a July 24, 2002 file from 
Hofstra �U�n�i�v�e�f�5�~�,� with the names and social security numbers of some students at Hofstra. We 
have attached B. �e�~�p�'�~�'� of a letter fr.om SunGard describing this incident and the safeguards that 
they have �j�r�n�p�.�l�~�1�e�.�d� to prevent such occurrences in the future. 

SunGard has �,�b�~�'�a�'�l�o�n�g� term consultant to the University and we �h�a�~�e� expressed our COllcern 
over �t�h�e�~�r� �m�i�s�b�~�l�,�i�r�:�i�g� of this confidential data. We have no way of knowing whether the 
confidential �d�~�'�.�~�"� been accessed by anyone and we wanted you to be aware of the situation. 
We have.also talCeitjrseries of steps to address the issue: .' . 

". 

1. We ar.e �~�~�n�~�.�;�,�~�o�r�i�c�e�s� to all these individuals whose �c�o�n�f�i�d�c�i�1�t�i�~�l� information was contained 
in �t�h�e�·�s�t�o�:�t�~�n�.�J�a�p�t�o�p� . 

2, We have �a�~�a�e�d� to make credit monltoring available free of charge to all those affected for 
a period .of'ontly'ear. Consumcrlnfo.com, Inc., an Experian4l compa.ny has been selected to 
provide you �~�t�h �. �o�n�e� year of credi't monitoring, at no cost to you. This credit monitoring 
�p�r�o�d�u�~�t� �J�c�n�o�.�~�~�4�~�:�T�J�'�i�p�l�e� AlertSM will identify and notify you of-key changes in your three 
national cre&t:r.eporis that may indicate fraudulent activity. 

" , I , , 
• " 1 

Your �1�2�.�m�~�~�~�m�b�c�r�s�h�i�p� includes: 

�M�O�~�~�n�g� all three credit file$ with Experian, Equifax(i) and TransUnionw -
�~�v�e�~�~� 
�E�m�a�i�t�.�l�&�l�~�r�t�s� ofkcy changes indicating possible �f�l�'�a�u�d�u�l�~�n�t� activity - within 24 hours 
�M�~�r�i�d�,�l�l�y� "No Hit" alerts, if applicable 
Deilif.*-'d �~�e�a�r�n� of fraUd resolution representatives for victims of identity theft 
$2$ .. 00()\ �~�i�d�e�n�t�i�t�y� theft insurance with no deductible-. " . 

�*�D�u�e �' �t�o�:�~�~�~�Y�o�r�k� state law restrictions, identity theft insurance coverage cannot be 
�o�f�f�e�r�e�d�·�~�.�~�r�b�~�d�e�n�t�s� of New York. 

I • • 

Pleas,? �v�.�i�s�j�;�t�'�.�~�:�I�/�p�a�r�t�n�e�r�.�c�o�n�s�u�m�e�r�i�n�f�o�.�c�o�m�/�s�t�a�r�t� and enter the activation code provided 
below: �~�~�I� Will be instructed on how to initiate your onHne membership . 

Your �~�f�M�o�n�i�t�o�r�~�n�8� Activation Code: 
"'. 9 
.' .. . " . ' ,' . 

12S HOfatra University 

006l £917 9lS 

Hempstead, New York 11549 I www.hofstra.edu 

�A�1�I�S�~�3�~�I�N�n� �~�~�l�S�~�O�H� �l�~�:�l�l� �8�0�0�~�-�~�c�-�~�d�~� 
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Yo~,~~~';~til Au,gust l, 2008 to activate thi~ member~hip. which will then continue for 
{.2 tiJl~tli's: We encoutage you to activate your cr.cd,it monitoring membership 
, • 'Loll: ('i' 

. qUR;~~y~\ ,, ' , 

3. (fyou "ir~;ro'place a fraud alert on your credit and/or obtain a credit report on your own, 
you,carti~~l1" imy one of the three credit reporting agencies ,listed below. A fraud alert lets 
~ted~t~.~w to contact you before opening new accoUnts, 

. I . ~ , 

, ~. , ~m;ifax- 800-S2S-62gS or www.eQuifax.c,?l1J 
b:",~*'P.erian- 888-397-3742 Or ~.:.experian.com 

:c. "~fans Union- 800-680-7289 or www,transunion,colJl' 

4. We hav.~'~anged a SunGartt Help Desk (866-520-2408) and a websjte at 
ww.w.,s'!tiiiclirdhe.com/laptopcheft to assist in answering your qUe!ltions and provide 
8t1d1ti~~'Jiironnation regatding your credit repon options. . . ; :,.'" 

Be awar~" that,~p'l~.fa1&ely identify.ing themselves as Hdfstra U~i:versity representatives might 
contact you ~d,~ you "assistanc~," You should not release any personal infomtation in 
response, to'q~h~ of this kind. 

, ' , 

Hofstra Uni'Ve~Si~"~~s security and privacy very seriously and requires all consultants and 
vendors to n1at.,~onndential records in a secure manner. We ba.\'e'addressed OUf 

dissatisfaotio1t~~;,this incident with SunGard and they have assured us that they have taken 
several aetio~s ,~~~p'~yent this from happening again. including implementing and strengthening 
policies and'p~«es and enhancing' security measures, ... \ , 

, " 

For more,l1)f~~;:please fe~) free to call SunGard Help Desk,at 8'6-520-2408 or Hofstra 
UniversiJY.'s'~~s'k at 516-463-7777. 

\ 'r· '/' . . 
I \ .' 

Very sin~r&1Y~'$~~ , 
' . .' .: . .' 

': , ~ : . 
: .. ,.~' '," , 

Robert Wi J.utki~~' 
Vice Presi~~'r.~~ro:rmation Technology 
R lJ D(\o " U! 9 \: :':' ,,:(:.' 
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HIgher Ed~,rt;Ci:i:i::'· i!Wfw.:lwng:mihl!'.c:cm 

April 17, 200a' 

" I I 

.' 

, . 
, " 

A laptop beiong&i9,~0 a consultant at SunGard Higher Education, a software company that has 
provided IT's.e,*,,. to the Hofstra University for a number of years. wal stolen. The theft 
occurred on Ma,qI\l"13, 2008 and was immediately reported to law enforcement but the laptop has 
not been '(8C'~~_",. The laptop was protected with a strong password to access the operating 
system.,Aftar:a,~~;n~iYSIS.Of backup data. SunGard Higher'Educat;on.found that the stolen laptop 
contaln8d'~ projects with Hofstra. Security teams from HC?fstra and $unGard Higher 
EducatiOn,tl:tef1.:"Ofked together to further analyze and verify the ~ata. 

• • , t,' 

Although we:~jhe . .laptop was. stoleD for the value of'the.hardwara ,rat1\et thar.l the data, we 
recommend that-you take steps to protect yourself from the possible misuse of your personal 
information. A W,e.bllte has baen created at www.sungardhe.com/laptoptheftto provide you with 
informatton on '''~''Io protect your Identity. We recommend you visit the site and take the 
precautiolJarY,'$.pt'outiined to help guard yourself against potential identity theft For example, 
we recOf;t\rp8~~t;yOU t::arefully revIew your credit card ilAd banking'lftnanclal institution(s) 
statements '~'r.:~~&u8PICIOU8 andlor unauthorized activity. You are alsp encouraged to request a 
copy of your·~~~(,8port. You 'are entitled to receive one free, rapOrt per year from each of the 
three ma1r:r~.~or·reporting companies: 

\ I ,~ 'l" 
, J, •• 

• Eq~U~:~:~.525.6285, WWW.eguitax.com 
• e)(R&:i'I~k::;'_.397 .3742, WWW.txAerlan,cOrtl 
• Tran~~~800.680.7289; WWW.tuc.com 

A toll-free· infCir._n line has also been established at 866.520.2408 to address your questions 
and concer",s;' " .. ,.', ' 

. , 
SunGard Htghtrteducatlon'is taking several actions in an effort to prevent this situation from 
happeniilg·.:~~:~I~cies and processes related to implemen~tion and ,upgrade service 
engagemer1tB;:~$'P8en strengthened. The company Is also working to enhance technology 
approa.c~"':tO:~~ protect laptop computers and other hardWare. 

SunG$'4 Hi~:('.~c;atlon and I:lafslra take th~ theft and .. the protection of confidential 
...ir,lfQr:maIiOn'!.~WitDulIly! ,SJl[l.Gard'Jilgb.e(.E.~u.((~I./Q.[l..h • .Jf&kClb:.imm9diate action_and.~$lOC;Ar.~.I~ •... ., , .. __ u'_. _ ....... . 

regrets that , th!~· .. \f,~dent occurred. We apologize to Hofstra, to you, and the entire Hofstra 
community fO('·ttit.:inconver:1ience this unfortuna~e incident may cause. 

Sincere~, 

. ' . 
Doug N~lso.n, .. ,::' , " , 
Vice pf.esid~n~~,SSional Services NE Region 
SunGard · P.lIOtJ.,.,~~&tat'on 

. ,' . 
, , 

, " 

. " '~.', 
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