












NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law §899-aa; State Technology Law §208) 

�~�0�0�2� 

Name of Entity: FINRA 
�~�~�~�~�-�-�~�~�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-Street Address: 1735 K Street, NW 

City: Washington State: D.C. Zip Code: �_�2�0�.�;�.�.�;�0�0�6�~� ____ __ 

Sedor (rIme �~�e�l�e�c�[� one): [ ]Local Government ( )State Govemmenl [ ]Feder.al Government 
lx] Not-for-profit r )Commerciat ( ]Educational 

Type of Business (please selecl one): [ JBiotechIPh8nn 
( JHealth Care [ ]Insurance r ]Retailllntemet 
[x)Other Self-Regulatory Organizatlon 

[]Education []Financial Services 
[ ]Telecom. [ )Transportation 

Penons Affetted: TOL'llI: 98 -'--.;...---------
NY residents: 4 ----

Breach Occurred: April 29, 2008 
Breach Discovered: May 17,2008 
Consumer Notification: June 3.2008 

Reason for delay, if any, in sending notice: _________________________________ _ 

Description of Breach (please selecl all that apply): [ )Hacking incident; [ ]lnadvenent disclosure; 
[]Stolen computer, CD, tape, etc; [x]Lost computer, CD. tape, etc; [ ]Insider wrongdoing; 
[] other (specify): (Altllch IIdditional description �i�f�n�e�~�S�l�I�r�y�l� 

Jnformation Acquired (plt:ase selcct all that apply): [x]Name; [JSSN; r lDriver's license no.; 
[x]Account nwnber; r lCredit or Debit car.d number; [x]Other (specify)· Image of consumer's check 
submitted to FINRA 

Manner of NotifieatioD to Affected PersoDs (Attach CODY) : [x]Written; [ ]Electronic (email); 
[ ]Telephone; [ JSubstitute notice (provide justification), List dates of any previous (within 12 months) 
breach notifications: -----------------------------------------------------
Credit Monitoring or Other Service Offered: () Yes; [x]No; Duration: ______________ _ 
Service: Provider: ------------------------
Submitted by: Laurie Arm Dzien Title: Director - Data Governance 
Firm Name (if other than entity): 
Telephone: 240-386-{i339 Email: laurie.dzien@fima.org 

Daced: June 2, 2008 

Rev. ������������������
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Flnrir 
Fi~a"cial Indljstry Regulillory Authority 

June 3, 2008 

Dear; 

We are writing to you because we were recently notified by a major money center bank ("Bank") 
that it lost a back-up tape containing I among other items, images of checks issued to FINRA. 
The check images on the backup tape included checks posted to FINRA's account between 
February 25, 2008, and April 25, 2008. The Bank backed up those images onto a backup tape 
and sent the tape to its storage facility via a national package delivery service in an envelope 
provided by that service. The envelope was delivered to the facility, but the tape was missing 
from the envelope. The Bank informed us on May 17. 2008 of the lost tape. We regret to inform 
you that an image of one of your checks is believed to be on the tape. 

The information we have regarding this incident indicates that the envelope seal failed and that 
the tape fell out of the envelope and was lost during transit. We have no reason to believe that 
the tape is in the possession of an unauthorized person or that the information on the tape has 
been accessed by an unauthorized person. Your information contained on the tape is a 
snapshot (tif file) of the check you issued to FINRA that was posted in the timeframe stated 
above. Any special codes required to access your personal financial accounts were not 
contained on the tape. 

We do not believe it is likely that the information contained on the tape will be used in an 
unlawful manner. However, given the seriousness of identity theft and fraud, we have decided 
to use the utmost caution and notify you. You may wish to contact your bank to discuss what, if 
any, measures you can take to protect yourself from checking account fraud. 

We sincerely apologize for any inconvenience to you as a result of this matter. Please direct any 
questions or concerns regarding this incident to my attention. You may reach me via telephone 
at 240-386-6339 or email meatlaurie.dzien@finra.org 

Sincerely. 

Laurie Ann Dzien 
Director 
Data Governance 

Ene. 

Investor protedion. Market intesrity. 9513l(CyW(:~tAvC!nu<! t 2403864000 

Rockville. MD www.finra.org 
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U.S. State Notification Requirements 

For all U.S. residellts: You may obtain a copy of your credit report, free of charge, whether or 
not you suspect any unauthorized activity on your account(s). It .is good practice to remain 
vigilant for incidents of fraud and identity theft by reviewing credit card and bank statements and 
monitoring your credit card report for unauthorized activity. You may obtain a free copy of your 
credit report by contacting anyone or each of the following national consumer reporting 
agencIes: 

Experian 
PO Box 9554 
Allen, TX 75013 
888-397-3742 
www.experian.com 

Equifax 
PO Box 740241 
Atlanta, GA 30374 
800-525-6285 
www.equifax.com 

TransUnion 
PO Box 6790 
Fullenon, CA 92834 
800-680-7289 
www.transunion.com 

You should report any suspected identity theft to appropriate law enforcement, as well as the 
Federal Trade Commission. The Federal Trade Conunission also provides information about 
steps you can take to avoid identity theft. 

Federal Trade Commission 
600 Pennsylvania Avenue, NW 
Washington, DC 20580 

. 877-ID-THEFT (877-438-4338) 
http://www.consumer.gov/idtheftl or http://www.fte.gov/ 

For Maryland Residents: Residents of Maryland may also obtain infonnation regarding steps to 
take to avoid identity theft from your state Attorney General's office at : 

Maryland Office of the Attorney General 
Consumer Protection Division 
200 st. Paul Place 
Baltimore, MD 21202 
1-888-743-0023 
www.oag.state.md.us 
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For Massachusens Residents: State Jaws require us to infonn you that you have the right to 
place a security freeze on your credit report. A security freeze is intended to prevent credit, loans 
and services from being approved in you name without your consent. Using a security freez:e 
may delay your ability to inunediately obtain credit. 

To place a security freeze on your credit report, you need to send a written. request, by certified, 
overnight or stamped mail, to all consumer. reporting agencies. If you are the victim of identity 
theft, there is no charge to you for this service. All other individuals may pay each conswner 
reporting agency up to a $5.00 fee for each placing, temporary lifting or removing of a security 
freeze. 

Your written request(s) shall include: 

• Your full name (including middle initial as well as Jr., Sr., II, Ill, etc.), address, Social 
Security Nwnber and date of birth; 

• The addressees) where you have lived over the prior five years 

• Proof of your current address such as a current utility bill or phone bill 

• A photocopy of a government issued identification card (state drivers license or ID card, 
military identification, etc.) 

• If you are a victim of identity theft, a copy of the police report, investigative report or 
complaint to a law enforcement agency concerning identity theft; 

• If you are not a victim, include payment by check, money order or credit card, as 
indicated by the consumer reporting, agency. 
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