




















UB/UZ/ZUUS U5:42 FAK @oo3

FINra”

Financial Industry Regulatory Authority

June 3, 2008

Dear

We are writing to you because we were recently notified by a major money center bank ("Bank”)
that it lost a back-up tape containing, among other items, images of checks issued to FINRA.
The check images on the backup tape included checks posted to FINRA's account between
February 25, 2008, and April 25, 2008. The Bank backed up those images onto a backup tape
and sent the tape to its storage facility via a national package delivery service in an envelope
provided by that service. The envelope was delivered to the facility, but the tape was missing
from the envelope. The Bank informed us on May 17, 2008 of the lost tape. We regret to inform
you that an image of one of your checks is believed to be on the tape.

The information we have regarding this incident indicates that the envelope seal failed and that
the tape fell out of the envelope and was lost during transit. We have no reason to believe that
the tape is in the possession of an unauthorized person or that the information on the tape has
been accessed by an unauthorized person. Your information contained on the tape is a
snapshot (tif file) of the check you issued to FINRA that was posted in the timeframe stated
above. Any special codes required to access your personal financial accounts were not
contained on the tape.

We do not believe it is likely that the information contained on the tape will be used in an
unlawful manner. However, given the seriousness of identity theft and fraud, we have decided
to use the utmost caution and notify you. You may wish to contact your bank to discuss what, if
any, measures you can take to protect yourself from checking account fraud.

We sincerely apologize for any inconvenience to you as a result of this matter. Please direct any
questions or concerns regarding this incident to my attention. You may reach me via telephone
at 240-386-6339 or email me at |aurie.dzien@finra.org

Sincerely,

Laurie Ann Dzien
Director
Data Governance

Enc.

Investor protection. Market integrity. 9513 Key West Avenue t 240386 4000
Rockville, MD www.finra.org
20850-3389
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U.S. State Notification Requirements

For all U.S. residents: You may obtain a copy of your credit report, free of charge, whether or
not you suspect any unauthorized activity on your account(s). It is good practice to remain
vigilant for incidents of fraud and identity theft by reviewing credit card and bank statements and
monitoring your credit card report for unauthorized activity. You may obtain a free copy of your
credit' report by contacting any one or cach of the following national consumer reporting
agencies:

Experian Equifax TransUnion

PO Box 9554 PO Box 740241 PO Box 6790

Allen, TX 75013 Atlanta, GA 30374 Fullerton, CA 92834
888-397-3742 800-525-6285 800-680-7289
www.experian.com www.equifax.com www.transunion.com

You should report any suspected identity theft to appropriate law enforcement, as well as the
Federal Trade Commission. The Federal Trade Commission also provides information about
steps you can take to avoid identity theft.

Federal Trade Commission

600 Pennsylvania Avenue, NW

Washington, DC 20580

877-ID-THEFT (877-438-4338)
http://www.consumer.gov/idthefV/ or http:/www.fic.gov/

For Maryland Residents: Residents of Maryland may also obtain information regarding steps to
take to avoid identity theft from your state Attorney General’s office at:

Maryland Office of the Attorney General
Consumer Protection Division

200 St. Paul Place

Baltimore, MD 21202

1-888-743-0023

www.oag.state.md.us
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For Massachusetts Residents: State laws require us to inform you that you have the right to
place a security freeze on your credit report. A security freeze is intended to prevent credit, loans
and services from being approved in you name without your consent. Using a security freeze
may delay your ability to immediately obtain credit.

To place a security freeze on your credit report, you need to send a written request, by certified,
overnight or stamped mail, to all consumer reporting agencies. If you are the victim of identity
theft, there is no charge to you for this service. All other individuals may pay each consumer
reporting agency up to a $5.00 fee for each placing, temporary lifting or removing of a security
freeze.

Your written request(s) shall include:

e Your full name (including middle initial as well as Jr., Sr., II, III, etc.), address, Social
Security Number and date of birth;

o The address(es) where you have lived over the prior five years
e Proof of your current address such as a current utility bill or phone bill

o A photocopy of a government issued identification card (state drivers license or ID card,
military identification, etc.)

s If you are a victim of identity theft, a copy of the police report, investigative report or
complaint to a law enforcement agency concerning identity theft;

o If you are not a victim, include payment by check, money order or credit card, as
indicated by the consumer reporting agency.



