


Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law § 889-aa;
State Technology Law § 208)

Name of Business, Individual or State Entity Heald College, LLC (“Heald”)

Date of Discovery of Breach: Heald’s vendor, Colt Express Outsourcing Services Inc.
(“‘Colt™) first discovered the breach on or about May 26, 2008
and reported the theft to law enforcement. Colt notified
Heald on or about June 10, 2008,

Estimated Number of Affected Individuals: 1 New York resident

Date of Notification to Affected Individuals: Heald sent a notice on June 19, 2008 to the affected
individuals.

Manner of Notification: [ X ] written notice

[ ] electronic notice (email)
[ ] telephone notice

Are you requesting substitute notice? [ ] Yes [ X ] No (if yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms and what kind of
information was involved. Please attach copy of Notice.

On or about May 26, 2008, Colt’s offices were burglarized and computer equipment was accessed. The
computer equipment contained personal information, including names and social security numbers of Heald
employees, former employees and dependents. _ Colt reported the theft to the Walnut Creek Police
Department, Report No. 08-12367 and the REACT High Tech Crimes Task Force in Silicon Valley. We have
no information indicating that personal data has been misused. We understand that the thief has not been
apprehended, but that the investigation remains ongoing. Attached is a copy of the notice sent by Heald to the
affected individuals.

Name of Business or Individual Contact Person: Dennis Wood
Title: General Counsel
Telephone number: 415-808-1539 or cell: 650-248-1950
Email: dennis_wood@heald.edu
Dated: June 24, 2008
Submitted by: _Heald College, LILC.
Address: 601 Montgomery Street
14" Floor, San Francisco, CA 94111
Email: dennis_wood@heald.edu

Telephone: 415-808-1539 or cell: 650-248-1950
Fax: 415-808-1592




June 19, 2008

Name
Address 1
Address 2

Dear Name,
Re: Notice of Potential Personal Data Security Breach

We are writing to you because we recently learned that certain Heald employee personal
information may have been stolen from one of our vendors, Colt Express. We have been
informed by Colt that there was a break in and theft at one of Colt’s office buildings and Heald
employee information maintained on computer equipment may have been taken.

This personal information of yours related to the employee benefits information that Colt
had administered for Heald. Consequently, we believe that the information taken may have
included certain personal information about you, particularly your name and social security
number. In addition, it is possible that personal information concerning your dependents and
beneficiaries may have also been stolen. As such, we are providing you with prompt written
notice of the privacy breach.

Please understand that Heald will no longer use Colt’s services. Therefore, Heald has
requested that Colt turn over all historical data it currently has regarding our employees and that
they destroy any back up copies of employee information. Heald is currently providing its own
benefit plan administration.

Heald values our employees and takes privacy and security measures very seriously. We
are attempting to work with Colt and law enforcement authorities to fully investigate this matter
and to recover the information. However, the investigation has not yet been successfully
concluded, and therefore, we believe that you need to know that this incident may expose you,
your dependents, and beneficiaries to identity theft.

While we have not received any reports that any employee’s data has been misused as a
result of this incident, as a precaution, you may wish to personally contact one of the three credit
reporting agencies at the numbers listed below. When you contact one of the credit reporting
agencies you can automatically place fraud alerts with all of the agencies. You should then
receive letters from all of them, with instructions on how to get a free copy of your credit report
from each. You may call Equifax (800) 525-6285 (www.equifax.com), Experian (888) 397-
3742 (www.experian.com) or TransUnion (800) 680-7289 (www.transunion.com)
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We suggest that you carefully review the credit reports that will be sent to you for any
suspicious activities, such as attempts to open new credit cards. If anything like this happens, or
if you suspect that this is happening, please call our hotline at (415) 808-1475.

If you would like more information about identity theft, please visit the Federal Trade
Commission’s identity theft web site at http://www.consumer.gov/idtheft/ or the website of the
California Office of Privacy Protection at www.privacy.ca.gov.

We sincerely regret this incident and any inconvenience caused. Please feel free to call our
hotline at (415) 808-1475 if you have any questions regarding this matter.

Sincerely,
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Nolan A. Miura
CEO & President
Heald College, LLC
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