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NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law §899-aa; State Technology law §20B) 

Name of Entity: AT&T Mobility LLC, 3201 Quad Springs Pkwy, Oklahoma Cily, OK 73120 

Sector (pleas!! sl!le.t one): [ ]locaI Govt!111ment 15tate Government [JFederal Government 
( 1 Not-fot-profit [X ]Comml:!rcial 

Type of Business (please sd\!ct ol1e): ]Biotech/Pharm 
[ JHeaHh Care []blSltranCe ]Retail/lnternet 
[ )Other: 

Persons Affected; �T�o�t�~�l �:� 220 Dates: 

lEducational 

JEducation 
[ X JTelecom, 

I • 

]Fin3ncial Services 
]Transportation 

8reach �O�~�c�;�u�r�~�e�d�;� 2006-08 
I •• , • • 

NY residents; SO 8reach Discovered; June 17, 200S 
,Consutner Notification: June 27, 2008 

Reason fot delay, if any, in sending notice: 

Description ot Breach �(�p�l�e�i�l�~�e� select 'lll thilI3pply); ( JHacking incident; 
[ ]Stolen computer, CD, tape, etc; l ]tost computer, CO, tape, etc; 

l ]Tnadvertent disclosure; 
[ X ]Jnsider wrongdoing; 

L ] other (spccify): ________________ _ IAttach addilionill desl;option ifnecessaryl 

Information Acquired �(�p�l�~�a�,�e� scl"-d allthill "pply): I X1Namei I X jSSNi lDriver's license no.; 
[X JAccount number; rX JCredit or Debit card numberi [ IOther (specify): 

' . , 

Manner of Notification to Affected Pl?rSOn9 (Attach Copy): IX �l�W�l�i�t�t�~�l�1�;� r JElecb·onic (email); 
[ ]Telephone; [ ]Substitute notice (provide justification). List dates of ilny previous (within 12 months) 
breach notifications; 0 to these customers 

Credit Monitoring or Other Service 9ffered: [Xl YeSi r 1 No; Duration: 1 yeiU' 
Sel'vice: Credit monitoring and identity theft protection. Service includes ooe free year of CSldentity 
ProtectorSM servke and a free credit r.eport, in addition to up to $25,000 in identity theft insurance and full-
service Identity Restoration, if �n�e�c�e�5�~�i�l�r�y�,� AT&T will pay for this service on behalf of its potentially affected 
customers. 
Provider: CSIdentity 

Submitted by: Tracy A. Parks , 'fitle: Cellel·al Attorney 

Firm Name (if other than ontity): 

Telephone: (469) 229-7431 

Dated: �r�u�n�~� 27. 2Q08 

Rev. 11/20/07 
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CSldentity PIN code: l~~~.{~ 

June .2008 

CINGtTLAR LEGAL 

Re: Impol1ant Notice - Potential Misuse of Personal Identifying Information 

III 003 

AT&T was recently alerted by the Federal Bureau of Investigation in Oklahoma City, Oklahoma that the 
names, credit card and/or Social Security numbers of some AT&T Mobility customers were found in the 
possession of a fraud suspect. The now-former AT&T employee was arrested and charged with identity theft 
and mail fraud after the FBI's investigation detected the fraudulent use of credit card numbers to buy 
computer equipment. 

This letter is to advise you that the suspect possessed your sensitive personal information (SSN, credit card 
information or both) and may have used it for fraudulent purchases. 

To help you protect yourself, AT&T has partnered with a company called CSldentity to provide you credit 
monitoring and identity theft restoration serVices. CSldentity. is an independent company that specializes in 
protecting and restoring its subscribers' credit and identity. 

There is nothing for you to buy; AT&T already has paid for the service, IF YOU CHOOSE to accept the offer. 
The offer includes one free year of CSldentity ProtectorSM service and a free credit report, in addition to up to 
$25,000 in identity theft insurance and full-service identity restoration, if necessary. CSldentity's experts are 
available to act on your behalf to restore your credit and identity if such services are needed. 

Again, there is nothing for you to buy. If you'd like more information, please visit 
www.csidentity.com\attmobility, or CSldentffy can be reached toll-free at 1-877-274-5554. Please see the 
reverse side of this letter for details on the service and instructions on how to complete enrollment in 
CSIdentity Protector service. . 

Finally, we urge you to contact any o,f the major credit reporting agencies to place a fraud alert on your credit 
report, and to learn about identitytheft programs offered by the Federal Trade Commission, On following 
pages are details on how to contact the credit reporting agencies and FTC. AT&T deeply regrets this incident 
and will continue working with law enforcement in its prosecution 

If you have question or concerns, please contact CSldentity at 1-877-274-5554 where fraud specialists 
are ready to assist you. 

Sincerely, 

William Leeper 
Director-AT&T Mobility 
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After you complete registration for CSldentlty's service that AT&T is providing for you at no charge, you will 
have increased visibility into any possible fraudulent activity so you can respond more quickly if such activity is 
detected. You will also have an insurance policy of up ·to $25,000 in coverage should you become a victim of 
identity theft. and an Identity Restoration team to guide you through the recovery process. AT&T encourages 
you to complete registration as quickly as possible before September 30 to take advantage of CSldentity 
Protector service. . 

The sign-up process is conducted online via CS/dentity's secure Web site http://www.csidentity.com/attmobility 
using your CSldentity "PIN Code" shown at the top of the first page of this letter. This PIN Code can only be 
used once and cannot be transferred to another individual. Once you have provided your PIN Code. you will 
be prompted to answer a few security questions to authenticate your id~ntity: previous addresses, names of 
creditors and payment amounts. 

Should you have any questions regarding the service or the sign-up process, please contact CSldentity's 
Customer Care Center ~t 1-877-274-5554, 8 a.m. - 8 p.m. Central ~me, Monday through Friday, or e-mail 
att@csidentity.com. Once you have enrolled and set your User Name and Password, you will return to 
CSldentity's page to log in and access your personal informatl~n On future visits. 

CSldentity ProtectorsM incrudes: 
• Experian Credit Report and Monitoring: includes credit inquiries, delinquencies, judgments and liens, 

bankruptcies. new loans and more. 
• Court Record monitoring: looks for actions that might fraudulently link your name, birth date andlor Social 

Security number to criminal and court records. 
• Public Records search: looks for names and addresses affiliated with your Social Security number. address 

history and any changes to the same. 
• Non-Credit Loans: searches for short-term, high-interest payday loan activity that doesn't require a credit 

inquiry. 
• Internet Surveillance: monitors Web sites, chat rooms and bulletin boards for criminal selling or trading of 

your personal information online using CSldentity's CyberAgentSM technology. 
• 10 Theft Insurance: $25.000 insurance policy underwritten by AIG, with $0 deductible. 
• Restoration services: full-service Identity Theft Restoration experts will act on your behalf to restore your 

credit and identity while you get on with your life. 

Fraud Alerts 
In addition to completing CSldentity Protector registration, AT&T strongly suggests that you contact the fraud 
departments of anyone of the three major credit-reporting agencies and let them know you may be a potential 
victim of identity theft. That agency will notify the other two. Through that process. a "fraud alert" will 
automatically be placed in each of your three credit reports to notify creditors not to issue new credit in your 
name without gaining your permission . Contact 

Eguifax Experian TransUnion 
P.O. Box 740241 p.o. Box 2002 Post Office Box 6790 
Atlanta GA 30374 Allen, TX 75013 Fullerton, CA 92834 
To report fraud call: To report fraud call: To report fraud call: 
1-877-478-7625 1-888-397-3742 1-800-680-7269 
Website: www.fraudalerts .eouifax.com Website: www.exDenan.com Website: www.transunion.com 

We also encourage you to carefully review your credit report(s) . Look for accounts you did not open and 
inquiries from creditors that you did not initiate. Also review your personal information for accuracy. such as 
home address and Social Security number. If you see anything you do not understand or that is inaccurate. call 
the credit reporting agency at the telephone number on the report. If you find suspicious activity on your credit 
reports or bank account. call your local police or sheriff's office and file a pOlice report of identity theft. Get a 
copy of the police report . You may need copies of the police report to clear your personal records. 

Learn about the FTC's identity theft programs at http://www.ftc.gov/bcpfedu/micrositeslidlheft. 


