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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity  Amalgamated Bank
Date of Discovery of Breach: 5/26/08
Estimated Number of Affected Individuals: 78
Date of Notification to Affected Individuals: 6/19/08
Manner of Notification: [xx] written notice
[ ] electronic notice (email)
[ ]telephone notice

Are you requesting substitute notice? [ ] Yes [x3 No (If yes, attach justification)

Content of Notification to Affected Individuals: Describe what happened in general terms
And what kind of information was invoived. Please attach copy of Notice

A service ] retainad by Banker Benefitg, an agmin ajaamated Bank's

heatth insurance plan_calied Cott Express Quisourcing Inc. experienced a theft of computer
uipment at its premise in Wa omia_This incident may have resu !

losg of personal information (ncludi {al secunty numbers _and dates of bj for

seventy-¢ight Bank empioyees.

Name of Business or Individual Contact Person: Pagrricia Klepacki

Title: Director of Human Resources

Telephone number: (212) 895-4358

Email: patriciaklepacki@amalgamaredbank,com

Dated: 6/19/08

Submitted by: Edgar Romney

Title: Assistant legal Counsel

Address: 225 Seventh Avenue, New York. N.Y. 10001

Email: edgarromney@amalpamaredbank.com
Telephone: 212-895-4429 Fax: o213 -895- 47
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June 19, 2008

Dear

Regretfully we have learned that a service provider retained by Banker Benefits called
Colt Express Outsourcing Inc. experienced a theft of computer equipment at its premises,
resulting in the potential loss of your personal information. Banker Benefits was an
administrator of the Bank’s health insurance plan, and Colt Express provided services for
Banker Benefits between April 2003 1o December 2006. The breach was reported to the
Walnut Creek Police Department (report number 08-12367), which can be reached at
925-943-5890 (Records Department).

We are very serious about protecting information about our employees and customers,
and we sincerely apologize that this incident occurred. From the records we obtained
from Colt Express, the potentially compromised information include names, social
security numbers, and dates of birth. No medical data was taken. We have no indication
that the information has been accessed or misused. Nevertheless, we encourage you to
take the precautions described below to reduce any potential risk to you.

As a matter of course, you should obrain your credit report from each of the three major
credit bureaus. As you are entitled by law to obrain a free report annually from each of
the bureaus, a good practice is to stagger your requests throughout the year. You may
obtain the free reports online at www_annualcreditreport.com or by calling 877
FACTACT. You may also consider placing a fraud alert on your credit file. A fraud alen
tells credirors to contact you before they open any new accounts or change your existing
accounts. To do so contact or call:

Equifax Experian TransUnion

P.O. Box 105788 P.O. Box 9554 Fraud Victim Assistance Dept.
Atlanta, GA 30348 Allen, TX 75013 P.O. Box 6790

800-525-6285 888-397-3742 Fullerton, CA 92834-6798
www equifax.com www experian.com 800-680-7289

WWW . ransunion.com

At your option, and at no charge 10 you, we have also arranged to make available to you
12 months of a credit monitoring service. This service, provided through Deluxe Corp.,
includes proactive credit monitoring, an initial credit report, security alerts, as well as
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recovery support and resources should you become a victim of identity theft. To activate
this service you will either call a toll-free number or visit a website and provide a
validation code. Upon expiration of the service you will not be billed. This service is
currently being arranged and will be available to you by early next week. The Bank will
provide you with enrollment instructions.

At Amalgamated Bank we take significant steps to safeguard your information when ir is
In our possession. We set clear expectations for these security procedures for all staff and
for any service providers whom we retain who may possess such information. In this
instance our expectations were not met. We apologize again that this situation has
occurred and for any inconvenience or worry it may cause you. If you have any
questions or if we can be of any further help to you, please call Jeff Ely at 212-895-4356
or myself at 212-895-4358.

Sincerely,
Pairicia Klepacki

Senior Vice President
Director of Human Resources




