


NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information SecuritY, Breach and Notification Act 

(General Business Law §899-aa; State Technology Law §208) 

Name of EntIty: Guy �C�a�q �~ �e�n�t�e�r� & Company, LLC 

Street Address: One Madison A venue 

City: New York State: New York Zip Code: 10010 

Sector (please select one): ]Local Govem.ment ]State Government ]Federal Government 

( ] Not-for-profit ( X ]Commercial 

Type of Business (please select one): ]Biotech/Pharm 

JHealth Care [ X ]Insurance JRetail/lnternet 

] Educational 

] Education 

]Telecom. 
[ JOther ___________________ _ 

]Financial Services 

]Transporta tion 

Persons �A�f�f�e�c �~ �e�d�:� Total: 584 
NY residents: 123 

Dates: Breach Occurred: July 15, 2008 

Breach Discovered: July 15, 2008 

Consumer Notification: July 15, 2008 

Reason for delay, if any, in sending notice: N/A 

Description of Breach (please select all that apply): [ ]Hacking incident; 

f ]Stolen computer, CD, tape, etc; ]Lost computer, CD, tape, etc; 

[ X ]Inadvertent disclosure; 

[ ]Insider wrongdoing; 

[ ] other (specify): ___________________ £Additional description is attached as Exhibit A] 

Information Acquired (please select all that apply): [ X ]Name; [X ]SSN; []Driver's license no.; 

[ ]Acc01;;nt number; [ ] Credit or Debit card number; [X ]Other (specif<j): Home address and birthdate 

Manner of Notf..fication to Affected Persons (Attach Copy): [X ]Written; [X ]Electronic (email); 

( ]Telephone; [ ]Substitute notice (provide justification). [Copy attached as Exhibit B] 

List dateti of any previc;>us-(within 12 months) breach notifications: None. 

Credit Monitoring or Other Service Offered: [ X ] Yes; ] No; Duration: One Year 

Service: IDTheftSmart Provider: Kroll Inc. 

Submitted by: Melvin �S�c�~�w�a�r�z� 

Finn Name (if other than entity): N/ A 

Telephone: 911'.937-3000 

Dated: July 3D, 2008 

Title: General Counsel 

Email: mel.schwarz@guycarp.com 

Rev. 11120/07 



, . 
PLEASE COMPLETE AND SUBMIT THIS FORM TO 

EACH OF THE THREE STATE AGENCIES LISTED BELOW: 

Fax or E-mail this form to: 

New York State Attorney General's Office: 

SECURITY BREACH NOTIFICATION 

Consumer Frauds & Pro~ection Bureau 

120 Broadway - 3rd Floor 

. New York, NY 10271 

Fax: 212-416-6003 

E-mail: breach.security@oag.state.ny.us 

New York State Office of Cyber Security 
& Critical Infrastructure Coordination (CSCIC) 

SECURITY BREACH NOTIFICATION 

30 South Pearl Street, Floor P2 

Albany, NY 12207 

fax: 518-474-9090 

E-mail: info@cscic.state.ny.us 

New York State Consumer Protection Boar4 (CPB): 

SECUHITY BREACH NOTIFICATION 

1740 BlOadway, 15th floor 

New York, NY 10019 

fax: 212-459-8855 

E-mail: security_breach_notification@consumer.state.ny.us 

Rev. 11120/07 



Exhibit A 

to the 

. New York State Security 

Breach Reporting Form 

1he subject infonnation gathered for New York State licensing purposes about 
sub-licensees was inadvertently provided internally to all those Guy Carpenter 
licensee/employees as part of the licensing renewal process. 

G:\RcgulllOl)' CommllniCllions\NY~ ,SocurilY Btnch Rcpon Fonn (Exhibit A).doc 



Exhibit B to the New York State 
Security Breach, Reporting Form 

Mel SchwarzlNYC/GUYCAHP 

07/15/200804:50 PM 

Dear Colleagues, 

To Managing Directors - Worldwide@GUYCARP, Senior Vice 
President - (NA) Albany@GUYCARP, Senior Vice President 
- (NA) Atlanta@GUYCARP, Senior Vice President - (NA) 

cc Peter Zaffino/NYC/GUYCARP@GUYCARP, Charlie 
Fry/LON/GUYCARP@GUYCARP, Britt 
Newhouse/NYC/GUYCARP@GUYCARP, Ajay 

bcc 

Subject EMAIL CONTAINING CONFIDENTIAL INFORMATION 

As you are aware, a communication was sent today requesting information relating to the renewal 
of our New York Reinsurance Intermediary license. Regrettably, personal information about each of you 
was inadvertently included in one of the attachments. We take very seriously our obligations to you 
regarding the ,privacy and security of the personal information that you have entrusted to us. We regret 
and apologize for this error. 

As the information attached in the email is confidential and private to each of you, we ask that, if 
you have no~ done so already, you immediately delete that email from your inbox and electronic "trash," 
and destroy ('my hard copy you may have of the list of personal information. Additionally, please do not 
forward or distribute that email to any other person. 

We will take appropriate steps to help ensure that unprotected electronic communication of Social 
Security numhers and other confidential information will not reoccur. Further, we will be working with 
Kroll to take the best steps to eliminate or at least remediate any problems this mistake may cause. 
Please do not hesitate to contact me with your questions or concerns. 

Again, we apologize to each of you and ask for your immediate cooperation in our efforts to avoid 
any unauthorized use of this information. 

Melvin A. Schwarz 
General Counsel 

Guy Carpenter & Company, LLC 
One Madison Avenue 
New York, NY 10010-3658 
Telephone: 917-937-3329 
Fax: 917-937··3829 
E-Mail: rriel.schwarz@guycarp.com 

This message is intended only for the use of the addressee and may contain information that is 
PRIVILEGED AND CONFIDENTIAL. 

If you are not the intended reCipient, you are hereby notified that any dissemination of this communication 
is strictly prohibited. If you have received this communication in error, please erase all copies of the 
message and its attachments and notify us immediately. 

Thank you. 


