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March 26, 2008 

Dear BwCF Staff: 

I am writing to confirm what we discussed at aliI' staff meeting today, with 
some additional information. Late last night or early this morning, someone 
gained access to the Beginning with Children Foundation offices and stole 
four laptop computers, one of which contained payroll information for BwCF 
staff, including your social security number and bank account information. It 
is the first such occurrence during the Foundation's 19-year history, and it 
occurred despite security personnel at the building entryway, key coded 
elevators to ollr floor and, of course, a key system for entering our offices. 
We deeply regret this incident. 

We do not have any evidence that any employee information has been 
accessed, and we believe that the likelihood of this happening is low. The 
information is double password protected - a unique user Ld. and password are 
needed to log on to the computer, and a separate user i.d. and password are 
needed to access the payroll program on which the information is stored. 
Furthermore, the four laptops stolen were the newest ones on the floor, while 
other laptops were untouched, suggesting that the theft was targeted at the 
technology, not the information. 

We have reported the incident to the police and building secUl'ity, who are 
investigating. We also have notified the New York State Attorney General's 
Office, the Office ofCyber Security & Critical Infrastructure Coordination and 
the Consumer Protection Board. 

Beyond these measures, because your information may have been exposed, we 
would like to provide you with a credit monitoring service at no cost. We have 
retained ConsumerInfo.com, Inc (owned by Experian, one of the three major 
credit bureaus) to provide each staff member with a full year of credit 
monitoring. This service will enable you to identify possible fraudulent use of 
your information. The service will identify and notify you of key changes that 
may be a sign of identity theft. Your complimentary membership includes: 

• Monitoring of all three of YOUl' national credit reports every day 
• Email or SMS text alelts when key changes are identified 
• Unlimited access to your Expel'ian credit report and credit score 
• Toll-free access to fraud resolution representatives 

Please reply to update@bwcf.org in the next 30 days if you would like to 
activate this membership. We will then send YOli a personal html code. I 
encourage you to take advantage of this service right away. 
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Please accept my sincerest apologies. We are now taking steps to enhance the 
security of our office premises and the data on our computers, and will update 
you in the near future. If you should have any questions about this incident, 
please contact me. 

Sincerely, 

~U;~k 
John K. DiPaolo 
Executive Director 
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March 26, 2008 

Dear BwCF Consultant: 

Late last night or early this morning, someone gained access to the Beginning 
with Children Foundation offices and stole fOllr password protected laptop 
computers. One of these computers contained your payroll information as a 
school 01' foundation consultant, including your social security number and 
bank account information. It is the first such occurrence during the 
Foundation's 19-year history, and it OCCUlTed despite security personnel at the 
building entryway, key coded elevators to our floor and, of course, a key 
system for entering our offices. We deeply regret this incident. 

We do not have any evidence that any employee information has been 
accessed, and we believe that the likelihood of this happening is low. The 
information is double password protected - a unique user i.d. and password are 
needed to log on to the computer, and a separate user Ld. and password are 
needed to access the payroll program on which the information is stored. 
Furthermore, the four laptops stolen were the newest ones on the floor, while 
other laptops were untouched, suggesting that the theft was targeted at the 
technology, not the information. 

We have repolted the incident to the police and building security, who are 
investigating. We also have notified the New York State Attorney General's 
Office, the Office ofCyber Security & Critical Infrastructure Coordination and 
the Consumer Protection Board. 

Beyond these measures, because your information may have been exposed, we 
would like to provide you with a credit monitoring service at no cost. We have 
retained ConsumerIllfo.com, Inc (owned by Experian, one of the three major 
credit bureaus) to provide each staff member with a full year of credit 
monitoring. This service will enable you to identify possible fraudulent use of 
your information. The service will identify and notify you of key changes that 
may be a sign of identity theft. Your complimentary membership includes: 

• Monitoring of all three of your national credit reports every day 
• Email or SMS text alerts when key changes are identified 
• Unlimited access to your Experian credit repOlt and credit score 
• Toll-free access to fraud resolution representatives 

Please e-mail update@bwcf.org in the next 30 days ifyoll would like to 
activate this membet·ship. If you do not have access to e-mail, please call 
N' Jinga Torres at 2 I 2-3 I 8-9102. We will give you a personal html code so 
you can enroll in this service. I encourage you to take advantage of this service 
right away. 
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Please accept my sincerest apologies. We are now taking steps to enhance the 
security of our office premises and the data on our computers, and will update 
you in the neal' future. If you should have any questions about this incident, 
please contact me. 

• Sincerely, 

~~D;f~!L 
CJOhn K. DiPaolo 

Executive Director 
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