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NEW YORK STATE SECURITY BREACH REPORTING FORM
Pursuant to the Information Security Breach and Notification Act
(General Business Law §899-aa; State Technology Law §208)

Name of Entity: CitiStreet LLC
Street Address: 1 Ileritage Drive
City: Quincy State: MA Zip Code: 02171

Sector (please selectone): [ ]Local Government [ ]State Government [ )Federal Government
[ ] Not-for-profit [ X ]Commercial [ JEducational

Type of Business (please sclect one): [ ]Biotech/Pharm [ JEducation [ JFinancial Services
( JHealthCare [ )Insurance [ ]Retail/Internet [ ]Telecom, [ ]Transportation
[ X ]Other: Benefits Provider and Retirement Plan Recordkeeper

Persons Affected: Total: 175 Dates: Breach Occurred: March 3, 2008
NY residents: 4 Breach Discovered: March 4, 2008
Consumer Notification: March 25, 2008
Reason for delay, if any, in sending notice: Search by CitiStreet, Sub-Contractor and Subcontractor’s
Courier Service for Lost CD, concluded on March 13, 2008,

Description of Breach (please select all that apply): { JHacking incident; [ JInadvertent disclosure;
[ IStolen computer, CD, tape, ete; [ X ]Lost CD [ )insider wrongdoing;
[ ] other (specify): [Attach additional description if necessary)

Information Acquired (please select all that apply): [ X ]Name; [X]SSN; [ ]Driver's license no.;
[ JAccount number; [ ]Credit or Debit card number; [ X JOther (specify): Flexible Spending Account
Claim Form and Claim Documentation

Manner of Notification to Affected Persons (Attach Copy): [ X JWritten; [ ]Electronic (email);
[ ]Telephone; [ ]Substitute notice (provide justification). List dates of any previous (within 12 months)

breach notifications: None

Credit Monitoring or Other Service Offered: [ X ] Yes; [ ) No; Duration: 2 Years
Service: Credit Monitoring Provider: TransUnion

Submitted by: John R Thistle, Jr. Title:  Chief Risk Officer
Firm Name (if other than entity):

Telephone: (617) 376-9321 Email: jthistle@citistreetonline.com

Dated: March 27, 2008

Rev. 11/20/07



citistreet

P.O. Box 5166
Boston, MA
02206-5166

March 25, 2008

Participant Name
Address 1

Address 2

City, State, Zip Code

RE: LOSS OF INFORMATION
Dear Participant:
CitiStreet provides services to Sonoco for your Flexible Spending Account (FSA) administration.

We want to inform you of an incident that involves your personal information. While we do not
believe that your personal information was inappropriately accessed, we are informing you of this
incident and the steps we are taking as a precautionary measure to protect you, consistent with
CitiStreet’s policies.

What Happened?

On March 4th, 2008 we received a FedEx package from our FSA sub-contractor which was not
properly sealed and missing its contents, which was a compact disc (CD) containing images of
FSA claim forms for a small number of individuals. We have conducted a thorough investigation
with our sub-contractor and FedEx and have been unable to locate the diskette. The lost CD
contains a copy of your recently submitted FSA claim form, including your name, social security
number and applicable FSA claim documentation.

What We Have Done to Protect You

We deeply regret that this situation occurred and are keenly aware of the critical importance of
protecting your personal information. We have no reason to believe that your information has
been misused. However, we want to suggest some steps you can take to protect your personal
information from possible misuse. We have also taken steps to protect and monitor the FSA
account we administer for you for any unusual activity.

We take seriously our commitment to safeguard confidential information entrusted to us by our
customers. We assure you that we are carefully reviewing this incident and are working with
Sonoco to take whatever measures are necessary to ensure that it does not happen again,
including implementing additional processes to ensure all confidential information is handled by
our subcontractors in accordance with CitiStreet’s strict policy for transferring this type of
information.

Precautions You Can Take



and employer(s). Notify the credit bureaus if any information is incorrect. You should also be
similarly vigilant in monitoring any consumer accounts you have for suspicious activity. Be sure
to report suspected identity theft to the credit bureaus, to the company maintaining any
compromised account and to the proper authorities. To learn more about how to protect yourself
from identity theft, please visit www.consumer.gov/idtheft or call the Federal Trade Commission
hotline phone number: 1 877 IDTHEFT (438 4338).

Once again, we apologize for any inconvenience or concerns this incident may cause. If you
have any questions or need additional information, you may contact the Sonoco Benefits Center

information hotline at 1-877-766-6236.

Sincerely,

Ralph R. Ferraro
Executive Vice President



