


NEW YORK STATE SECURITY BREACH REPORTING FORM
Pursuant to the Information Security Breach and Notification Act
(General Business Law §899-aa; State Technology Law §208)

Name of Entity: _Equidata
Street Address; _724 Thimble Shoals Boulevard
City: _ Newport News State: _VA Zip Code: __23606

Sector (pleaseselectoney: [ JLocal Government [ ]State Government [ JFederal Government
[ ] Not-for-profit [x1Commercial [ ]Educational

Type of Business (please selectone): | JBiotech/Pharm | JEducation [ Financial Services

[ JHealthCare [ ]Insurance { |[Retail/Internet [ |Telecom. [ JTransportation

{XjOther Credit Reporting Agency

Persons Affected: Total: 3 Dates: Breach Occurred: _Januwary -~ March 2008
NY residents: Breach Discovered: March 28, 2008

Consumer Notification: _April 9, 2008

Reason for delay, if any, in sending notice:

Description of Breach (please seloct ail thatapplyy: [X]Hacking incident; [ Jinadvertent disclosure;
{ IStolen computer, CD, tape, etc; [ JLost computer, CD, tape, et; [ ]Insider wrongdoing;
{ ]other (specify): {Attach additional description if necessary}

Information Acquired (please select all that applyy: [ |Name; [ ]5SN; [ ]Driver's license no.;
[ X]Account number; [X JCredit or Debit card number; { ]Other (specify):

Manner of Notification to Affected Persons (Attach Copy): [X|Writter; [ ]Electronic (email);
[ [Telephone; { JSubstitute notice (provide justification). List dates of any previous (within 12 months)
breach notifications:

Credit Monitoring or Other Service Offered: [X] Yes; [ | No; Duration:

Service: _Credit Monitoring Provider: _Identity Force

Submitted by: __Lora E. Tabor Title: Executive Vice President
Firm Name (if other than entity):

Telephone: __757-873-0519 Email: __ltabor@equidata.com

Dated: _April 14, 2008
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RIMS®

MORTGAGE

waww lendinglocal com
11535 Carmd Commons Blvd. Suite 204 Charlotte, NC 28226
Phone 704-716-5626  Fax 704-716-7998

April 9, 2008

Consumer Name
Address
City, State Zip

Dear Consumer Name:

This letter is to inform you that your personal information may have been accessed without proper authorization.
IMS Mortgage, Inc. (“IMS”) in Lake Wylie, SC, had certain consumer information accessed without proper
authorization during the months between January and March 2008. The consumer information consists of
information typically found in a consumer report. Such information includes your name and address, and one or
more of the following: Social Security number, date of birth, or account numbers. IMS is actively working with
law enforcement officials, Equidata (our credit report provider) and the national credit reporting agencies (CRA)
to investigate this matter.

We are providing the following information to help protect you from potential misuse of your information,
including identity theft.

We recommend contacting the nationwide credit reporting agencies as soon as possible to:

e Add a security alert statement to your credit file at all three national credit reporting agencies: Equifax,
TransUnion and Experian. You only need to contact one of the three agencies listed below; your request will
be shared electronically with the other two agencies. This security alert will remain on your file for 90 days.
Remove your name from mailing lists of pre-approved offers of credit for approximately six months.

Receive a free copy of your credit report from the following:

Equifax TransUnion Experian

P.O. Box 740256 P.O. Box 2000 P.O. Box 9554

Atlanta, GA 30374 Chester, PA 19022 Allen, TX 75013
(800)525-6285 (800) 888-4213 (888)397-3742
www.equifax.com www.transunion.com WWww.experian.com/consumer

We also advise being vigilant when reviewing your account statements for any unusual activity. Another way to
protect your identity from any misuse is to review your credit report frequently to ensure that all information is
accurate. To assist you with protecting your personal information, IMS Mortgage will provide you with one year
of credit monitoring services free through Identity Force. To take advantage of this offer, please go to
www.identityforce.com/ims and enter the following verification code: ABC123456

Additionally, the Federal Trade Commission (“FTC”) offers consumer assistance and educational materials
relating to identity theft and privacy issues. The FTC can be contacted by visiting www.consumer.gov/idtheft or
by calling (877) 438-4338.

IMS hopes this information is helpful and can be reached at (704) 716-5626 if you have any questions about this
information. We sincerely regret any inconvenience or concern this incident may cause.

Sincerely,

Keith Jayma
President, IMS Mortgage

EQUIDATA, INC. * 724 THIMBLE SHOALS BOULEVARD * NEWPORT NEWS, VA 23606 * 800-288-9809



