









































PLEASE COMPLETE AND SUBMIT THIS FORM TO
EACH OF THE THREE STATE AGENCIES LISTED BELOW:

Fax or E-mail this form to:

SPAse

New York State Attorney General’s Office:
SECURITY BREACH NOTIFICATION
Consumer Frauds & Protection Bureau

120 Broadway — 3™ Floor

New York, NY 10271

Fax: 212-416-6003

E-mail: breach.security@oag.state.ny.us

New York State Office of Cyber Security
& Critical Infrastructure Coordination (CSCIC)

SECURITY BREACH NOTIFICATION
30 South Pearl Street, Floor P2

Albany, NY 12207

fax: 518-474-9090

E-mail: info@cscic.state.ny.us

New York State Consumer Protection Board (CPB):
SECURITY BREACH NOTIFICATION

1740 Broadway, 15" Floor

New York, NY 10019

Fax: 212-459-8855

E-mail : security breach_notification@consumer.state.ny.us
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Thursday, April 24, 2008

Your eight digit personal identification code: [PIDIM]

[FIRST] [LAST]
[STREET]

[STREET 2 — SKIP IF BLANK]
[CITY] [STATE] [ZIP]

Dear [FIRST] [LAST],

We are writing to inform you of the theft of a laptop computer that may put your personal
information at risk. While we do not believe that identity theft was the motive behind the incident,
we wanted to inform you of the circumstances and let you know of the precautions you can take.

The laptop that was stolen belonged to a consultant at SunGard Higher Education, a software
company that has provided IT services to Bryant & Stratton College (“Bryant & Stratton”) for a
number of years. The theft occurred on March 13, 2008 and was immediately reported to law
enforcement but the laptop has not been recovered. The matter continues to be under
investigation. The laptop was protected with a strong password to prevent access to the
operating system. After an analysis of backup data, SunGard Higher Education found that the
stolen laptop contained data from projects with Bryant & Stratton. Bryant & Stratton received
notification of this security breach on April 14, 2008. Security teams from Bryant & Stratton and
SunGard Higher Education then worked together to further analyze and verify the data.

We are writing to you because the analysis indicated that the stolen laptop contained your
personal information. We determined that your name, address and Social Security number were
included in the data. Although we believe the laptop was stolen for the value of the hardware
rather than the data, we recommend that you take steps to protect yourself from the possible
misuse of your personal information.

A website has been created at www.sungardhe.com/laptoptheft to provide you with information
on how to protect your identity. We recommend you visit the site and take the precautionary steps
outlined to help guard yourself against potential identity theft. For example, we recommend that
you carefully review your credit card, debit card and banking/financial institution(s) statements for
any suspicious and/or unauthorized activity. You should consider contacting your credit card,
debit card and/or banking/financial institution to report that your Social Security number may have
been compromised and consider closing or shutting down your account(s) and opening a new
account with a new PIN, security code or password. You are also encouraged to request a copy
of your credit report. You are entitled to receive one free report per year from each of the three
main consumer reporting companies:
* Equifax — 800.525.6285 or www.equifax.com, P.O. Box 740241, Atlanta, Georgia 30374-
0241
* Experian — 888.397.3742 or www.experian.com. P.O. Box 9532, Allen, Texas 75013
*  TransUnion - 800.680.7289 or www.tuc.com, Fraud Victim Assistance Division, P.O. Box
6790, Fullerton, California 92834-6790




If you believe that fraudulent activity has occurred, you might also want to contact the Social
Security Administration fraud line at 800-269-0271 or www.ssa.gov. Another helpful resource is
to contact the Federal Trade Commission website regarding identity theft:
http://www.consumer.gov/idtheft for guidance and tools or call toll free at 1-877-IDTHEFT (1-877-
438-4338). Your state of residence may also have information available on-line or otherwise.

A toll-free information line has also been established at 866.520.2408 to address your questions
and concerns. As a precaution, to help you detect any possible misuse of your data, credit
monitoring will be provided, at no cost to you, for a period of one year. Consumerinfo.com, Inc.,
an Experian® company has been selected to provide you with this service. This credit monitoring
product known as Triple Alert®™ will identify and notify you of key changes in your three national
credit reports that may indicate fraudulent activity.

Your complimentary 12 month membership includes:

Monitoring all three credit files with Experian, Equifax® and TransUnion® - everyday
Email alerts of key changes indicating possible fraudulent activity — within 24 hours
Monthly “No Hit" alerts, if applicable

Dedicated team of fraud resolution representatives for victims of identity theft
$25,000 identity theft insurance with no deductible*

*Due to New York state law restrictions, identity theft insurance coverage cannot be
offered to residents of New York.

You need to contact the help desk at 866.520.2408 to obtain your credit monitoring activation
code. You will be asked to provide the heip desk the eight-digit personal identification code which
appears above your name in the address block on this letter to obtain your code.

Once you have your code, please visit http://partner.consumerinfo.com/start and enter the
activation code. You will be instructed on how to initiate your online membership.

You have until August 1, 2008 to activate this membership, which will then continue for 12 full
months. We encourage you to activate your credit monitoring membership quickly.

SunGard Higher Education and Bryant & Stratton take this theft and the protection of confidential
information very seriously. Bryant & Stratton continues to work with SunGard Higher Education
to review and enhance the policies and procedures governing access to and use of personal
information. SunGard Higher Education has taken immediate action and sincerely regrets that
this incident occurred. SunGard Higher Education apologizes to Bryant & Stratton, to you, and
the entire Bryant & Stratton community for the inconvenience this incident may cause.

Sincerely,

A % W
Douglas K. Nelson John J. Staschak

Vice President President & CEO

SunGard Higher Education Bryant & Stratton College



