


Balmar believes this letter is compliant with the notice requirements listed in Information 
Security Breach and Notification Act, NY Gen. Bus. Law Para. 899-aa (2007). If, however, you 
require additional information or documentation, please do not hesitate to contact me by 
telephone at (703) 289-9031 or bye-mail at bseger@balmar.com. Thank you for your time and 
attention. 

Sincerely, 

Bruce Seger 
President 
Balmar, Inc. 



; 

NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law §899-aa; State Technology Law §208) 

Name of Entity: _Balmar, Inc. _________________________ _ 

Street Address: _2818 Fallfax Drive ________________________ _ 

City: _Falls Church _______ State: _V A __ Zip Code: __ 22042 ____ _ 

Sector (please select one): [ ]Local Government ]State Government []Federal Government 

[ ] Not-for-profit [X ]Commercial 

Type of Business (please select one): [ ]Biotech/Pharm 

[ ]Health Care []Insurance ]Retail/lnternet 

]Educational 

]Education 

]Telecom. 

]Financial Services 

] Transportation 

[X ]Other ]rinting and Fulfillment _____________ _ 

Persons Affected: Total: _273 ______ Dates: Breach Occurred: _4/4/08 to 4/30/08_ 

NY residents: _40 ___ _ Breach Discovered: _4/30/08 _____ _ 

Consumer Notification: _5/1/08 __ _ 

Reason for delay, if any, in sending notice: _______________________ _ 

Description of Breach (please select all that apply): [X ]Hacking incident; ]Inadvertent disclosure; 

]Stolen computer, CD, tape, etc; []Lost computer, CD, tape, etc; ]Insider wrongdoing; 

[ ] other (specify): [Attach additional description if necessary] 

Information Acquired (please select all that apply): [X ]Name; []SSN; []Driver's license no.; 

[ Account number; [X ]Credit or Debit card number; [X ]Other (specify): _Address, _______ _ 

Manner of Notification to Affected Persons (Attach Copy): [X]Written; [ ]Electronic (email); 

[ ]Telephone; [ ]Substitute notice (provide justification). List dates of any previous (within 12 months) 
breach notifications: _______________________________ _ 

Credit Monitoring or Other Service Offered: [ ] Yes; [Xl No; Duration: ________ _ 

Service: ________________ _ Provider: ______________ _ 

Submitted by: Bruce A.Seger _________ _ Title: President, _______ _ 

Firm Name (if other than entity): 

Telephone: _(703) 289-9031 _______ _ Email: _bseger@balmar.com. ______ _ 

Dated: -.June 1, 2008 ________ _ 

Rev. 11120/07 



I 

May 1, 2008 

Dear: 

Balmar, Inc. handles online order processing of bookstore items for FINRA, the Financial Industry 
Regulatory Authority. On behalf of Balmar, I want to make you aware of an incident involving credit 
card orders of FINRA products. On Wednesday, April 30, 2008, Balmar discovered that the security 
of our e-commerce site containing open order information was compromised and, as a result, order 
data, including credit card information, was posted to a public web page. We contacted the web 
page host to request that the page be disabled and have verified that it has been shut down. 
Balmar is working with law enforcement to identify and prosecute the perpetrators, if possible. 
Balmar is not aware of any fraudulent credit card use resulting from this incident, but please know 
that the possibility exists of unauthorized use of your credit card information. 

Balmar wanted you to be aware of this incident involving your credit card information. It is 
important that you notify your credit card company of this breach immediately. We apologize for 
any inconvenience this breach may cause and assure you that we are making every effort to 
eliminate any recurrence of this situation. 

If Balmar can be of any further assistance to you with respect to this incident, please contact me at 
(703) 289-9031. 

Sincerely, 

Bruce Seger 
President 
Balmar, Inc. 


