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The City 
University 
of 
New York 

Office of the Genera. Counsel & Sr. Vice Chancellor for Legal Affairs 

FAXCOVER 

535 East 80th Street 
New York. NY 10021 

Tel: 212-794-5746 
Fax: 212-794-5426 

Abby.Jennis@mai/.cuny.edu 

The documents accompanying tbis fax tnuJsmissjon are intended only for the use of the addressee and may contain 
infonnation that is privi leged and confidential. If you are not the intended recipient, you are hereby notified that any 
dissemination or use of the communication is strictly prohibited. If you have received this commlUlication in error, please 
notify us immediately by telephone. Thank you for your cooperation. 
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The City 
University 
of 

Offtce of the General Couns.1 & San lor Vice Chancellor for Legal Affairs 

New York 

Certified Mail: Return Receipt Requested 

Asst. Attorney General in Charge 
Bureau of Conswner Frauds 
120 Broadway-3rd Floor 
New York, NY 10271 

December 21, 2006 

535 East 80th Street 
New York, NY 10021 

Tel: 212·794-5746 
fax: 212-794-5426 

Abby,Jennis@maU,cuny,edu 

Re: Reporting of Notification under NYS Infonnation and Security Breach and 
Notification Act. 

Dear Sir or Madam: 

The City University of New York submits this reporting fonn pursuant to the New York 
State lnfonnation Security Breach and Notification'Act regarding a security breach incident at 
Hunter College of The' City University of New York on November 8, 2006. 

Very truly yours, 

A~~ 
Enel. 

H:'AI06\dllaabreachnysnotificltionhuntcr 06NOV8 122106.doc 
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Reporting Form 
For Business, Individual or NY State Entity reporting a 

. "Breach of the Security of the System" 
Pursuant to the Information Security Breach 

and Notification Act (General Business Law §889-aa; 
State Technology Law §208) 

p.3 

Name of Business, Individual or State Entity Hunter College of the City University 
of New York 

Date of Discovery of Breach: November 8, 2006 
Estimated Number of Affected Individuals: 140 
Date of Notification to Affected Individuals: November 16, 2006 
Manner of Notification: [ x ] written notice 

[ ] electronic notice (email) 
[ ] telephone notice 

Are you requesting substitute notice? [ ] Yes [x] No (If yes, attach justification) 

Content of Notification to Affected Individuals: Describe what happened in general tenus and 
what kind of information was involved. Please attach copy of Notice. 

Confidential Data maintained by college employee inadvertently emaiJed to group of 
students. See attached notice. 

Name of Business or Individual Contact Person: 
Title: 

TeJephone number: 
Email: 

Dated: 12121106 
Submitted by: Abby Jennis 
Title: Assistant General Counsel 
Address: The City University of New York 

Madlyn Stokely 
Associate Dean for Student Support 
Services 
212-772-4847 
madlyn.stokely@hunter.cuny.edu 

Office of the General Counsel and 
Senior Vice Chancellor for Legal Affairs 
535 East 8(jh Street 
New York, NY 10021 

Email: abbyJennis@mail. cUrly. edu 
Telephone: 212-794-5746 Fax: 212-794-5426 
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Office of the AssociateProvQI;t 
Phone (212) 772-4lS0 
Fa" (212) 650-36.55 

November 16, 2006 

LINDA CHEN 
1375 55th Street 
Brooklyn, NY 11219 

Dear LINDA CHEN: 
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rH\;lC- tJ£1' cu: 

HU~TER 

I am writing to you because you may be aff'ec.ted by a b~ach of confidential personal data. We lUlderstand that 
this is a serious situation an~ we aloo want you to know that we are working to correct the problem and make 
sure that it does not happen in the future. 

We recently learned that first and last names, along with soc.ial security numbers were llidden in a file emailed 
to you by Virginia R\.lSsell. Director of Field Experiences in the Quest Program. On November 8, as soon as Dr. 
Russell learned that the information was, in fact, bidden in the spreadsheet she contacted you and all of1he 
other recipients to delete the file and she distributed a new file without the personal data. We trust that you 
have deleted the origin.al file by now and if you have not, you must do so. All students should confirm deletion 
(lfthe email by emaUing Associate Dean Carla Asher's ISSUitant, Cmnen Perez at c:mper@hWlte,.cuny.edu. 

In response to this inciden.t we have taken. a number of imm.ediate steps. Staff members have been instructed 10 
delete any data files that include :full social s~c:urity numbc:rs and a training session is being scheduled for all 
School of Education Staff on the absohrle necessity of preserving c.onfident.ilU infonnation . . 

The nature of the information break makes it prudent for every affected indjvidual to read the information· sheet 
from the Federal Trade Commission entitled "What To Do If Your Penonal Information Has Been 
Compromised," which can be accessed at: 

http://\vww.ftc.gov/bcp/conlinelpubs!alertS/infocompalrt.htm 

J strongly encourage you to consu.lt the site. 

After reading the i.nformation you roay have additional qu~ti.ons. Please feel free to contact Ms. Madtyn 
Stokely, Associate Dean f~ Student Support Services at 212-772-4847 or Madlyn.StokelY@hunter.cuny.edu. 

We deeply aPologize for any difficulty that this may cause you~ 

Sincerely yours) 

11~ 
Associate Provost 

cc: Carta Asher, CannenPerez. Madlyn Stok.ely. 

Hunter ColJeJ!e. of the CItY Unlversirv of New York 695 Park Avenue New yort NY 1002.1 


