











NEW YORK STATE SECURITY BREACH REPORTING FORM

Pursuant to the Information Security Breach and Notification Act
(General Business Law §899-aa; State Technology Law §208)

Name of Entity: HSBC Card and Retail Services and HSBC Bank Nevada, N.A.

Street Address: 1111 Town Center Drive

City: Las Vegas State: Nevada  Zip Code: 89144

Sector (please selectone): [ ]Local Government [ ]State Government [ ]Federal Government
[ ] Not-for-profit [ X JCommercial [ ]Educational

Type of Business (pleasc salect one): [ ]Biotech/Pharm [ ]Education [ X)Financial Services

[ JHealth Care [ )Insurance [ JRetail/Internet [ )Telecom. { ITransportation
[ ]Other
Persons Affected: Total: 226 Dates Breach Occurred: March 12, 2008

NY residents: 106 Breach Discovered: March 13, 2008

Consumer Notification: Apnl 14-17, 2008
Reason for delay, if any, in sending notice: Notice sent when population of potential breach was identified.

Description of Breach (pleasc select all thatapply): [ ]Hacking inddent; [ )Inadvertent disclosure;

[ ]Stolen computer, CD, tape, etc; [ ]Lost computer, CD, tape, etc; [ ]Insider wrongdoing;

[X ] other (specify): HSBC recently discovered irregular activity on the Forgot Login Password page
of one of our websites, which was caused by unauthorized third parties using scripting that would
allow them to view account information after providing the account numbers and the last four digits
of the customer Social Security number. HSBC further confirmed that the accounts involved in this
security incident had a 95 percent match rate with the accounts compromised by the third party
Hannaford Brothers breach, which was announced to the industry by a recent MasterCard Alert.
HSBC has taken a number of actions to strengthen the authentication process of the relevant website
to mitigate the risk of any further such attacks.

Information Acquired (please select 81] that epply): (X ]Name; [ ]SSN; [ )Driver's license no.;

[ JAccount number; [X ]Credit or Debit card number; [ X ]Other (spedify): credit limit, balance information,
payment due information, customer address information, customer email address (if provided) and customer
telephone number information (if provided)

Manner of Notification to Affected Persons (Attach Copy): [ X ]Written; [ ]Electronic (email);
[ )Telephone; [ ]Substitute notice (provide justification). List dates of any previous (within 12 months)
breach notifications:

Credit Monitoring or Other Service Offered: [ X ] Yes; [ ]No; Duration:
Service: PrivacyGuard - complimentary Provider: Trilegiant
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Submitted by: Thomas W. Chambers Title: Director - Compliance
Firm Name (if other than entity): HSBC Card and Retail Services / HSBC Bank, Nevada, N.A.
Telephone: 630-521-3232 Email: Thomas.W.Charnbers@us.hsbe.com

Dated: April 28, 2008
PLEASE COMPLETE AND SUBMIT THIS FORM TO

EACH OF THE THREE STATE AGENCIES LISTED BELOW:

Fax or E-mail this form to:

New York State Attorney General’s Office:
SECURITY BREACH NOTIFICATION
Consumer Frauds & Protecon Bureau

120 Broadway - 3~ Floor

New York, NY 10271

Fax: 212-416-6003

E-mail: breach security@oag.state.ny.us

New York State Office of Cyber Security
& Critical Infrastructure Coordination (CSCIC)

SECURITY BREACH NOTIFICATION
30 South pearl Street, Floor P2

Albany, NY 12207

fax: 518-474-9090

E-mail; info@c¢scic.state.ny.us

New York State Consumer Protection Board (CPB):
SECURITY BREACH NOTIFICATION

1740 Broadway, 15 floor

New York, NY 10019

fax: 212-459-8855

E-mail: security_breach_notification@consumer.state.ny.us
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<Logo Image>
<Return Address>

<Date>

<Cardmernber Name>~
<Address™
<City, Siate ZIP>

Re: Possible Account Securiry Compromise
Account ending in <Last 4 digits>

Dear <Curdmember Name>;

We are wniling to you regarding your <Namc> credit card account refercneed above issued by HSBC Bank
Nevada, N.A.

\We have reason to beheve that your account number ot information pertaining 10 your account imay huve been
comprorised. We understznd that sceurity is a prime concern for our customers so, as 2 protective measure, we
have 1ssucd you « new Account numbcr and you should recen s your new credit card wathin 10 business days
from the date of this lener.

For additional protcction. we would like to extend to you s complimentary one-ycar membership in
PrivacyGuard”, a program that offers credit reporting. credit monitoning, and 1dentity theft protection, all in
onc. You will reccive your cnrollment matcnals in the mail in abow 14 days.

We apologize for any inconvenicnce this may cause you. As with all account number changes, please be sure
to notify merchants with whom you have sct-up recurning charges aud provide them with your new uccount
number,

At HSBC, security has always been, and will continue to be a high priority. We appreciate the opportunity to
serve your credit card needs. If you have any questions or cencems, pleasc contact one of our Fraud Prevenrion
representatives toll-frec at <Phonc Number>

Sincercly,

HSBC Card Scrvices
Customner Scrvice Department

-Hodd {2:61  80-§0=AVA
258-4 v00/¥00d  982-L



