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NEW YORK STATE SECURITY BREACH REPORTING FORM

Pursunant to the Information Security Breach and Notification Act
(General Business [.aw §899-aa; State Technology Law §208)

Name of Entity: Excler Trust Company
Street Address: 155 Fleet Street

City: Portsmouth State: NI Zip Code: 03801
Scctor (pleuse sclect one): i 1 Local Government | ] State [ ] kederal Government
Government
[ ] Not-for-Profit f X1 Commercial [ 1 Bducational
Typc of Business (pleasc scleccone); [ ) Local [] [ X ] Finuncial Services
Government Education
[ | Not-for-Profit [ ] Commercial [ ] Educational
[ J1Iealth Care [ ) Tmsurance [ ] Retail/Intemet | ] Telecom. [ ] Transportation
[ ] Other
Persons Affected: Totsl: 3659 Dutes:  Breach Occurred: Decemnber 18, 2007
NY residents: 1307 Breach Discovered: May 29, 2008

On Junc 5, 2008 State Street confirmed a hst
compromised accounl information of Exeter
Trust clients who had personal data on the

stolen cquipment.
Consumer Nouficalion; Start June 6, 2008

Reason for delay, it any, in sending notice:

On May 29, 2008, Exeter Trust Company (“Tixeter Trust”) a Nuw Hurapshire Trust Company wis
notificd via telephone by State Strecl Bank and Trust Compuny of Boston, Massachusetts (“Stale Sircet™),
lixeter I'rust’s sub-custodian, that on December 18, 2007 computer equipment that contained privawe
chent information of Exeter Trust customers and customers of other financial institutions was stolen from
a third party vendor hired by Investors Bank & Trust of Boston, Massachusetts (“I3'1™). The vendor was
hired by BT to assist in compiling data for a routine inquiry by federul regulators in connection with the
merger between State Street and TBT. Staw Strect advised Exeter Trust that the computer equipment was
stolen by an employee of the third party vendor and contained over 4 million 1B intcrnal emails, some of
which included individual names, social security numbers and/or checking account numbers of LExeter
‘Irust clients.  All of the stolen computer equipment has been recovered with the exception of the server
which contains the ¢mail and client duta. State Street did indicate to Fxeter Trust that they do not have
any evidence thal any of the compromiscd personal mformation has been misused.

State Street informed Exeter Trust that they had leamed of this breach on January 25, 2008, but it had
taken them approximately 4 months to conduct an mvestigation, which included a revicw of the 4 million
internal emails to determine which ones conmtained personal idenbification information. State Street
indicated that on May 26, 2008 it received the final report of the investigation, which indicated that there
were a total of 3,659 Lixeter Trust customers impacted.
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State Street staled that it had notified federal and state authorities in accordance with required regulations,
and that it was issuing a press rclease on May 29, 2008. A press release was in fact issued by State Strect
on May 29.

Exeter Trust has worked closely with State Street since learning of the breach, and on June 5, 2008 Staic
Street confirmed a list of names, addresses, account numbers and compromised account information ot
Exeter Trust ¢chicnts who had personal data on the stolen equipment. Tixeter ‘I'rust is in the process of
contacting all of its customers who were ulfeeted by the breach as well as the 6 state authorities that
Tixeter Trust hus determined must be contacted under applicable laws and regulations.

Description of Breach (please select ull thul upply): [ 1Hacking incident; { }Tnadvertent disclosure;
( X ] Stolen computer, CD, tape, cte; | ] Lost compnter, CD, tape, etc; [ 1Insider wrongdoing;
| ] other (specily: | Attach adihtionul description if necosusry)

Information Acquired (please sclcct ull that apply): | X ] Name; [ X ]SSN; [ ]Driver’s license
no.;
| X ] Account number; [ ] Credit or Debil card number; [ ] Other (specify): )

Manner of Notification to Aftected Persons (aimen Copy): [ X ] Written; [ 1TClectrome (cmail);
{ ]Telephone; [ ]Substitute notice (Provide justification). List dates of'any previous (within 12 months)
breach notifications:

Credit Monitoring or Other Service Offered: [ X ] Yes; [ ] No; Duration
Scrvice: Reimburscment [or the cost of two Provider: Client specilie
years of idenlity thelt insurance, which should

be obtainable as a distinct rider to the clicnts

currenl aulo or home-owners insurance policy

Submitted by: Jodi L. Hedberg ;
Firm Name (if other than cntity): /

Telephone: 585-325-6880 Emai'f:dle Gru@manning-napicr.com
Dated: 06/06/2008
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PLEASE. COMPLETE AND SUBMIT THIS FORM TO
EACH OF TTHE THREE STATE AGENCIES LISTED BEL.OW:

Fax or E-matl this form to
New York State Attorncy General's Office: SECURITY
BREACH NOTIFICATION
Consumer Frauds & Protection Burcau
120 Broadway - 3rd Floor
Ncw York, NY 10271
Lax: 212-416-6003
E-matl: breach.secuntv@oau. siate.ny.us

New York State OfTice of Cyber Security & Critical
Infrastructure Coordination (CSCIC)

SECURITY BREACH NOTIFICATION

30 South pearl Street, Floor P2

Albany, NY 12207

fax: 518-474-9090

E-mail: info@ecscic.state.ny.us

New York State Consumer Protection Board (CPB):
SECURITY BREACH NOTIFICATION

1740 Broadway, 15'h floor

New York, NY 10019

fax: 212-459-8855

E-mail: sccurity_breach_notificalion@consumerstate.ny.us
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