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TRU£;T REPRESENTATIVE OFFICE 
290 Wooddiff Drive 

155 Fleet Street 
Portsmouth. NH 03801 
Phono: (603) 776-0020 
Fax: (603) 778-0040 

Fairport. NY 14450 
Phone: (585) 325-6880 

Exeter Trust Company 
Fax: (565) 232-0079 

TD: New York Stale Consumer Proteclion From: Jodi L. Hedberg 

Board (CPB) SECURITY BREACH 

NOTIFICATION . . . .. _._---.... _ ... _._._ ... _._-_ .. _ ... _ ... _.... . .. ........ .. _--_ .. __ ._---------------
Fall: 212-459-8655 Dat.: O{J)6/08 -------------------------------_._ .. _._-_._._ ... 

Pages (Ineludlng cover): 4 ---_._._._ ....... . -._---.. _- ..... " ."""._-------'-----'-----''-----'---------
Phone: 

R.: SECURITY BREACH NOTIFICATION CC: --------------------- .-.. �- �-�-�-�-�- �.�- �~� .. ----.. 
o Urgent o For Review o Please Comment 0 Please Reply o Please �R�e�c�y�~�l�e� 

If you do not receive all pages noted above, or if all pages are not legible, please notify sender. 

Please see attached New York State Security Breach Reporting Form. 

G:IFa)C E.eter.dot 
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NEW YORK STATE SECURITY BREACH R.EPORTING FORM 

Pursuant to the luforDiatioD Security Breacb aDd Notificution Act 
(General Busines~ Law §899*lln; State Technology Lnw §208) 

Name of Entity: Exeter Trust Comnany 
Street Address: 155 Fleet Street 
Ci I y: Pl1rt~l!'.Qytll State: Nll lip Cudc: Q,1}HLl 

Sector (plr.~lse select unc): 1 Local Government r 1 Slate [ ) tcdl.:rill Government 

r ] Not-ror-Profit 
Government 

r X 1 Commercial 1 Educational 

Type of BusinC5S (pleAse selecr one): 

l J Not-for-Profit 
[ ] Health Care ) Tm;urClnct? 
[ ] Other ____ _ 

[ ) Local 
G()vemment 
( ] Commercial 
[ ] RetaiVlntern~l 

r 1 [ X ] Fmancial Sel'vict's 
Educali(m 

[ ] Educational 
l J Telecom. [] Transpol1ation 

Persons Affected: Total: 3659 Dlltes: Hreach Occuned: Dec(;;mb(;r 18, 200~ 
NY residents: 1307 

Rca~nf\ for delay. if any. in sending notice: 

Breach Discovered: May 2Y, 2008 
On JlIm; 5. 2008 State Street confinned a Ii::;t 
of nam(~s, addT~B.8~8 •. 3ccount numbc ... rs and 
p.9mpromised ac!'!ounl intol'm.!,I.tioll of Exet.cr 
Tru.>jl client~ who had personal data on the 
~lgJ~n equipment. 

Consumer NotifIcation; Start JlIn.e.(,. •.. fUO~ 

On May 29, 200R, Exeter Trusl Company ("Exeter Trust") a Nl.:w Hampshire Trust Company wa) 
notIfied via telephone hy State Street Hank and Trust Compuny of Boston, Mas~achusetts ("State Street"), 
Exeter Trust's tiub-cuslodian. that on Dectmbl.'l' 18, 2007 computer equipment that contained private 
client lIli'ormatioll of Exeter Trus\. customers and custolTIl.:rs of other tinancial institutions was stolen from 
a thiro party vendor hired by investors Rank & Trust of Boston, Massachusetts ("illT"). The vcnrlnr was 
hired by UH to assist in compiling data for a nlutineinquiry by fedl.nl rcgulalorll in connection with lhl! 
merger between Slale Street and fiT. State Street advised Exeter Truslthalthc; e,;ornplIter equipment wa~ 
stolen hy an employee of the third party vendor and contained over 4 million lBT internal entails., some of 
which included individual 11ilmes, social security n\lmbers an(Vor checking account numbers of Exeter 
Trul:it ChCllls. All of the stolen l:tm'putcr equipment has bc~ recovered with the exe(,"ption of the server 
which contains the,; 1.'1Yulil Dnd client datil. Slale Street did il1dicatc to F.xeter Trust that thl!Y do not have 
allY evidence lhal any llrlhe compromised pcrsonal mformation has been ll1isu~cd. 

State Sln;cl inrormed Exeter Trust that lhey had leamed of thl:S breach on Jamuuy 25, 2008, but it had 
taken th~m approximately 4 months to conduct an investigation, which included a review of the 4 million 
internal cmails to ddlTmirle which ones contained personal identification Intonnation. Stale Street 
inuicated thot on May 26, 200& i[ received the !ina! report of the ;nvc.stigation, which inclk<lICd t.hal. there 
were a total of 3,65!J exeter frust cLlslum~rs impncted. 

11I'411i575(1".1 119999911(1)$ Oti:1I4/21111S 10:49 AM 
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State Street stal.l.:d t.hit1. it had notified federal and state authorities in accordance with required regulalion!;, 
and that it was issuing a press rclcil~e on May 29, 2008. A press rdease was in fiu.:\. i~~ued hy State Slrcl.:l 
on MllY 29. 

Exeter Trusl has worked closely wah. Sla.l~ Stl'eet !;ince learning of the breach. and on June 5, 2008 Stale 
Street confirmed a list of names, addresses. account number~ lind compromised account information of 
Exeter Trust l.:Iicnt~ who had personal dill:t on the !;tolen equipment. Exeter Tmst is in the process of 
contactjng all of it!) uuslomcrs who were arreoted by the breach U!'i well as the 6 state l1uLh()ritH~s that 
Exeter Tnlst has <.Iclcrminc:t.l must' be contactcd UI1UCT Ilpplicable laws and T('gulations. 

Description ofBreacll (please selecr 1I11Ih,1lIlpply): r 1 Hacking incidentj ( 1 lnadvertent disl.:losure; 
( X 1 S(o!~n computer, CD, tape, elC; ] Lost (:Omplli.Cf, cn, tape, etc; r 1 Insider wrongdoing.: 
l J other (specify: _ .... - _ IAI.tlch IIchhuunul description ifnccc." •• ry! 

Information Acquired (plea~e selecr :tlllhill ilJ>ply): l X] Name: [ X J SSN; [1 Driver's tiL:c..nsc 
no,; 

l X ] An~ount number; r ] Credit or Debit card numher; [] Other I.specify): ___ _ 

- .-.......... -----~-- -----_._ ... -
Manuer of Notification to Affected Persons (AIIIlCII(:OPX): r X] Wl'lttel1j r 1 Electl'oniC (cmllil); 
[ )Tclcphone; r lSuh5tittlte notice (Provide justltlcation'), List date!; of any prl.:vious (within 12 month:s) 
breach nolifil:alions: _____ _ 

Credit Monitoring or Other Servic:e Offered: [X] Yes; [J N(l; Duration ___ _ 
Service: Reimbursmnent l'Or the cost of two Provider: Chent sp~l.:i lie 
11'ars ofitlenlity theft insurance, which should 
be Qhtainclhle as a distinct rider t.O the clients 
currenllluto or home-owner!; insllran~c policy 

Submitted by: Jodi L. H!tdbcrg ,ll I I IJ' Ie: Oil" 'lor of' 
Finn Name (if other th,m l!nlily): ~_1.It '.~ ____ ~ 
Telephone: 585-325-6880 /, ' Ernai: Ie ~:T .. m~nning-l1apicr.l:oTl! 

Dated: 06/06/2008 l/ 

liP 411.1575(1 v. 1 #1)1)1)1)')/1005 O("()4/2008 1t):4!) AM 
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PI./EASI~ COMPUt.TE AND SUBMIT THIS FORM TO 
KACH OF'I'H}~ THREE STATE AGENCIES LISTED BELOW: 

Fax or E-mail this fonn to 
New York State Attorney General's Office: SEClffi.ITY 

BREACH NOTlrlCATION 
Consumer Frauds & Protection Bureau 
120 Broadway - 3 nl Floor 
New York, NY 10271 
j'-ax: 212-416-6003 
E-mail: breach.securitv(Pmlg.slate.ny.lls 

New York State Office ofCybcr Security & Critical 
Infrastructure Coordination (CSCIC) 

SECURITY BREACH NOTifICATION 
30 South pearl Street, Floor 1'2 
Albany, NY 12207 
fax: 518-474-9090 
E-mail: inlo(tl),cscic.statc,ny.l1S 

New York State CODsumer Protection Board (CPO): 
SECURITY BREACH NOTTFICATJON 
1740 Broadway, 15'h Ooor 
New York, NY 10019 
fax: 212-459-8855 
E-mail: security_brollch_notificalion@consumcrstatc.ny.us 
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