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NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security'Breach and �N�~�f�i�c�a�t�i�o�n� Act 

(General Business Law §899-aa; State Technology Law §208) 

Name of Entity: Charter Communications 

�S�f�t�~�M� Address:' 12405 Pow¢rscourt Dri.ti 

City: Saint �L�o�~� State: Missouri 

Sector (please e1Kt one): 

[ J Not-for-profit 

[ ]Local Government 

[ X )Conunercial 

Zip Code: �~� 

]S1are Govenunent [)Federal Government 

] Educational 

�!�~�e� �~�f� �B�'�u�8�~�e�5�s� �(�p�l�e�a�~�e�6�e�l�e�c�t� one): ( JBioteclVPharm ]Edllcation )Financial ,Services' 
)Transportation [ ]Health, Care [}1nsuiance [JRetail/Intemet )Telecom. 

[ X JOther broadban.;lsommunications company and cable opmtor 

Persons Alfected= NY residents: 60 
, , , Dates: Breach Occurred: Between 7/J 1 - 7112 

Breach Discovered: 7/14!l008 
Q:m.sumer Notification: Starting a!6/2008 

" ReaSon for delay, if any;'ii\ sending notice:' _____________________ _ 

lJescrlp.ti,on of �l�J�r�e�a�d�~� (pll!JlSl! select �~� that,apply),: [ �J�H�a�~�k�i�z�:�t�g� incident; ()Inadvertent disclosure; 

[X ]Stolen',computer, CD, tape, etc; []Lost computer, CO, tape, etC;' [ ]Insider wtongdoing; 

[ ) other (specify): (Attach additional desO"iplion ifnece&Sary] 

Information Acquired (plellge select ill that apply): ( X )Narrie; [ X )SSN; [ X )Driver's license no.; 

[ JAccount number: [ JCredit or Debit oud nuroberi [ lOther (specify); ___________ _ 

Manner of Notification, to Affected Persons (Attach Copy): [X ]Written; [ JElectronic (email); 

' { �l�r�~�l�~�p�h�o�n�e�;� [ JSubstitUte nOtice (proVide Justification). List dates of �~�Y� previous (within 12 monthS) " 
",bream notifications: _______ �~�"�-�-�_�-�-�'�-�-�"� ___ ---____________ _ 

Credit Monitoring Or Other Service Offered: [X] Yes; [) No: Duration: 12 months 

�' �S�e�r�v�i�c�~�:� JI) rheftSmart™ ProVidex:= Kroll Fraud SolutioQs ' 

�, �S�Q�b�~�i�t�t�~�d� by: Christit:\ McMeley Title: Vice PreSident & SenioX'" Counsel, . . . , . 
Deputy Compliance Officer 

,Firm. Name (if other than entity)= 
Telephone: �~�4�:�5�4�3�-�5�6�6�3� Email: �c�h�r�i�s�t�i�n�.�n�l�C�m�e�l�e�~�c�h�a�r�t�e�r�c�(�)�r�.�n�.�c�o�.�m� 

Dated: Wednesday, August 5. 2QQS 

Rev. 11/20/07 



\':HAHltH \.:UMMUNI\.:AIIUN ~ax:314-543-2220 

~.~curt process!ng Cllnn. 1600 ~.trlfitr Blvd I Suwantf, GA 30024 

Urgent Message from Chaner Communirations. 
Please Open Immediately. 

<:FitstName> ·<Middleln"itial> <LastName> <Suffix> 
<Address> (Line 1) . 
<Address> (Line 2) 
<City> <State> <Zip> 

<POSTNET BARCODE> 

.. .Dear <Fir5tName> <Middl~lnitial> <LastName.> <Suffix>, 

Aug 5 2008 19:36 

. We are ~riti~g to inform y.ou ora rece~t incid.~nt tha~ co.uld. afteq y.C?u .. 

P.04 

On July 14, 200~. Chart~' waS notified that a n~mber of laptop computers located in II locked Charter office 
. f~lity ~n .~r~nville, South Carol~.na ~ad be~n .stoler:a. Cha~er immediate!y.contacted th~ Greenville. SC Sheriff's 

Department and initl~te.d an investigation to determine the Information contained· on the laptops. During the 0 

course of ~ur. ion~emal investigation, Charter became aware that one laptop contained social security numbers 
. date~ of bi~h, and· driver-'s· license numbers· for some current and former employees. Charter is .working with l~caJ 
law enforcement to identify and apprehend those responsible for the theft· and to recover th~ stolen computers. 

You are Ol")e I;>f the individuals whose pers.onal inf~rmCltion may halfe been contained on the laptop. At this 
. time, halfe no reason to believe that your personaol information has been misused; however. We wanted ·to ' . 
. , . make you °aware of this °situatio·n . This is aOn unfortunate incident and we ·regret any inconvenience it may 0 

. cause you, 

.We .assure you :that we are committed to safeguarding your
O 
sensitive personal information and have 

taken immediate steps to fortify the security measures that were already in place. Also, because protecting 
0 •• youro p~r50!laJinform~tion. i5 ;mpo~ant.to us, vye ~.ave engaged Kroll Inc. to provide you with access to its 
. 'DJ:'h~ft~rnar(' servic~, ~.t n~ co~t!o you. This se.rvi~e includes C~ntinuou5 Credit Monitoring and a Trimei'ged 

Cr~c;fi~ .Repoo~ and may include access to Kroll's . Enhanced Identity Theft. Restoration· 5efvice in° the event tne 
loss'o of yourodata I~~ds. to. a,ctual identity theft. These servic:e5 are described in the ~ndosed materials:· ,- .. 0. 

We urge you to take the time to read about the safeguards available to you through Kroll's Continuous 
Credit Monitoring and Trlmerged Credit Report services. io avail yourself of the credit monitoring services, 
pleas~·compiet~ a"':'d retur" the enclosed authorization fo,m by mail ;'0 later th.n S.pteniber 30. 2008. 

If ,you ha~e qL!~stion~ . ~p«?ut. thi~ notlfjcatl~~ or feel ¥..ou may ha~e an. ide~tity t~~~ is~ue, plea5~ ull 
ID The1tSmart member services at 1-BOO-XXX-XXXX between 8:00 a.m. and 5:00 p.m. (Central Time). 

. Monday through Friday. 

Sincereloy· 

Charter Communications 
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, U.S. State Notification Requirements 
You may obtain a copy of your credit report, free of charge, whether or not you·suspect any, unauthoriz.ed 
aC1ivi~' o~ your ac(oun~. I~ . is recom~en~ed 'th~t y~u remai!, vigila,~t for :indde~ts ,~f fraLld~ a~(l iQE!,nti,tY' theft, , , 

. ,bX rev,iewi,n~ credit.card ac~ou,nt stat~ments and mo!,it~rin9 your credjt repoy! for ~n,authorized activity. '" 
, Xou '!la~ ob~ain a free, ~op~ of your credit rep'ort by contacting anyone or more of the ,folloyving, national.. 
, '-.. consumer reporting agencie5: ' ,. 

Equ,fax Experian TransUnion 
P.O. Box 740241 P.O. Box 2104 P.O. Box 6790 

, , ,A,~lanta, G.eorgia 303~8 Aile!,!, !X}501~ , Fullerton, CA 928~4·6790 
1·800-685·1111 1-888-397-3742 1-877-322-8228 

, www.equitax.com www.experian.com www.trarisunion.com 

You 5~ould report any ~uspec,ted !dentiw, th~ft t~ law enfqrcernent, as well , as ,the F~deral :rrad~, Commission. 

Federal Trade Commission Consumer Response Center 
Pennsylvania Avenue ' 
NW Wa5hington, DC 20580 
1-877-IDTHEFT (438-4338) 

, WVvw. ftc.govlbcp/edylmjcrosjtestjdthaftl 

YO,u 'have a right to obtain a police report if you are a victim 6f identity theft. You also have the right to place 
a security freeze- on your credit report. A security freeze is intended to prevent credit, loans arid services from 
being approved in your name without your consent; however, u5,ing a security freeze may delay your ability 
to obtain credit. 

To pl.,c;e a ,security fre,eze on your ~redit repo.rt, you need to send a request to it consumer rep?rt~ng agency 
by certified mail, overnight mail, or regular stamped mail. The following information must be included when 
requesting a security freeze (note that if you are requesting a credit report for your spouse, this information 
must. be rmJvided for .hirrVhe~ as well): (1) full, name,,,wi1:,h ,m iddlEl ir:ti~ial a,nd"any ~uffiJ(e$; (~) So~ial 5ecurl~ 
number; (3) ,qate of !Jir,th; (4) current address. and any previous ,addresses for the ,Past five ye~.i's; and (5) any , 
applicable incident report or complaint wit~ a law enfo,rcement agency or the f(eglstry of Motor Vehicles. 
The request must also include a copy of a government-issued identification card and a copy of a recent utility 
bill or bank or insurance. statement. It is_ essential that e_ach copy be legible, display your name and current' 

, ' " mailillg 'address" and the date of issue. T~~ c0t:\su"!er r~port'jn9 agency may charliJe a fee_ of 'up to $5.00 ~o 
, pla(~ ,a fr,,'z~ or lift opemove a fr~~ze, unless you are, a vict~m of identi~ theft ,or .the spou.se ~f a victim 

of identity theft. and you have submitt~d a valid police report relating to the identity theft inCIdent to the 

consume,r reporting agency. 

For residents of Maryland: 
Y~U can a15~ obtain i';fo~matjon from the Maryland Office of the Attorney General about steps you can take 

to avoid identity theft. 

Maryland office of the Atto~f\8y' General 
Consumer 'Protection ,Division 
200 St. Paul Place 600 
B~ltimore, MD i1202 
1-888-743-0023 
WW\!I(.oag,state,md,us 

. ..... , . 



CHARTER COMMUNICATION Fax:314-543-2220 

, 

,~f'~-: ~.~~ ,r. ·-· ';--~-7,---·- --,.--- -- -.- - - - - _ .. - -- : --_ .. - - "'11\ ," 

<FilltName> <Middlelnitial> <LastName> <SuffiJ:> 
Membership Number: <Membership Number> 

Membl!r Services: '-8GO-XXX-XXXX 
8:00,,111. to 5:00 p.m. (Central Timel. Monday through F,iday 
If you have questions or feel ),ou may have an identity theft 
issue, p,u,e ~1I1p.11'eftSmil.rt . mlem~er se.IVices . , 

' .... ~ _ ---- _ .. ~- ... .:. ........ ----'._ .... _ ..... -.. -.-" ---- ~ .. ... " 

Aug 5 2008 19:36 P,06 

:~~~--~-------------~ -~ :~-- ~-7 ---------·-~---·--' 
I - ... 
I 
1 , , , , , 
I ' 

" 
j 

I 

<FirstName> <Middlelnitial> <La5tName> <Suffix> 
Membership Number; <Membership Number> 

Member Services: 1-800·XXX-XXXX 
8:00 a.m. to ,:00 p.m. (Centrill Timel. Monda)' through Friday 
If yOu /)."., questiDns or ~el ),ou milY han an Identity thrit 
issue, plea,e cell 10 TheftSmart member ,,,,vices 

~.---.- .. --------.-----~-----~~----: ~--~----~;-~:( 

Please detach.cards and keep In ~ convenient place for your reference 


