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Confldertiality Notice:

Tha dosuments eccompanying this
facsimlle  trenzmizsion mby contain
conficlanvinl  health Information that
iz lagally privileged. This Information
ia Intenced enly for tha uzn of the
Individual or entiry named abova, Tha
authorized recipient of this information
ls prohibited from disclosing this

raquired to do'so by law erregulation, If
yau are riot tha intrinded recipiant, ynn
are heraly notified thet any disclesure,
copylng, distributlon, or actlon takon

"in reliance on thr contents of thees

documnnsz iz strictly prohibitnd. K you
havna reerived thig information In error,
please notify the sender Immediately to
arrange Yor tha raturn or destruction of
these documents.
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Reporting Form
For Business, Individual or NY State Enfity reporting a
“Breach of the Security of the Sy:stem”
Pursuant to the Information Security Breach
and Notification Act (General Busin¢ss Law §889-aa)

Name of Business, Individual or State Entity: The Center for Discovery

Date of Discovery of Breach: February 15, 2008

Estimated Number of Affected Individuals: 347

Date of Notification to Affected Individuals: February 25, 2008

Manner of Notification: [ X ] written notice
[ ]electronic notice (email)
[ ]telephone notice

Are you requesting substitute notice?: [ ] Yes [X]No (If yes, attach justification)

Content of Notification to Affected Individuals: Desciibe what happened in general
terms and what kind of information was involved. Please: attach copy of MNotice.

An email was sent internally from one cmployee to other emplayees that included an
attachment containing certain personal information about cmp!oyecs, including first and last
name, statc issued drivers’ license number and date of birth. The employees who received the
email did not havc authority to receive this personal informnation.

Name of Business or ndividual Contact Person: Christine Goodhart

Title: Chicf, Human Resources
Tclephone number: (845) 707-8305

Email: cgootlher (@sdtc.org
Dated: february 25, 2008

Submitted by: Christine Goodhart

Title: Chief, Human Resources

Address: Box 840 Benmosche Rd., Harris, NY 12742

Emaijl: cgoodhart@sdtc.org

Telephone:  (845) 707-8305 Fax: (845) 707-8972
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THE CENTER FOR DISICTOYERY

February 25, 2008
RE: Data Breach Notification

Despite our constant effort to safeguard the personal informaticn of our cmployess, the Center
recently learncd of an inadvertent, unauthorized trangimission of ‘your personal information inside
the Agency. The purpose of this letter is to make you aware of the unavthorized nccess to your
personal information so that you can take steps to protect yours:If from any improper access lo,
or usc of your information.

Recently, an email was sent internally from one employee to ¢ther employees that included an
attachment containing certain personal information about you, including yous first and last name,
state issued drivers’ license number, and date of birth. The eniployees who received the email
did not have authority to rcceive this personal information. In crder to prevent further disclosurc
of your personal information, we instructed the cmploye:s who received the email that they
should disregard the attachment and iminediately delete the: inforvation. However, based on our
investigation and despite our efforts, we cannot guarantee that the information was not accessed
and/or used improperly.

The Center is reviewing its current date privacy and secutity policies and procedures to
deten:nme what additional measures arc needed, if any, to maire fully protect the privacy and
security of personal information. We recommend you als¢ renvain vigilant regarding the access
to and usc of your personal information. If you would like inor? information regarding steps

can take to protect your personal in formation, please contar:t i directly. | TR o

I you have any questions regarding this notice, please do nixt h

iy *sitate to contact me at (845) 707-

Sincerely,

A s

Christine Goodhart
Chief, Human Resources



