








November 7. 20CS 

Dear Gevalia Customer: 
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We are 'V\'Jiling to you regarding the possible compromise ofinfomlation that you provided to us 
when purcha.sing GevaJia products. We deeply regret that this possibility exists. [n this letter, 
we'd like to summarize the situation and let you know what steps we have initiated to assist you 
by offering credit monitoring. 

We recently learned that an employee of ."\ffinitas" the company that manages outbound 
telephone sales of Gevalia products. copied information regarding a few of our customers, 
including names and credit card numbers. You are NOT one of those customers. 

However, the same individual: now �u�n�.�d�~�r� police in\l'estigalion, apP3{ently had access to 
infonnation provided by you and some other customers. Even though we do not have any reason 
to beEeve that your information was taken, we wanted to notify you and the other customers who 
may have been affected. 

We are very disappointed and sorry this occu..rred. We are requiring OUf (;ontractor to take steps 
to enhance its privacy protection practices. While controls were in place. they clearly failed in 
this case. We will work with our contractor to try to identify ways to strengthen their practices. 

I assure you. we take protection afyour infonnatioll very seriously. While we have nO indication 
at this time that anyone has used your information, we are alerting you so you can take steps to 
protect yourself from p()ssible identity fraud. We are also giving you an opportunity to register 

. for two years of free credit monitoring from TransUnion. 'This credit monitoring service can 
help you guard against the improper use of your pt!I'Sonally identifiable infonnation. 

We ask that you register by December 31,2008, to begin the service, using the code 572381. 
The enclosed reference guide tells you how to register for credit monitoring and includes other 
�s�u�g�g�e�s�t�i�~�n�s� on what you can do to protect your personally identifiable information, including 
recommendations by the u.s. Federal Trade Commission. 

In addition, you are entitled under u.s. law to one free credit report annually from each ofth.e 
three national credit bureaw; �(�E�q�u�i�f�a�~� Experian and TransUnion). To order your free credit 
report, visit www.annuaIcreditreport.com or call toll-free at 877-322-8228. 

We hope you find the credi t �m�Q�n�~�t�o�r�i�l�1�g� and reference guide useful. If you would like to speak 
with us, please don't hesitate to call us toll-free at �1�-�8�0�~�3�4�3�-�8�2�5�4�,� Select Option 1 (from 9 AM 
to 11 PM EST, 7 days a week). Again, we apologize for the possible compromise of your credit 
card information, and deeply, Tegret any inconven ience tpis may cause you. 

Sincer:-ely, 

Karen Tra.bucco 
GEVALLA 
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Reference Guide 

We encourage individuals receiving Gevalia's letter of November 7, 2008 to take the fonewing steps: 

Order Your Free Credit Rep ort. To order your free creditreport, visit www.annualcreditreport.com. 
call toll-free at 877-322-8228) or complete the Annual Credit Report Request FollD. OD the U.S. Federal 
Trade Conunission's website at www.ftc.gov and mail it to Annual Credit Report Request Service., P.O. 
Box] 0:5281, Atlanta, GA 30348-5281. Do not cOIJtact!.he three credit bureaus individually. They 
provide tree annual credit reports only through the website or toll-free nUlt\ber. 

\Vhen you. receive yow credit rep0l1, review it carefully. Look for accounts you don't recognize. Look in 
the "inquiries" section for names of creditors from whom you haven't requested credit. Some companies 
bill under names other than their store names. The credit bureau will be able to ten you wilen that is the 
case. And loak in the "personal information" section for infonnation (such as your home address and 
Social S~"UTity number) for any iIU\CCUl"lIci-=:s. Errors in this jnformation may be a. warning sign of 
possible identity theft. You should notify the credit bureaus of any inaccuracies in your report. whether 
due to error or fraud, as soon as possible so the information can be investigated and, if found to be in 
error, corrected. If there are accountf! Or charges you did not authorize. immediately notifY the 
appropriab: creditor and credit bureau by telepbone and in writing. 

If you find items you don't understand <>n your report, call the credit bureaus at the numbers given on the 
report. Credit bureau staff will review your report with you. If the information can't be explained, 1hen 
you will need to call the creditors involved. Information that can't be ex-piaioed also should be reported 
to your local poiice or sheriff's office OOCSllSC it may signal criminal activity. 

Register for Credit Monitoring. You must register by December 31, 2008 for credit monitoring. which 
we have arranged to provide you at no charge for twenty-four months. Credit monitoring will provide 
you with an "early '''r'aIlling system" to changes to your credit file and help you understand the content of 
y~ur credit file at TransUnion. The key feat.ures and benefits are as follows: 

• 2 years of unlim~ed TransUnion credit reports 
• 2 years of unlimited VantageScore credit scores 
II 2 years of3-bureau credit monitoring 
• Up to $25,000 identity theft insurance for the duration of the two year period (Due to New 

York state law restrictions, identity theft insurance coverage is not available to residents of 
New York) 

• Quarterly summaries of all credit monitoring alerts per year for tbe duration of the two year 
period 

• Toll-free TransUnioll customer service professionals are available MOllday-Friday. 7:30a.m. 
- 6:30 p.m. CST 

To enrol~ please contact TransUnion at 800-242-5181 and enter code 57238] and the system will route 
you to the appropriate representatives. You will then receive membership materials after the enrollment 
that wlU describe the services in greM detail. At the end of )'our free, h ... ·o-year subscription, your 
subscription will be canceled and you will not be billed. 

If you would like to speak with a Ge'.'alia representative, please don't hesitate to can tolJ-free al (SOD) 
322-8228 aud sele~t Option 1 (from 9 a.Ill. to 11 p.m. ET, 7 days 3. week). 

Gevalia 
999 N.DuPont Blvd. 
Mllfard. DE 19962 
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Apply the FfC's Recommendations. To learn about preventing possible identity theft, review the 
Federal Trade Commission's ("F1'C~ iuidance. If you believe your identity has been stolen, the FTC 
recomme.nds that you take these additional steps: 

• Close the accounts that you have confIrmed or believe have been tampered willi Or opened 
fraudulently. Use the FTC's ID Theft Affidavit (available at www.consumer.gov/idtheft) when 
YOII dispute new unauthorized accounts. 

• Fil(l a local police report. Obta.in a copy of the police rt:port II.Jld submit it to your creditors and 
any others tha~ may Rquire proof of the identity theft crime. 

• FiJe your concern wjth the FTC. The FTC maintains a database of identity theft ~ases used by 
la;v enforcement agencies for theiI investigations. By filing a concern, it helps the fTC learn 
more about identity theft and the problems victims are having so FTC representatives can better 
assist you. The FTC's Identity Theft Hot11ne toll-free nwnber is 877-lDTHEFI (877-438-4338) 
or you can visit their website at www.fic.gov or contact them by mail: 

Federal Trade Commission 
Consumer Response Center 
600 Pennsylvania Avenue, N.W. 
Washington, P.C. 20580 

Place a Fraud Alert on YOl1r Credit File. To protect yourself from possible identity theft, consider 
placing B. fraud alert on your credit file. A fra\ld alert belps protect you agairlst the possibility of an 
identity thief opening new credit accounts in your name. When a mercb3rJt cbecks the credit history of 
so.rneone applying for ;,redit. the merchant gets a notice that the applicant may be a victim of identity 
theft. The alert notifies the merchant to Lake steps to verify the identity of the applicant You can report 
potential identity theft to all three of tbe major credit bureaus by calling anyone of the toll-free fraud 
numbers t ·elow. You will reach an automated telephone system that allows you to flag your file with a 
fraud alert at all three bureaus. 

EquifaJ. PO Box. 74021 877-478-7625 www.equifax.com 
AtllUlta, Georgia 30374-0:241 

Experian fOBox9S32 888-397-3742 www.experian.com 
Allen, Texas 75013 

TransUnion Fraud Victim Assistance 1)ivision 800-680-7289 'www.1ransunion.com 
PO Box. 6790 
Fullerton, California 92834-6790 

You will be sent instructions on how to get a c.opy of your report from each of the credit bureaus. As a 
possible victim of identity theft, you will not be charged for these copies. Even if you do nOl injtially find 
any signs of fraud on your reports, we rec<lmmend that you review your credit reports care:uUy evel}' 
three lr.onths for the ne>-:t year. Just can the numbers above to order your reports and keep the fraud alert 
in pla.ce. 

Special ~otice for Maryland Residents. If you are a Maryland resident, you may obtain further 
information about p!cventing identity theft by contacting the MaI)'land Attorney General's Office. 

Office ofthc Maryland Attorney General 
200 S1. Pau] Place 
Baltimore,:MD 21202 
888-743-0023 
http://www.oag.state.md.u5 
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