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NEW YORK STATE SECURITY BREACH REPORTING FORM

Pursuant to the Information Security Breach and Notification Act
(General Business Law §899 aa; State Technology Law §208)

Name of Entity: Bayway PDCPC Federal Credit Union
Street Address: 48-94 Bayway Ave. City: Flizabeth State: NI Zip Code: 07202

Sector (please select one): [ ]Local Government [ ]State Government
[ JFederal Government [ X ] Not for profit [ JCommercial [ )Educatjonal
Type of Business (please select one): [ ]Bioteol/Pharm [ ]Cducation [ X JFiuuncial Services
[ JHealth Care [ llnsurance [ ]Retail/Internet [ JTelecom. [ )Transportation
[ Uther
Persons Affected: Total: 146 Dates: Breach Occurred: May 21, 2008

NY residents; 3 Breach Discovered: May 21, 2008

Consumer Notification: May 29, 2008

Reason for delay, if any, in sending notice: On May 28, 2008 received notification from Elizabeth, NJ

Police Department and NJ State Police that notification would not interfere with their investigation.
Description of Breach (please select all that apply): [ ]Hacking incident; [ )Inadvertent disclosure;
[X ]Stolen computer; [ ]JLost computer, CD, tape, etc; [ )Insider wrongdoing;

[ ]ather (specify):

Information Acquired (please select all that apply): [ X ]Name; [X ]SSN; [ ]Driver’s license no.;

| X JAccount number; [ ]Credit or Debit card number; [X ]Other (specify): Account balances

Manner of Notification to Affected Persons (Attach Copy): [X ]Written; [ ]Electronic (email);

[ ]Telephone; [ ]Substi.tﬁte notice (provide justification). List dates of any previous (within 12 months)
breach notifications: None.

Credit Monitoring or Other Service Offered: [ ] Ycs. [ X ]No; Duration:

Service:

Provider:

Submitted by: _Stephen J. Edwards Title: Attorney for orcdit union
Firm Name (if other than entity): Stephen J. Edwards, Attorncy  Telephone: 973-361-9900
Email: steve@edwardslegal.com

Dated: May 29, 2008

Rev. 11/20/07



85/29/2008

Fax or E-mail this form to:
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PLEASE COMPLETE AND SUBMIT THIS FORM TO

EACH OF THE THREE STATE AGENCIES LISTED BELOW:

!
i
\
1
]
:
i

Nrw York State Attorney General’s Ot€ice:
SECURITY BREACH NOTTFICATION
Consnimer Frandg & Protection Bureau.

120 Broadway - 3¢ Floor

New York, NY 101271
Fax: 212-416-6003 1
E-mail: breach.security@ong state.ny.ns

i
New York State Office of Cyber Security '

& Critical Infrastructure Coordination (CSCIC‘
SECURITY BREACH NOTIFICATION i
30 South pear Street, Floor P2 i
Albany, NY 12207 :
fax: 518-474-9090

E-mail: info®gscic.state ny.us i
New York State Consumer Protection Board (Cl’b):
SECURITY BREACH NOTIFICATION
1740 Broadway, 15" floor

New York, NY 10019

fax: 212-459-8855 .
E-mail: security_breach_noftifica Hon@consnmer sthte.ny.us
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Decar Bayway P.D.C.P.C. member,

We arc writing to you because of a recent sceurily incident at Bayway P.D.C.P.C,
We recently had a computer stolen The computer’s hard drive contains personal
information about our members, such as name and address, social security number, credit
union account numbers and balances. Although the information on the hard drive may
not be accessible, we have the taken steps discussed below and we felt it was important to
notfy you of this incident. At this time, we have no reason to believe that your data has
bcen accessed.

We have contacted the Elizabeth Police Department and filed a police report.
They are conducting an investigation. We have also notified the New Jersey State Police
Cyber Crime Unit, FedComp (our data processor), and the National Credit Union
Administration, our federal regulator,

You may choose to contact the three credit reporting agencies in order to place a
fraud alert on your credit files. A fraud alert lets a creditor know to contact you before
opening a new account. Just call any one of the three credit reporting agencies at a
number below. This will let you automatically place fraud alerts with all of the agencies.
You will then receive letters from all of them, with instructions on how to get a free copy

of your credit report from each Experian Equifax
TransUnion
888-397-3742 800-525-6285 800-680-7289

When you receive your credit reports, look them over carefully. Look for
accounts you did not open. Look for inquiries from creditors that you did not initiate,
And look for personnel information, such as home address and Social Security number,
that is not accurate, If you see anything you do not understand, call the credit reporting
agency at the telephone number on the report.

If you do find suspicious activity on your credit reports, call your local police ar
sheriff’s office and file a police report of identity theft. Get a copy of the police report.
You may need to give copies of the police report to creditors to clear up your records.

'Even if you do not find any signs of fraud on your reports, we recommend that
you check your credit report every three months for the next year. Just call one of the
numbers above to order your reports and keep the fraud alert in place.

We also recommend that you review your account staternents and immediately
report any suspicious activity to the credit union. If there is anything that the Bayway
P.D.C.P.C FCU can do o assist you please call §88-591-8828 after June 2, or 908-351-
0255. Please accept our sincerest apologies for any inconvenience this may cause you

For more information you may find the following websites helpful:
www.consumer.gov/idtheft or www.njconsumeraffairs.gov
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