








HELPFUL CONTACT INFORMATION

REVIEW YOUR CREDIT REPORTS
To obtain an annual frec copy of your credit reports, visit www.annualcreditreport.com.

You may also contact the major credit bureaus directly:

e Equifax: 1-800-685-1111, www.equifax.com
e Experian: 1-888-397-3742, www.experian.com
e TransUnion: 1-800-916-8800, www.transunion.com

Once you receive your reports, review them carefully for inquiries from companies you did not contact,
accounts you did not open, or debts on your accounts that you cannot explain. Verify the accuracy of your
Social Security number. address(es), complete name and employer(s). Notify the credit bureaus if any
information is incorrect.

CONSIDER A FRAUD ALERT
Consider contacting the fraud department of the three major credit bureaus to request that a "fraud alert" be
placed or: your file, and include a statement that creditors must get your permission before any new accounts are
opened in vour name.

e Equifax: Report Fraud: 1-800-525-6285, www.equifax.com

e Experian: Report Fraud: 1-888-397-3742, www.experian.com

« TransUnion:  Report Fraud: 1-800-680-7289, www.transunion.com

ADDITIONAL RESOURCES FROM AMERICAN EXPRESS

e Identity Theft Assistance is a free benefit available to all American Express Cardmembers and includes access
to representatives who are on call 24 hours a day, seven days a week, to offer tips on how to be protected
against identity theft. For more information about ldentity Theft Assistance, call 1-800-297-7672 or visit;
www.americanexpress.com/idtheftassistance.

e You canalso sign up to receive free alerts of irregular account activity, via cell phone, PDA, pager, or e-mail.

For more information, visit www.americanexpress.com/alerts.

HELPFUL SUGGESTIONS (IF YOU ARE A VICTIM OF IDENTITY THEFT)

e File a U.S. police report. Get a copy of the report to submit to your creditors and others that may require
proof of a crime.

e Contact the U.S. Federal Trade Commission (FTC). The FTC provides useful information to identity
theft victims and maintains a database of identity theft cases for use by law enforcement agencies. File a
repor: with the FTC by calling the FTC’s Identity Theft Hotline: 1-877-IDTHEFT (438-4338); by mail,
Identity Theft Ciearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, N.W., Washington
DC 20580; or online at wwyv.consumer.gov/idtheft. Also request a copy of the publication, “Take
Charge: Fighting Back Against Identity Theft.”

e Keep a record of your contacts. Start a file with copies of your credit reports, the police report, any
correspondence, and copies ol disputed bills. It is also useful to keep a log of your conversations with
creditors. law enforcement officials, and other relevant parties.



"Demetrios A Eleftheriou” To breach.security@oag.state.ny.us, info@cscic.state.ny.us,

<demetrios.a.eleftheriou@ae security_breach_notification@consumer.state.ny.us
Xp.com> cc
01/15/2009 06:53 PM bce

Subject Security Breach Notification (NY)

CONFIDENTIAL
Dear Sir/Madam:

Pursuant to the NYS Information Security Breach and Notification Act, please
find attached written notice of 2 merchant data security breaches.

1. ‘Hotel ZaZa
(See attached file: NY AG Letter - Hotel ZaZa.doc)

(See attached file: Merchant Data Incident Active (ADOl) CM Letter FINAL.DOC)

25 Lowell Hotel

(See attached file: N7 AG Letter - Lowell Hotel.doc)

(See attached file: Merchant Data Incident Active (ADOl) CM Letter FINAL.DOC)
Thank you.

Sincerely,

Demetrios Eleftheriou

General Counsel's Office

American Express

3 World Financial Center

200 Vesey Street

New York, NY 10285-4903

(212) 640-8687 / (212) 640-0358 (fax)
demetrios.a.eleftherioulRaexp.com

Executive Associate: Rahshida Briggs (212) 640-3359

American Express made the following annotations on Thu Jan 15 2009 16:53:35
"This message and any attachments are solely for the intended recipient and
may contain confidential or privileged information. If you are not the
intended recipient, any disclosure, copying, use, or distribution of the
information included in this message and any attachments is prohibited. If you
have received this communication in error, please notify us by reply e-mail
and immediately and permanently delete this message and any attachments. Thank
you."

American Express a ajouté le commentaire suivant le Thu Jan 15 2009 16:53:35

Ce courrier et toute piéce jointe qu'il contient sont réservés au seul
destinataire indiqué et peuvent renfermer des renseignements confidentiels et
privilégiés. Si vous n'étes pas le destinataire prévu, toute divulgation,
duplication, utilisation ou distribution du courrier ou de toute piéce jointe



est interd.te. Si vous avez recgu cette communication par erreur, veuillez nous
en aviser par courrier et détruire immédiatement le courrier et les piéces

jointes. Merci.
**************.****************************************************************
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