"Saurabh Uppal” To <breach.security@oag.state.ny.us>,

<suppal@airindiausa.com> <info@cscic.state.ny.us>,

02/14/2008 05:00 PM <security_breach_notification@consumer.state.ny.us>
cc

bce

Subject New York State Security Breach Reporting Form

Dear Sir,

Please find enclosed the New York State Security Breach Reporting Form which i am forwarding as an
attachment.

Kindly note that for only 2 NY residents the combination of Name, SSN and other information was present
and for others the Name and Other Information was present on the Computer which i have specified in the
attachment.

Thanks & Regards

Saurabh Uppal

Communications Supervisor

Air India

570 Lexington Ave, 15th Floor

New York, NY 10022

Ph: (212) 407-1388

Fax: (212) 407-1455

Email: suppal@airindiausa.com security breach form. pdf




NEW YORK STATE SECURITY BREACH REPORTING FORM

Pursuant to the Information Security Breach and Notification Act
{General Business Law §899-aa; State Technology Law §208)

Name of Entity: Ap. \Mpia LID
Street Address: 3o LEX{nbripe Mg 4 s bk Heek

City: NEW Yok State: _INY ZipCode: _{po 22,
Sector please sufectoner: | [Local Government | [State Government | ederal Government
{ ] Not-for-profit l)(](lommercial | JEducational

Type of Business (please selectoney: | [Biotech/Pharm { IEducation | |Financial Services
| [Health Care [ JInsurance | {Retail/Internet [ [Telecom. { ¥iTransportation
| |Other

s
Persons Affected: Total: i 2.X Dates: Breach Qccurred: ‘q 32’""" j %o %
NY residents: g"é Breach Discovered: g Jon , 2eol

Consumer Notification: 811” F%; 2008

A

“Reason for delay, if any, in sending notice: &M&ux £
angc& to dALoung e 0&9 m,nm/icxh?- FA-:-:(QMA’ {o be. {:‘oltwe.o{

Description of Breach (please select all that applyy: | JHacking incident; [ JInadvertent disclosure;
[ [|Stolen computer, C D tape, etc; | JLost computer, CD, tape, etc; | [Insider wrongdoing;
% other (spucify): i)f’*’@g BA, WAL Wﬁ‘"\ b"\ JAttach xddmomi duscription ifgucessary]
A feason Puown o jw»Ky Owel tj’&wm (ol pua W gﬂﬁ% Parwed.
Information Acquired (please seloct all that applyy: fName; [ ISSN; [ Driver's immsr. no.;

| JAccount number; | ](_ledltor Debit card number; [LA4Other (specify): |

?i’mdﬂ\« nofe. Ared doq w«i wwwww 2. NY Reoid N S8nl ) phhed Info. WP
“erest BB & ondthe  Compnde S ond ot 2 vt wes not

Manner of Notification to Affected Persons {Attach Copy): [wfWritten; [ |Flectronic (email); W%QM”";

| [Telephone; | [Substitute notice (provide justification). List dates of any previous {within 12 months) 0‘{;‘»\@”

DuR spon slede 3 LMy,

breach notifications:

Credit Monitoring or Other Service Offered: | | Yes; b~ No; Duration:

Service: Provider:

Submitied by: SAVRARY VPPA L Title: Uommw e ipws  Sugpervicar,
Firm Name (if other than entity): AR 1mpy A LD '

Telephone: 2\ 2- 403 1285 Email: f)‘v&«pﬁ el B) oA WA Wa G Lovas

Dated: {4)“ 'Feg: 2B

£

Rev. 112047
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PA/7589
February 8, 2008

To

Please be advised that we have recently been made aware that one of our
computers, containing some of our employees’ personal information (social security
numbers, addresses, etc.), may have come into the possession of an unauthorized third
party. In accordance with the New York State Information Security Breach and
Notification Act, we are required to send this notification to all of our employees., For
more information about this law, please refer to
http://www.oag state.ny.us/consumer/tips/id _theft law.html,

‘We advise you to take whatever protective measures are necessary to shield you
from the threat of identity theft, including but not limited to notifying your financial
institutions to be on alert for suspicious charges on your accounts.

Lastly, please refer all questions and comments to the Attorney General’s office
of consumer affairs at 1(800)771-7755, not to Air India, Ltd., as the Attorney General’s
Office will be much better equipped to answer said questions.

Thank you for your cooperation.

Tear off and return to Personnel Dept. Al, NYC
Return by February 27, 2008

1 acknowledge receipt of letter PA/7589 dated February 8, 2008 regarding
Security Breach . '

Signature date

Print your name Station




