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The Information Technology SeNices team recently discovered a virus on the 8RA network that may 
have aPowed the compromise of data. We immediately launched an Investigation into this Incident and 
informed law enforcement and other U.S. governmental authorities. Our investigation into the source of 
-the virus and potential data compromise continues, and SRA's ITS team, supported by 8RA cyber 
security experts, is swiftly implementing mitigation and remediation actions to eradicate the virus. 

At this time, we have not determined that any personnel data has been compromised but we believe it is 
appropriate to notify an employees that personal information may have been subject to unauthorized 
access. The personnel data maintained by the company includes personal Information such as name, 
address, date of birth, health information and Social Security Number for you and any dependents that 
are enrolled in 8RA benefits programs, as well as personal information stored on a company computer 
(and which in select cases might include personal data reflected in security position questionnaires). If 
we subsequenUy are able to determine that your personal data has been compromised. you will be 
separately notified. 

As a precautionary measure to help detect any possible misuse of your personal information. SRA is 
offering the services of a credit monitoring company to employees. Enrollment is not mandatory, and to 
lInderscore, we have not determined that any personal information has been,compromised. 

We have created a dedicated in'onnation page on the SRA Portal. You can access this page to find tools 
and resources that address this incident, obtain additional details on how to enroll in the credit monitOring 
service and alert you to government Web sites that provide information on how to protect against identity 
theft. We have also set up a special e-mail addresstofleldongoingquestions: datasecurlty@sra.com. 
and the HR specialist assigned to your sector or leverage team is available to answer additional 
questions. . 

You should be aware that the information you are receiving. today is company proprietary and s.hould not 
be dIscUssed externally. Refer media Inquiries to Communication & Public Affairs VICe President Sheila 
Blackwell (Sheila Blackwell@sra.com/703.227.8345>' We have also begun notifying our customers 
through our business program managers and contracts personnel . . For customer inquiries, you should 
refer questions to Contracts Vice President Mark Connel (Mark Connei@sra.comf703.322.4969) or 
CustomerDataSecurity@sra.com. 

We apologize for any inconvenience. We want you to know that SRA takes the security of your personal 
data very seriously and we are committed to minimizing the risks associated with the exposure of 
personal Information. Security is of paramount importance to SRA, and we maintain numerous 
safeguards to protect your Information. We are Implementing additional safeguards intended to prevent a 
similar Inc/dent from occurring in the future. 

Please take the time to visit the portal page and submit any questions you have to the dedicated kn address above. 

Stan Sloane 
President & CEO 
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Personnel information -- such as names, addresses, dates of birth, personal health information and Social 
Security numbers as well as personal information stored on a company computer, and which in select 
cases might include personal data reflected in security position questionnaires - may have been subject 
to unauthorized access. If your dependents are enrolled,in SRA benefits programs, their personal 
information may also have been subject to unauthorized access. This letter serves as notice to both you, 
as the employee, plus your spouse and any other deperldents you may have enrolled in the SRA health 
plans. Again, We have not determined that any personal information has'been compromised but we do 
want to share with you the steps you can take to guard against idenlity fraud. 

This and additional information is available on the SRA Portal at 
,htlps:llinfo.oortal.sra.com/employee/hrlspilPages/default.aspx 

,Credit Monitoring Services 
At your option, we are offering credit monitoring services, at no cost to you, provided by 
Consumerlnfo.com, Inc., an Experianf> company. Please see the dedicated portal page for enrollment 
instructions If you wish to enroll. 

,Placing a Fraud Alert 
A fraud alert is a consumer statemen~ added to your credit report. This statement alerts creditors.of 
possible fraudulent activity within your report, as well as requests that they contact you prior to 
establishing any account 'in your name. Instructions to create an alert can be found here. 

,Where You Can Go for More Information 
If you want to learn more about identity theft, visit the followlng helpful Web sites: 
• The Federal Trade Commission (FTC) runs the U.S. government's Identity theft information Web site: 

. http;(Iwww.ftc.govlidtheft. You also can contact the FTC by phone at 877.1D.THEFT (877.438.4338). 
Th&Federal Trade Commission 
Consumer Respon~e Center 
600 Pennsylvania Avenue, NW 
Washlng(on, DC 20580 
hUp:IIWWW.ftc.govlbcp 

, 
If at any time, you find suspicious activity on your credit reports, please file a complaint with the FTC 
using the online complaint form at htlps:lfwww.ftccomplaintassistarit.QOv/ or call the number listed 
above. Your complaint will be added to the FTC's Identity Theft Data Clearinghouse, where it will be 
accessible by law enforcement agencies for their Investigations. 

• The Identity Theft Resource Center is a non-profit organization that you can contact online at 
http://www.idtheftcenter.orql or via email to itrc@idtheftcenter.org. 

In addition to the FTC, you can also contact the office of your state's attorney general about steps you 
can take to avoid identity theft. 

EXperts recommend that you carefully monitor aU of your account statements. You may obtain a copy of 
your credit report each year - free of charge - whether or not you suspect any unauthorized activity on 
your account. A free copy of your credit report may be obtained by contacting anyone of the following 
national consumer reporting agencies: 

Equlfax Security Freeze 
P.O. Box 105788 

AtJanta, GA 30348 

Experian Security Freeze 
P.O. Box 9554 

Allen, TX 75013 

TransUnlon (FVAD) 
P.O. Box 6790 

Fullerton, CA 92834-6790 



www.equifax.com 
800.525.6285 

Q1: What happened? 
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www.experian.com 
888.397.3742 

www.transunion.com 
600.680.7289 

A 1: SRA recently discovered a virus on the SRA network, and through investigation by its 
cybersecurity experts, determined that It may have allowed the compromise of data. 

Q2: What actions have been taken? 
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A2: SRA has reported the security incident to the appropriate authorities. The IT Services (ITS) 
team, along with SM cybersecurity experts are Investigating the incident and swiftly 
implementing mitigation and remediation actions. We have shared our findings with our anti-
virus vendor and they have updated their virus definitions to detect the virus files we identified. 

Q3: Have other companies been affected by this virus, or just SRA? 
A3: Unfortunately, viruses are a common problem. While we have no specific information, we 

believe that the security issue may affect more than just SRA. 

Q4: What kind of. personnel data is on SM servers? 
A4: Personnel data maintained by SRA includes personal information such as employee names, 

addresses, Social Security numbers, dates of birth and health care provider information, as 
well as those of your spouse or dependents enrolled in our benefits programs. Also potentially 
subject to access is personal information stored on a company computer, and which in Select 
cases might include personal data reflected in security position questionnaires. At this time, we 
have not determined that any personnel data has been compromised but we believe it is 
appropriate to notify all employees that personal information may have been subject to 
unauthorized access. 

QS: Is this public Information? 
A5: No. This is proprietary Information, but SRA believed It was appropriate to notify employees. 

Disclosure of this incident may create additional security risks and therefore, should not be 
discussed publicly_ SRA is also notifying customers. 

Q6: Was this issue caused by an SRA employee? 
A6: At this time, we have no Indication that this was caused by an employee. We continue to 

investigate the incident in collaboration with appropriate authorities. 

More FAQs 


