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Reporting Form 
For Business, Individual or NY State Entity reporting a 

"Breach of the Security of the System" 
Pursuant to the Information Security Breach 

and Notification Act (General Business Law §889.aa; 
State Technology Law §208) 

p, 02 

Name of Business, Individual or State Entity 
Date of Discovery of Breach: 

First Tennessee Bank Brokerage. Inc: 

Estimated Number of Affected Individuals: 
Date of Notification to Affected Individuals: 
Manner of Notification: [X] written notice 

February 20,2008 
1 
March 17, 2008 

[ ] electronic notice (email) 
[ ) telephone notice 

Are you requesting substitute notice? [ ] Yes [X] No (If yes, attach justification) 

Content of Notification to Affected Individuals: Describe what happened in general te11llS and 
what kind of information was involved. Please attach copy of Notice. 

An unauthorized and unidentified third party accessed certain information concerning 
brokerage accounts for a limited period of time. We have invalidated the password 
and identiiication number used to gain access by such party. We have also 
implemented additional safeguards to ensure that trades are authorized by the 
customer. 

Name of Business or Individual Contact Person: 
Title: 
Telephone nwnber: 
Email: 

Dated: March 17.2008 
Submittt::d by: Becky Bassett 
Title: Customer Advocacy Group Manager 

C. W. Rutledge 
SVP & Asgistant General COWIsel 
�9�0�1�-�5�2�3�~�4�7�2�4� 

cwrutledge@firsthorizon.com 

Address: 1755 Lynnfield Bldg D. Memphis, TN 38119 
Email: Becky@firsthorizon.com 
Telephone: 901-257-6560 Fax: 901-257-6879 
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Date 

Consumer Nllme 
Consumer Address 
Consumer City, St8te, Zip Code 

DL'lar Valued Consumer: 

FAX NO. 

In keeping with our efforts to provide you with superior service, we arc writing with important information that 
pertains to your First Tennt!~scle Brokerage account. 

P. 03 

An unauthorized and unidentitied third party accessed certain information concerning your account number ending 
in XXXX for a limited period of time. First Tennessee values customer privacy and as such, we are notitying you 
because the possibility elxists that your account information may be misused. We have invalidated the password and 
identification number used to gain access by such party. We have also implemented additional safeguards to enSUfU 
th81 trades placed tctr your BCCOlmt have been authoriud by you. 

Please note that just because you received this letter does not mean that your infonnation was actually misused. 
First Tennessee values customer privacy and as such, we arc biking I) conservativ\! approach and notifying you 
because the po!>sibility exists that your information may be used by a third parry. However, in keeping with our 
commitment to our customers. we encourage your vigilance in monitOring your accounts liver the next 12 til 24 
months lind Iisk that you report any issues of concern to us. 

We have arranged with Equifax Personal Solutions ~ help you protect your identity and your credit intormation at 
no cost to you. The steps to follow liTe: 
I. EMoll in Equifax Credit WlltchTr.t Gold with 3-ill-1 Monitoring identity Iheft protection service. This product is 

beling provided to you at no cost. 
2. Additionally, you may choose to adopt an increased level of protection by placing a fraud alert on your credit 

fil.e at Dquifax and the other twO credit reporting ltgencies 

Enroll in Eguifax Credit Watch ™ Gold with 3-in- ,-Monitoring 
Equifax Credit Watch will provide y()U with an "early warning !lystem" to changes to your credit file and help you to 
wlderstand the cont"."t of your credit file at the three major credit-reporting agencies. The key featurts and benctil;s 
arc listed below. 

Equifax Credit Walch provides you with a I-year membership service: 
C) Comprehensive credit file monitoring ofyouT Equifax. Experian, and TransUnion credit reports with daily 

notification of key chiSFIges to your credit files ",om any of the three ag(''t1ciels. 
o Wireless alerts and customizable alerts available 
o One 3-in-1 Credit Report and unlimited IICCCSS to your Equifax Credit Report™ 
o $20,000 in identity theft insurance with $0 deductible, at no additional C09t [0 you 
o 24 by 7 live agent Customer Service to assist you in undc:rstanding- the conhmt of your Equif.tx credit 

infonnation, to provide personalize identity Iheft victim assistance and in initillting an investigation of 
inaccur.tte ill rormation. 
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How to Enroll 
Equifax hAs 11 simple Intomet-based verification and enrollment process. 

Visit: www.myservices.eguifax.com/tri. 
I. Consumer In form ati!!.n: complete the form with your contact information (nllme, address, and e-mail address) 

lind click "Continue" button. The intormlltion is provided in a secured environment. 
2. Identity Verification: complete Ihe forrn with your Social Security Number, date of birth, telephone it:;, create a 

User Name lind Password, agree to the Terms of Use find click "Continue" button. The system will ask you lip 
10 two security questions to verify your identity . 

3. Payment Information: During the "check out" process, provide the following p.romotional code: <XXXXX> in 
the "Enter Promotion COQe" box. (no spaces, include dash.) After entering yOW" code, press the "Apply Cod(:" 
button and then the "Submit Order" button at the bottom of the page. (This code eliminates the need to provide 
II credit c£lrd number for payment.) 

4. Order Confirmation: - Click "View My Product" to access your 3-in-! Credit Report and other product 
ftatlltes. 

To si!:,'T1 up for US Mail delivery of the product, dial 1-866-937-8432 for access to the Equifax Cr~di[ Watch 
liul\)mated enrollment process. Note: that all credit reports and alens will be sellt to you via US M.ail only. 

1. Promotion Code: You will be a!>ked to enter your promotion code as shown above (no splices, no dash) 
2. Custom!)r InfonDation: You will be asked to enter your home t()lephone number, home address, name, date of 

birth and Social Security Number. 
3. Permissible Purpose: Y (lU will be asked to provide Equit'ax with your permission to access your credit file nnd 

to monitor your file. Without your agreement, Equifa)( can not proces:s your enrollment. 
4. Order ConfirmatjQ'1: EquifliK will provide a confirmatiun number with an ex.planation that you will rllceive your 

Fultillment Kit via the US Mail (when Equifax is able to verify your identity) or 1\ Customer Care lener with 
further instructions (if your identity clln IIOt be verified using the information provided). 

The deadline for enrolling in the free Equifax Credit WatchrM Gold with J·in-I Monitoring prog~m is October 3-1 , 
2008. 

Directions for placing a Fraud Alert 
A mud alert is s consumer statement addud to your credit report. This statement alert:> creQitors of possible 
fraudulent activity within your repon as well as reques[s that they contllct you prior to establi~hing any accounts in 
your name. Once the fraud ahlrt is added to your credit report, all creditors should contact you prior to establishing 
any account in your name. To p\a.ce a fi-clud alert on your Equifa)( credit file, you may conract our auto maud )jne e.t 
}·877-478-7625, lind follow the simple prompts. Once the fraud aleTt has been placed with Equifax, a notitication 
will be sent to the other tW(l cn::dit reporting agencies, Experian and Trans Union, on your behalf 

We deeply regret this incident and any incollvenience that it may CDUse our custl)m~rs. Consumer <lItts protection is 
a high priority fo.r First TenMssee. If you have any questions or need further information, plellse do not hesitate to 
call me at 901-818-60 I O. 

Sincerely, 

Paul Mllnn 
President and Chief Compliance Otlicer 
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First Horizon/First Tennesse~ 

Fax 
To: ern From: FeliciaMiUer 

Fax: S18~474-2474 Pages: 4 

Phone: Date: 3120/08 

Re: Customer N otificanon Event cc: 

o For Review o Please Comment 0 Please Reply o Please Recycle 

Following is infonnation related to a recent customer notification event processed in our 
o"ffice. 

Please advise should you requite any additional infonnation from our oflice. 

Thanks, 

Felicia Miller 

Customer Advocacy Department 

I 


