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NEW YOlU< STATE SECUlUTY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Ad 

(General Business Law §899-aa; State Technology Law §208) 

Name of Entity: _ AmeX'ican Express 

Street Address: 200 Vesey St. 
City: New York State: Zip Code: 10285. , 

Sector (pl,ue .elect on!!): 

[ ) Not-for-profit 
( )Locol Government 
[ xl Commercial 

]Sti\te Government 
] Educational 

( )Fedenl Govemment 

Type of Business (please sal Del ona): 
r ]Health Core []Jnsurance 

)Biotec:h!Pharm 
JRetail/Intemet 

)Educ:otion 
)Telecom, 

I X]Financial Services 
[ )Transportation 

[ ]Other ____________________________________________________ ___ 

Peraons Affected: Total: -.:.9 .... =.;15""'5'--_____ 
NY residents: 2.453 

Dates: Breach Occuned: 10/26/2007 
Breach Discovered: 10/29/2007 
Con5Umef Notification: �����������/����������

Reason for delay, il any, in sending notice: �~�I�n�_�v�_�e�_�s�_�t�_�1�_�=�g�~�a�_�t�e�_�d�_�t�_�h�_�e�_�I�n�_�c�_�1�_�d�_�e�_�n�_�t� ________ _ 

Description of Breach (plmc �s�l�!�l�l�!�~�1�1�!�l�l� thlll Dpply): r ]Hacking incident; []InBdvartant dl.clo.urei 
[X)Stolen computer, CO, tape, etc; ()Lost computer, CD, tape. etc: [ JInsider wrongdoing; 
[ ] other (specify): (Attach additiollPI description If �n�I�!�~�U�I�Q�r�y�)� 

Information Acquired (plouolOlaetall that Ipply): [xlNomei [x15SN; ]Driver's license no.; 
[ )Account number; [ )Credit or Debit cot,d number; [ ]Other (.pcdEy): __________ _ 

Manner of Notification to Affected PerllonlllAuac:h cppy): [X)Wrlttenj r ]Blectronic (email); 
[ )Telephone; [ )Substitute notice (provide justification), List dates of any previous (within 12 months) 
breachnotificatiotlB; �~�e� have Bent breAch notificatigns from Ume to time throuehout 
the oourse of 2007. 
CrecUt Monitoring or Other Service Offered: [Xl Yes; 
Service: Triple Advantage 

Submitted by: Dematrioa Eleftheriou 

Pinn Name (If other than entity): 
Telephone; 212-640-8687 

Dated; _.a1_ ... 011.0'4.-...l0oc,,8oe..-___ _ 

[ J No; Duration: �.�.�.�.�.�;�;�;�.�1�"�:�"�'�y�~�e�;�.�;�;�4�;�.�;�;�r� ______ _ 
Provider: __ E_x_p_e_r_i8_n _______ _ 

Title: C_ou_n_B_e_l ________ _ 

EmnU: �d�e�m�e�t�r�1�0�8�.�a�.�e�l�e�f�t�h�e�r�1�o�u�@�~�8�x�p�.�c�o�m� 

�R�~�v�.� ������������������
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AnlClicen SXprcli Company 
200 Veley Slleal 
N~w York. NY J 0285·DD01 

Date 

Employee Name 
Address 
City, State, Zip Code 

Dear [Name], 

I am writing to tell you about a privacy breach affecting some current and former American Express 
employees. 

Recently, an employee with approved access to confidential informlltion took home a memory stick that 
contained files pertaining to employee compensation data in order to complete I work assignment. Your 
personally identifiable infonnation, including your name and Social Security number, along with some 
compensation infonnation, was on the memory stick. TIle stick was encrypted and password protected. 
However, the device was taken by an unauthorized party (a member of the employee's family) who was 
able to open the memory stick and some of the files after determining the password. 

The company's Global Security team and IOCR I law enforcement were contacted and immediately began 
an investigation into the matter. We have recovered the memo!), stick and have no reason to believe that 
the data will be misused in any way. 

We wanted to let you know about this incident as soon as possible and offer you some assistance as a 
precaution to help safeguard your infonn8tion. 

ABOl 

• The Employee Relations Service Center (ERSC) is a.vailable to answer any question you may 
have. Current U.S. employeos should call 888-HR4-AEXP (888-474-2397) and choose option I 
for active employees, followed by option 3 to be connected to ERSC. All others should c811336· 
393-1009 and choose option 2 for ERSC. Representatives are available Monday through Friday 
between 8:00 a.m. and 8:00 p.m. Eastern Time. Outside these hours, callers can leave a message 
and a representative will respond by the next business day. 

• We have arranged for currcmt and fonner U.S. employees whose information was contained on 
the memory stick to enroll in a credit monitoring membership for one year. This product will be 
provided to you free of charge. It will notify you bye-mail of any ke~ changes to your credit 
reports at the three major U.S. credit reporting companies - Experianf), Equifaxf), and 
TransUnionf). If there is no questionable activity on your credit report, you will be updated by e-
mail monthly. Th~ credit monitoring product also provides access to ft'8ud resolution specialists 
who can assist with information and resources about identity theft. Because U.S. law requires 
your consent to enroll in this product, please visit: httDll!partDer.coDBumerinfo.comlprivacy to 
register, and use tho activation code located at the bottom right hand comer of this page. You 
must have a Social Security numbel' and curront Or fonnor U.S. address to enroll. 

Ac;tivatlon Code: XXXXXXXXX 
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• In addition to the monitoring service. we suggest, as an extra precaution, that you consider 
placing a fraud alert on your credit files at the three major U.S. credit bureaus. This will alert 
creditors to take additional steps to verifY your identity prior to granting credit in your name. A 
sheet containing helpful contact information. including how to obtain copies of )lour credit 
reports, how to place a fraud alert on your credit files and steps you can take in the event of 
identity theft, is included with this letter. 

Americall Express takes the security and confidentiality of your information very soriously. In light ofthis 
incident, we wiJI continue to increase our ongoing efforts to strengthen our information security policies 
and procedures, as well as our training and compliance programs across the company, and ensure that 
employees and contractors are In full compliance with them. As such. wo are reviewing internal systems 
and databases across the company that eontain Social Security numbers and are prohibiting access to and 
use of this information except where lesally necessary, such as for payroll and tax reporting PUrpOS09. 
Also, wherever possible, we are removing employee Social Security numbors from internal systems and 
u.inS Employee ID numbers instead to identify employees. 

I rogret any concern or inconvenience this incident may cause you. 

Sincerely, 

Kevin Cox 
Executive Vice President. Human Resources 
American Express Company 
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HELPFUL CONTACT INFORMATION 

CREDIT MONITORING ENROLLMENT 
To enroll In credit monitoring go to htto:lloarlner.tODlumerinfo.com/prlyac:y. Refer to the activation 
code provided on the first page of this letter. 

For assIstance with tho credit monitoring membership, please contact Experlan at 1-866-252-0121. Hours 
ofoporation are Monday through FridflY, 6:00 a.m. - 6:00 p.m. (PST) and Saturday through Sunday 8:00 
a.m. - 5;00 p.m. (PST). 

REVIEW YOUR CREDIT REPORTS 
To obtain an annual free copy of your credit repori., visit www.8Dnualcredltreport,eom. 

You may also contact tbe major credtt bureaUi directly: 
• Equifax: 1-800-685-1111, W\VW.eguifax.com 
• Experian: 1-888-397-3742, www.experian.com 
• TransUnion: 1-800-916-8800, www.transunion.com 

Once you receive your reports, review them carefully for inquiries from companies you did not contact, 
accounts you did not open, or debts on your accounts that you cannot explain. VeritY the accuracy of your 
Social Security number, addressees), complete name and employer(s). Notify the credit bureaus if any 
information is incorrect. 

CONSIDER A FRAUD ALERT 
CODIIder cootacdnc tbe trllild dllpartment of the three major credit bureaull to request that a "fraud 
alerr' be placed on your file, and include a statement that creditors must get your permission before any 
new accOunts are opened in your name. 

• Equifax; 
• Experian: 
• TransUnion: 

Report Fraud: 1-800-525-6285, www.equjCax.com 
Report Fraud: 1-888-397-3742. wroy.e,xDerjIP.com 
Report Fraud: 1-800-680-1289, wmy.tranlunion.com 

HELPFUL SUGGESTIONS (IF YOU ARE A VICTIM OF IDENTITY THEFT) 
• FilII. U.S. ponce report. Get a copy ofthe report to submit to your creditors and others that may 

rllquire proof of a orime. 
• Contact the U.S. Federal TrAde Commiaslon (FTC). The FTC providos usoful infonnation to 

identity theft victims and maintains a database of identity theft cases for use by law enforcement 
agencies. Pile a report with the FTC by calling the FTC's Identity Theft Hotline: J-877-IDTHEFT 
(438.4338); by mail, Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania 
Avenue, N.W., Washington DC 20580; or online at www.coD8umtr.go,,/idtbeft. Also request a copy 
ofthe publication, "Take Charge: Fighting Back Against Identity Theft." 

• Keep a record of your contacts. Start 8 file with copies of your credit reports, the police report, any 
correspondence, and copies of disputed bills. It is also useful to keep a log of your conversations with 
creditors, law enforcement officials, and other relevant parties. 
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