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Anicrican Express Company
200 Vessy Streot
New York, NY 10285-0002

Date

Employee Name
Address
City, State, Zip Code

Dear [Name),

I am writing to tell you about a privacy breach affscting some current and former American Express
employzes.

Recently, an employee with approved access to confidential information took home a memory stick that
contained files pertaining to employee compensation data in order to complete & work assignment. Your
personally identifiable information, including your name and Social Security number, along with some
compensation information, was on the memory stick. The stick was encrypted and password protected.
However, the device was taken by an unauthorized party (a member of the employee’s family) who was
able to open the memory stick and some of the files after determining the password.

The company's Global Security team and local law enforcement were contacted and immediately began
an investigation into the matter. We have recovered the memory stick and have no reason to believe that
the data will bs misused in any way.

We wanted to let you know about this incident as soon as possible and offer you some assistance as a
precaution to help safeguard your information.

o The Employee Relations Service Center (ERSC) is available to answer any question you may
have, Current U.S. employees should call 838-HR4-AEXP (888-474-2397) and choose option |
for active employees, followed by option 3 to be connected to ERSC. All others should call 336-
393-1009 and choose option 2 for ERSC. Representatives are available Monday through Friday
between 8:00 a.m. and 8:00 p.m. Eastern Time. Outside these hours, callers can leave a message
and a representative will respond by the next business day.

o We have arranged for current and former U.S. employees whose information was contained on
the memory stick to enroll in a credit monitoring membership for one year, This product will be
provided to you free of charge. It will notify you by e-mail of any key changes to your credit
reports at the three major U.S. credit reporting companies — Experian®, Equifax®, and
TransUnion®, If there is no questionable activity on your credit report, you will be updated by e-
mail monthly. The credit monitoring product also provides access to fraud resolution specialists
who can assist with information and resources about identity theft. Because U.S. law requires
your consent to enrol! in this product, please visit: http://partner.consumerinfo.com/priyacy to
register, and use the activation code located at the bottom right hand comer of this page. You
must have a Social Security number and current or former U.S. address to enroll.

AEQ) Activation Code: X0CXXXXXX
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¢ In addition to the monitoring service, we suggest, as an extra precaution, that you consider
placing a fraud alert on your credit files at the three major U.S. credit bureaus. This will alert
creditors to take additional steps to verify your identity prior to granting credit in your name, A
sheet containing helpful contact information, including how to obtain copies of your credit
reports, how to place a fraud alert on your credit files and staps you can take in the event of
identity theft, is included with this letter.

American Express takes the security and confidentiality of your information very seriously. In light of this
incident, we will continue to increase our ongoing efforts to strengthen our information security policies
and procedures, as well as our training and compliance programs across the company, and ensure that
employees and contractors are In full compliance with them. As such, we are reviewing internal systems
and databases across the company that contain Social Security numbers and are prohibiting access to and
use of this information except where legally necessary, such as for payroll and tax reporting purposes.
Also, wherever possible, we are removing employee Social Security numbers from internal systems and
using Employee ID numbers instead to identify employees.

I regret any concem or inconvenience this incident may cause you.

Sincerely,

Kevin Cox
Executive Vice President, Human Resources
American Express Company
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HELPFUL CONTACT INFORMATION

CREDIT MONITORING ENROLLMENT

To enroll In credit monitoring go to http:/partner.consumerinfo.com/privacy. Refer to the activation
code provided on the first page of this letter.

For assistance with the credit monitoring membership, please contact Experlan ar 1-866-252-0121. Hours
of operation are Monday through Friday, 6:00 8.m. — 6:00 p.m. (PST) and Saturday through Sunday 8:00
a.m. - 5:00 p.m. (PST).

REVIEW YOUR CREDIT REPORTS
To obtain an annual free copy of your credit reports, visit www.annnalereditreport.com.

You may algo contact the major credit bureaus directly:

o Equifax: 1-800-685-1111, www.equifax.com
¢ Experian: 1-888-397-3742, yyww.experian.com
« TrangUnion: 1-800-916-8800, www.transunion.com

Once you receive your reports, review them carefully for inquiries from companies you did not contact,
accounts you did not open, or debts on your accounts that you cannot explain. Verify the accuracy of your
Social Security number, address(es), complete name and employer(s). Notify the credit burcaus if any
information is incorrect.

CONSIDER A FRAUD ALERT

Consider contacting the fraud department of the three major credit bureaus to request that a “fraud
alert” be placed on your file, and include a statement that creditors must get your permission before any
new accounts are opened in your name.

o Equifax: Report Fraud: 1-800-525-6285, www.equifax,com
e Experian: Report Fraud: 1-888-397-3742, www.expexian.com
¢ TransUnion: Report Fraud: 1-800-680-7289, ywwyy.trangunion.com

HELP¥UL SUGGESTIONS (IF YOU ARE A VICTIM OF IDENTITY THEFT)

o Filea U.S. police report. Get a copy of the report to submit to your creditors and others that may
require proof of a orime.

o Contact the U.S. Fedcral Trade Commisslon (FTC). The FTC provides useful information to
identity theft victims and maintains a database of identity theft cases for use by law enforcement
agencies. File a report with the FTC by calling the FTC’s Identity Theft Hotline: 1-877-IDTHEFT
(438-4338); by mail, Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania
Avenue, N,W,, Washington DC 20580; or online at wyw.consumer.gov/idtheft. Also request a copy
of the publication, *Take Charge: Fighting Back Against Identity Theft.”

* Keep a record of your contacts, Start a file with copies of your credit reports, the police report, any
correspondence, and copies of disputed bills. It is also useful to keep a log of your conversations with
creditors, law enforcement officials, and other ralevant parties.




