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NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Infonnation Security Breach and Notification Act 

(General Business Law �§�8�9�9�~�a�a�;� State Technology Law §208) 

Name of Bntity; (#fA£- ()te l!4,y«,. U'SA / N · A . 
Street Address; /)"oJO �~�7�4�t�.�.�- eMIL J>elIlC 
City: XCi t �~�I� tU(!V1j) State; t/A Zip Code; �Z�=�.�.�;�:�;�.�.�3�.�.�.�.�;�.�.�t�.�.�:�:�;�.�3�-�=�~� ___ _ 

Sector �(�p�l�e�.�,�~� select ono): 

( ) Not-for-proUt 

( )Locnl Government 
(,..-r(onunercial 

)State Govenunent 
)Bducation;,l 

( )Federal Government 

Type of Business (please select one): 

)Health Care )Insurance 
lBiotechlPharm 
] Ret2lil/Internet 

)Education 
)Telecom. 

[ �~�a�n�c�i�a�l� Services 
)Transportation 

[ )Oilier ____________________________________ __ 

Persons Affected; Toto}; 4 Dates; Breach Occurred; 
NY residents: __ '-1-'---__ Breach Discovered: 5: 8" �~� 8' 

Consumer Notification; 8. I 'l,.. '()8' 
Reason fOI delay, if any, in sending notice: �~�1�Y�I�t�.�,� SS"et{r /Try /AlVgs1?6A72m. 
Cdiromees /fC£tl/vf) {/tCtJ4l- IJI)TlCe-- Iml11EtJIGtt-1 7ft"" ,»)tfrrnlkm(/l1' 

Description of Breach (pimp ,.Iect 1111 thftt opply): [ lHacking incident; )Inadverlent disclosure; 
]Stolen computer, CO, tl\pe, etc; [)Lost computer, CD, tape, etc; �[�~�j�d�e�r� wrongdoing; 

[ ] other (specify): (Attach additional d.miption if necelSlJYJ 

Information Acquired (pleaso �s�c�l�~�C�I� t!llhat apply): �[�~�e�;� [)SSNi [)Driver's license no.; 

[vfAcco\1nt number; V)'Credit or Debit card number; [ lOt her (specify): __________ _ 

Manner of Notification to Affected Persons ("tlach copy>: �~�r�i�t�t�e�n�i� [ )Electronlc (email); 
vrfelephonei ( )Substitute notice (provide justification). List dates of any previous (within 12 months) 
breach notifications; _ ..... i' ........ I,,_'...a./_()....:;K _____________________ _ 

Credit Monitoring or Other Serviee Olfered: �[�~�e�s �;� [I No; Duration: �~�.�!�.�.�/�_�~�-�-�'�-�m�.�~�I�n�1�-�'�-�S� ____ _ 
Service: C'il.Jr'bIT tA/nrJ... �~�U�l� �~�)�A�.�I�:�:�i� Provider: �~�~�c�:�.�.�.�;�'�.�i�:�.�.�:�.�.�J�.�:�.�.�.�:�P�A�:�.�.�:�.�.�.�X�<�.�:�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-�-

Subrruttedby: . �~� �t�I�)�A�i�:�~� Title; Wt:e/ft-sl/Jenr (1p)ld �m�v�.�l�~� dl1c/Yt 
Firm Name (if other Ihlln entity): �~�N�'�-�'�/�.�4�'�-�=�"�- ____________________ _ 
Telephone: 't'Ot/ �z�,�~�4� 

Dated: ---lRIo4-/=-&z).-4-0---,-f __ 

Rev. 11120/07 



Aug. l'/.. LUU~ Y: L~AM 

[Month) XX. 2008 

(Name) 
[Address] 
(City), (State] [Zip code] 

Dear (Name]: 

.Incident -Response Letter 
[Letter Head] 

No. 0478 P. 3/5 

We are writing in regard to the unauthorized activity recently reported in connection with 
your former account at Capital One Bank. As you are aware, it has been confirmed that 
the transaction requests came from unauthorized third parties. This activity suggests 
that personal information including, but not necessarily limited to, your name and former 
account number have been compromised. In light of this incident there are certain 
precautionary measures that we recommend you take that could help safeguard your 
personal information or alert you to further attempts by third parties to assume your 
identity. Please note that some of these measures are simply precautions that we 
believe any consumer should consider under all circumstances. 

To help you in this process, we have arranged with Equifax to provide you with their 
"Credit Watch ™ Gold with 3-in-1 Monitoring" service. 

The Equifax Credit Watch 'I'M Gold with 3-in-1 Monitoring service includes; 
o Comprehensive credit file monitoring of your Equifax. Experian, and TransUnion 

credit reports with daily notification of key changes to your credit files from any of the 
three agencies. 

o Wireless alerts and customizable alerts available. 
o One 3-ln-1 Credit Report and unlimited access to your Equlfax Credit ReportTM. 
o 24 by 7 live agent Customer Service to assist you in understanding the content of 

your Equifax credit information, to provide personalize identity theft victim aSSistance, 
and in initiating an investigation. of inaccurate information. 

Refer to Equifax's website for additional information about this service. 

If you decide to enroll in this service, Capital One Bank wi" pay the cost of your initial 
one-year membership fee. This offer is valid through [Expiration Datel. To enroll in this 
credit protection program, Equifax has a simple Internet-based verification and 
enrollment process at: 
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www.rnyservices .eguifax.com/tri 

During the "check out" process. provide the following promotional code in the "Enter 
Promotion Code" box: [Credit Watch Code] 

(This code eliminates the need to provide a credil card number for payment. Please note it is cap sensitive.) 

To sign up for US Mail delivery of the product, dial 1-866-937-8432 for access to the 
Equifax Credit Watch automated enrollment process. Note that all credit reports and 
alerts will be sent to you via US Mall only. 

Whether or not you subscribe to the Credit Watch1M Gold with 3-in-1 Monitoring service, 
you should remain vigilant oVer the next twelve to twenty-four months by reading your 
financial account statements thoroughly and promptly. You should report any incidents 
of Buspected identity theft to the relevant financial institution andlor to local law 
enforcement. 

In addition, you should periodically obtain credit reports from each nationwide credit 
bureau noted below. Once you receive your reports, review them for suspicious activity, 
such as inquiries from companies you did not contact, accounts you did not open, and 
debts on your accounts that you did not authorize. Verify the accuracy of your social 
security number, address(es), complete name and employer{s). Notify the credit 
bureaus if any information is incorrect in order to have it corrected or deleted. 

To obtain free credit reports, simply Visit www.annualcreditreport.com.caIl1-877w322-
8228, or complete the Annual Credit Report Request Form, which can be found at 
www.ftc.goV/bcp/conline/include/reguestformfinal.pdf, and mail it to : Annual Credit 
Report Request Service, P.O. Box 105281, Atlanta, GA 30348-5281 . For more 
information on getting your credit reports free once a year or buying additional reports, 
read Your Access to Free Credit Reports at 
http://www.ftc.gov/bcp/edu/pubs/consumer/credit/cre34.sbtm. 

As an additional measure, you can call the tOil-free fraud number of anyone of the three 
nationwide credit bureaus and place an initial fraud alert on your credit report. 
Equifax: 1-800-525-6285; http://www.equifax.com/answers/sel-fraud-alerts/en_cp; P.O. 
Box 105069. Atlanta, GA 30348-5069 
Experian: 1·8SB·EXPERIAN (397-3742); 
https://WNW.experian.com/consumer/cacllnvalidateSession.do7code:;SECURITYALERT 
; P.O. Box 9532, Allen, TX 75013 . 

TransUnion: 1-800-680-7289; 
http://www.transunion.com/corporate/person al/fraudl dentily TheftJpreventing/fraudAle rt. p 
age; Fraud Victim Assistance Division, P.O. Box 6790, Fullerton, CA 92834-6790 



(' 
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An initial fraud alert stays on your credit report for 90 days and acts as an alert to 
potential granters of credit. 

If you would like more information about precautions against identity theft or if you 
suspect that your information has been misused, visit the Federal Trade Commission's 
web site at www.ftc,gov/bcp/edu/microsites/idtheft/, call their hot line at 1-877-ID-THEFT 
(436-4338) or write to the Federal Trade Commission at Federal Trade Commission 
Consumer Response Center, 600 Pennsylvania Avenue, N.W., Washington, DC 20580. 

If you have any questions or concerns, please do not hesitate to call us at (phone 
number]. A team of Capital One Bank representatives will be available to assist you. 

Sincerely, 

(Name) 
[Title] 


