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Independent
@ Health.

S11 Farber Lakes Drive, Buffalo, New York 14221 716 631 3001  www.independentheaith.com

August 30, 2007

Assistant Attorney General in Charge
Bureau of Consumer Frauds

120 Broadway

3™ Floor

New York, New York 10271

NYS Office of Cyber Security and Critical
Infrastructure Coordination

30 South Pearl Street

Floor P2

Albany, New York 12207

Re: Reporting Form/Breach of the Security System
Dear Sir/Madam:

On behalf of Independent Health Association, Inc., enclosed please find a
completed Reporting Form For Business, Individual or NY State Entity reporting a
“Breach of the Secunty of the System” Pursuant to the Information Security Breach and
Notification Act (General Business Law §889-aa; State Technology Law §208). If you
have any questions or concemns, please contact me, Thank you.

Very truly yours,
Mﬂfﬁ’ Beimfe~
Mary B. Bexmler
Deputy Counsel
mbeimler@independenthealth.com
MBB:njk
cc:  Chris Brown
Enclosure
Indepandant Heahh's Affiliated Comganies: Independent Health Association, Inc, Independant Health Corporation, Indspendent Health Foundation, independent Heaith Benefits Corporation,
Individual Practice Assaciation of Western New Yok, inc, 1PA Care, inc, NOVA Mualthcare Ad rators, Inc, Ph y Benafit Dimensions, LLC. .

@ ® Indspendent Heakh does nat accepr service of papers electronically undsr CPLR 2103
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Reporting Form
For Business, Individual or NY State Entity reporting a
“Breach of the Security of the System”
Pursuant to the Information Security Breach
and Notification Act (General Business Law §889-aa;
State Technology Law §208)

Name of Business, Individual or State Entity  Independent Health Association, Inc.

Date of Discovery of Breach: July 24, 2007
Bstimated Number of Affected Individuals: 1

Date of Notification to Affected Individuals: August 30, 2007
Manner of Notification: [X] written notice

[ ] electronic notice (email)
[ ]telephone notice

Are you requesting substitute notice? [ ] Yes [X] No (If yes, attach justification)
Comtent of Notification to Affected Individuals; Describe what happened in general terms
and ‘'what kind of information was involved. Please attach copy of Notice.

A fax containing protected health information about one individual was accidentally
misdirected to a business woman in Pennsylvania. The woman in Pennsylvania destroyed
the fax immediately and notice about the event has been provided to the individual whose
information was accidentally disclosed.

Name of Business or Individual Contact Person:  Chris Brown

Title: Chief Security Officer
Telephone number: 716-635-3563
Email: cbrown@independenthealth.com
Dated: August 30, 2007
Wé
Submitted by: Michael W. Cropp, M"f)
Title: President/CEO
Address: 511 Farber Lakes Drive, Buffalo, New York 14221
Email: mcropp@independenthealth.com
Telephone: 716-631-3001 Fax: 716-250-7135

#:\gN\RIPAA Security\Forms\Misdirected Pax.8-28-07.doc
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511 Farber Lakes Drive, Buffalo, New York 14221 716 6313001  www.independenthcalth.com

Chris Brown

Chief Security Officer
Independent Health
511 Farber Lakes Drive
Williamsville, NY 14221

August 29, 2007

Ms. Jennifer L. Maher
2909 West River Rd.
Olean, NY 14760

Dear Ms. Maher:

We are writing to inform you that on July 20, 2007, an Independent Health employee
accddentally sent a fax to a business woman in Bradford, Pennsylvania, instead of
sending it to John W. Addis, Ph.D. ("Dr. Addis"), who i8 your provider, The fax was an
"outpatient mental health request form." The fax contained your name, date of birth,
Independent Health identification number, three health diagnoses, current symptoms,
frequency of visits and treatment plan.

As soon as we realized that this event occurred, we took the appropriate measures to
limit any further potential use or disclosure of the fax. The original fax was immediately
destroyed by the recipient. She will be signing a legal document attesting to the
destruction of the fax.

We sincerely apologize for any concern this situltion may have caused. If you have any
questions, or if there is anything Independent Health can do to assist you, please feel
free to call me directly at (716) 635-3563.

ancerely,
Chris Brown &
" Chief Security Officer

Indspendent Health's Afflilaued Companias; Independent Health Assocazion, Inc, Indépendent Heakth Corpanation, Indupandent Health Faundation, Independent Health Benefits Corporation,
Individual Prieviee Assodation of Whstem New York, Inc, IPA Cary, Inc, NOVA Healtheare Adminlstrators, Inc.

] Indenendent Heakth does not accet service of papers elactronically under CPLR 2103,



