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TO: Consumer Protection Board (CPB) 

Security Breach Notification 

FAX NO.: 518-474-2474 

DATE: August 30,2007 

FROM: Mary B, Beimler, Esq. 

RE: 

PAGES l{ �~� including this cover sheet 

COMMENTS. 
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This is a CONFIDENTIAL tranamission, based upon claims of Attorney/Client privileges, Work 
Product privilege or other legal confidentiality rights. This transmission is intended solely for the 
designated addressee only. If you are not the intended recipient, please contact the sender 
immediately, and REFRAIN FROM DISCLOSING OR USING TIlE ATTACHED 
INFORMATION IN ANY WAY. Failure to comply with this direction may result in a claim that 
you have violated the law and are liable for money damages. Thank you for your attention to this 
important message. 

If there are any problems regarding this transmission, please contact Nancy Kasbaum at (716) 
635-3999. 
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Inde~ndent 
• Health. 511 Farber Lakes Drive. Buffalo. New York 14221 716 6~1 3001 www.independenthealth.com 

Assistant Attorney General in Charge 
Bureau of Consumer Frauds 
120 Broadway 
3rd Floor 
New York, New York 10271 

NYS Office of Cyber Seemty and Critical 
Infrastructure Coordination 

30 South Pearl Street 
FloorP2 
Albany, New York 12207 

August 30, 2007 

Re: Reporting FormIBreaeh or tbe Security System 

Dear Sir/Madam: 

On behalf of Independent Health Association, Inc., enclosed please find a 
completed Reporting Fonn For Business. Individual or NY State Entity reporting a 

.~ "Breach of the Security of the System" Pursuant to the Infonnation Security Breach and 
Notification Act (General Business Law §889-aa; State Teclmology Law §208). If you 
have any questions or concerns. please contact me. Thank you. 

MBB:njk 
cc: Chris Brown 
Enclosure 

Very truly yours, 

frb~ (Jttm(e,,-
Mary B. Beimler 
Deputy Counsel 
mbeimler@independenthealth.com 
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Indep.nrknt Hlillrlt's A/forlGud CD,.",II/Iitl: Ind'p'"tUnr Hl4lrIt AlJoeiotion, Ine, Ind<plnd.nr /oI.Dlrh CDrpomtion, ind./JentUnr l4.olr11 N1undation. Indtptnd,nt H,,/rIt kntjlu CDrpollltion, 
Indill/dual l'IIlerict Allociarl~n 0/ Wrnen Nt., Yo,., In~, IPA Cort, Inc.. NOVA ItraltheaN Adminil!1OrofJ. Inc, Pharmacy &n.frt DimwlanJ, ttc. ' 
Ind'ptndtnr HNlth do~s nGr IICCtpt UMCt of pap/fS tltcrranically und" CPLIt 2103. 
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Reporting Form 
For Business, Individual or NY State Entity reporting a 

. IIBreach of the $8curity of the System" 
Pursuant to the Information Security Breach 

and Notification Act (General Business Law §889-aa; 
State Technology Law §208) 

Name of Business, Individual or State Entity Independent Health Association, Inc. 
Date of Discovery of Breach: July 24, 2007 
Bstimated Number of Affected Individuals: I 
Date of Notification to Affected Individuals: August 30, 2007 
Manner of Notification: [X] written notice 

[ ] electronic notice (email) 
[ ] telephone notice 

Are you requesting substitute notice? [ ] Yes [Xl No (If yes, attach justification) 
Content of Notification to Affected Individuals: Describe what bappened in general terms 
and:what kind ofinfonnation was involved. Please attach copy of Notice. 

A fax containing protected health information about one individual was accidentally 
misdirected to a business woman in Pennsylvania. The woman in Pennsylvania destroyed 
the fax immediately and notice about the event has been provided to the individual whose 
informa1ion was accidentally disclosed. 

Name ofBusincss or Individual Contact Person: Chris Brown 
Title: 
Telephone number: 
Email: 

Dated: 

Submitted by: 
Title: 
Address: . 
Email: 
Telephone: 

Chief Security Officer 
716-635-3563 
cbrown@independenthealth.com 

Angust 30, ~L ; . 
Micha.1 W. Cropp, M~. ", 
President/CEO 
511 Farber Lakes Drive, Buffalo, New York 14221 
mcropp@independenthealth.com 
716-631-3001 Fax: 716-2S()..713S 

. :\la1\H1P AA Securil}\FOI'I!II\Misdireeled Pax.8·2B.q].doe 
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CluisBrown 

August 29, 2007 

MI, Jennifer L. Maher 
2909 West River Rd. 
Olean, NY 14760 

Dear Ms. Maher: 

Orief Security Officer 
Independent Health 
511 Farber Lakes Drive 
Wil.1iamsville, NY 14221 

We are writing to inform you that on July 20, 2607, an Independent Health employee 
acddenta,lly sent a fax to a business ~OUW\ in Bradford, Pennsylvarria:. instead of 
sending it to John W. Addis, Ph.D. ("Dr. Addis"), who is your provider, The fax was an 
"outpatient mental health request form. U The fax contained your name, date of birth, 
Independent Health identification number, three health diagnoses, current symptoms, 
frequency of visits and treatment pIan. 

As soon as we realized that this event occurred, we took the appropriate measuteB to 
limj,t any further potential use or disclosure of the fax. The origil'\al fax was immedlately 
destroyed by the reciPient. She will be signing a legal dOCU1llent attesting to the 
destruction of the fax. 

We sincerely apolOgize for any concern this situtiion may have caused. If you have any 
questions, or if there is anything Independent Health can do to assist you, please feel 
free to call me directly at (716) 63S-3563. 

SiJ'1cereIy, 

~~~ 
ClU.ef Security Officer 
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