












NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law §899-aa; State Technology Law §208) 

Name of Entity: H �	��R Block Digital Tax Solutions, LLC 
Street Address One H �	��R Block Way 
City: Kansas City State: MO Zip Code: 64105 

Sector (please select one): [ ]Local Government [ ]State Government [ ]Federal Government 
[ ] Not-for-profit [ X ]Commerciai []Educational 

Type of Business (please select one): [ ]Biotech/Pharm 
[ ]Health Care []Insurance []Retail/lnternet 

]Education [X ]Financial Services 
]Telecom. [ ]Transportation 

[ ]Other __________________________________________ _ 

Persons Affected: Total: 582 Dates: Breach Occurred: Approximately April 10, 2008 
NY residents: 33 Breach Discovered: April 10, 2008 _______ __ 

Consumer Notification: June 6, 2008 
Reason for delay, if any, in sending notice: 

Description of Breach (please select all that apply): [ ]Hacking incident; [ X ]Inadvertent disclosure; 
[ ]Stolen computer, CD, tape, etc; [ ]Lost computer, CD, tape, etc; []Insider wrongdoing; 
[ ] other (specify): [Attach additional description if necessary] 

Information Acquired (please select all that apply): [ ]Name; �U��]SSN; [ ]Driver's license no.; 
[ ]Account number; [ ]Credit or Debit card number; [X ]Other (specify): Unknown 

Manner of Notification to Affected Persons (Attach Copy): [X lWritten; [ lElectronic (email); 
[ ]Telephone; [ ]Substitute notice (provide justification). List dates of any previous (within 12 months) 
breach notifications: no previous notifications within the past 12 months 

Credit Monitoring or Other Service Offered: [X] Yes; [ ����No; Duration: -'o""'nC!-'e""'y;....:e""a""r ___ _ 
Service: Credit Monitoring Provider: Identity Guard® 

Submitted by: Catherine Watson, Esq., SPHR 
Firm Name ���L�I��other than entity): 
Telephone: (816) 854-4528 

Dated: _6/5/08 __________ _ 

Title: Director, Privacy & Comp-liance 

Email: cwatson@hrblock.com 



Rev. 11/20/07 
PLEASE COMPLETE AND SUBMIT THIS FORM TO 

EACH OF THE THREE STATE AGENCIES LISTED BELOW: 

Fax or E-mail this form to: 

New York State Attorney General's Office: 
SECURITY BREACH NOTIFICATION 
Consumer Frauds & Protection Bureau 
120 Broadway - 3rd Floor 
New York, NY 10271 
Fax: 212-416-6003 
E-mail: breach.security@oag.state.ny.us 

New York State Office of Cyber Security 
& Critical Infrastructure Coordination (CSCIC) 

SECURITY BREACH NOTIFICATION 
30 South pearl Street, Floor P2 
Albany, NY 12207 
fax: 518-474-9090 
E-mail: info@cscic.state.ny.us 

New York State Consumer Protection Board (CPB): 
SECURITY BREACH NOTIFICATION 
1740 Broadway, 15th floor 
New York, NY 10019 
fax: 212-459-8855 
E-mail: security_breach_notification@consumer.state.ny.us 

Rev. 1]/20/07 



June 6, 2008 

Dear _____ _ 

Millions of times each year, H&R Block has the pleasure of giving its clients good news 
about a tax refund, a new tax benefit, or an item of useful tax-related advice. Much less 
often, we must apologize for actions that fall short of our standards and your expectations. 
Unfortunately, the purpose of this letter is to advise you of an incident that may have 
compromised your personal information. 

As an H&R Block Online client, you have access to a secure Internet message board that 
allows interaction with an H&R Block tax professional. On or about April 10, 2008 we 
determined that an issue existed with the functionality of the secure Internet message board 
that may have all owed a limited set of message board users to see other message board 
users' correspondence with their respective tax professional. 

The type of personal information contained in the message boards may have included 
individuals' names and/or social security numbers, credit card/debit card numbers, driver's 
license/state identification card numbers, or financial account numbers. It's possible that 
your posting may have included personal information that may have been viewed by 
another message board user. In order for this to happen, the message board user had to fit a 
specific user profile and would have had to perform a series of particular and unlikely steps 
within the online program. Promptly after learning of this issue we took the necessary steps 
to isolate the problem, to correct the application issue and to prevent any further 
occurrences. 

Due to the isolated nature of this issue, we do not believe this incident poses a material risk 
to the security of your personal, non-public information. However, in the interest of good 
client service and your peace of mind, we are offering you Identity Guard® credit 
monitoring service for one full year at no cost to you. IDENTITY GUARD® 
CREDITPROTECTX3sM will monitor your credit files at all three major credit bureaus 
every business day, and notify you should certain suspicious activities occur, such as 
new credit applications or requests to change existing accounts. In addition, 
CREDITPROTECTX3 includes access to Credit Education Specialists and Identity 
Theft Recovery Agents should you experience identity theft. To activate IDENTITY 
GUARD service, please call the toll-free number or go to the Internet address listed 
below and enter the validation code. 



Telephone: 866-639-5648 
Web: www.identityguard.com/alert 
Validation Code: 

The website will provide you with specific information about the many services 
provided as a part of your activation. 
You can also obtain one free copy of your credit report per year from the three major credit 
reporting agencies identified below. 

Equifax 
P.O. Box 740241 
Atlanta, GA 30374 
Phone: 800-525-6285 
Web site: www.equifax.com 

TransUnion 
P.O. Box 6790 
Fullerton, CA 92634 
Phone: 800-680-7289 
Web site: www.transunion.com 

Experian 
P.O. Box 2104 
Allen, TX 75013 
Phone: 888-397-3742 
Website: www.experian.com 

Additional information about protecting your name and credit reputation from identity theft 
is available from: 
Federal Trade Corrunission 
Consumer Response Center 
600 Pennsylvania Ave., N.W. 
Washington, D.C. 20580 
Phone: 1-877-FTC-HELP (1-877-382-4357) 
Web site: http://www.ftc.gov/ftc/consumer.htm 

If you are a Maryland resident, you may also contact the Office of the Maryland Attorney General 
for information about protecting your name and credit reputation from identity theft, at the address 
below: 

Office of the Maryland Attorney General 
200 St. Paul Place 
Baltimore, MD 21202 
Phone: (410) 576-6300, or toll free in Maryland at 1-888-743-0023 
Web site: http://www.oag.state.md.us 



We hope you know that incidents like this are uncommon at H&R Block. Our processes are 
designed to deliver consistent, high quality results using systems and technology that 
protect our clients' sensitive personal data. Please accept our sincere apology for this 
incident. Should you have additional concerns about this matter, please contact us at 1-888-
381-3660. 

Sincerely, 

Derek Swords 
Director, Digital Tax Solutions 


