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September 16, 2008 

VIA FACSIMILE 

New York State Office of Cyber Security & Critical 
Infrastructure Coordination (CSCIC) 

Security Breach Notification 
30 South Pear) Street, Floor P2 
Albany, New York 12207 

To Whom It May Concern: 

MARY L. SNYDER 
Direct: 315.218·8) 68 

m.nyder@bsk.com 

We are currently working with Clarkson University (the "University") to resolve issues relating 
to an infonnation security breach at the University. The University notified the New York State 
Attorney general, the New York State Consumer Protection Board, and the Office ofCyber 
Security & Critical Infrastructure of the breach in late August of this year. It has come to our 
attention that the Office of Cyber Security & Critical Infrastructure did not receive a copy of the 
consumer notification letter which the University distributed to affected individuals. I enclose a 
copy of the letter to be included with the earlier notification. 

Please contact me with any questions. Thank. you for your attention to this matter. 

Very truly yours, 

BOND, SCHOENECK & KING, PLLC 

1!io:t:{~~ 
MLS:bc 

cc: Kevin Lynch, Clarkson University 
New York State Attorney GeneraJ's Office 
New York State Consumer Protection Bow:d (CPB) 
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August 30, 2008 

xxxxxxxx 

Dear XXXXXX: 

Gard M. Meserve 
Chief Information Officer 
Box 5585 
Clarkson University 
Potsdam, NY 13699-5585 

Tuesday afternoon, August 26th, we ieamed of an internal, non-malicious access of certain 
personal information stored in the University's S:\depts directory. The S: drive was promptly 
rendered inaccessible to the user community to avoid any unauthorized access. 

We have determined that a file that contained your name, Social Security number and birth date 
was temporarily made vulnerable. We take this matter very seriously and want to inform you of 
the risk. 

For more information on this incident, and resources on how you can protect your identity, 
please visit http://clarkson.edu/oitlpii.html. 

The problem started during the day on August 25th, when a server error restored a default setting 
enabling all Clarkson users to have access to a large number of files in the S:\depts directory. 
We want to be clear that this non-malicious access was not from a hack or a person from outside 
the University. This access was made available to Clarkson University Active Directory users 
only. 

After two full days of detailed electronic investigation, there is no sign that any other file or 
person is involved. We do not believe that any further information has been accessed by 
unauthorized individuals. 

We wanted to be sure you were aware of the situation and will continue to update you as 
necessary. 

If you would like additional information please contact me at x6752. 

Sincerely, 

Gard Meserve 
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