
"Priscilla Fuller" 
<pfuller@susinc.org> 

12/05/2008 03:29 PM 

To <security_breach_notification@consumer.state.ny.us> 

cc "Donna Colonna" <dcolonna@susinc.org>, "Louis Cavaliere" 
<Icavaliere@susinc.org>, "Doris Figueroa" 
<dfigueroa@susinc.org>, "Neil Flynn" <nflynn@susinc.org> 

bcc 

Subject Security Breach Notification from Services for the 
UnderServed, Inc. 

Attached, please find the New York State Breach Reporting Form and other correspondence related to 
this matter. . 

Please contact me if you have any questions at: 917-408-5370. 

Priscilla Fuller 
Sr. Vice President 
Quality Assurance & Corporate Compliance 
Services for the UnderServed, Inc. 
917 -408-5370 
212-675-4338-Fax 

This email message and any files transmitted with it are for the sole use of the intended recipient(s) and may contain confidential 
and/or privileged information. Any review, use, disclosure or distribution by persons or entities other than the intended recipient(s) 
"p",hIMed. If yO" "e "O! the �'�'�'�'�'�'�"�~�P�'�.�"�,�'� pl .... 00""," the ""de' by .. ply mall aod des'",y all ooples of the o"loa' 

message. Thank you. SC Consumer Protection Board.pdf 
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December 5, 2008 

New York State Consumer Protection Board CePB)" 
SECURI1Y BREACH NOTIFICATION 
1740 Broadway, 15th Floor 
New York, New York 10019 

Dear Sir/Madam: 

Attached, please find a copy of the New York State Security Breach 
Reporting Form. I have also enclosed a copy of the notification letter 
forwarded to consumers f~milies/ correspondents regarding the 
breach at Services for-the Underserved, Inc. The consumers that we 
service are developmentally diSabled therefore are represented by 
families or representatives. 

Please contact me at 917-408-5370 if additional information is 
needed. 

tfoerely yours, 1-
~kF~ r----
Senior Vice-President 
Quality Assurance & Staff Development & 
Corporate Compliance Officer 

c: Donna Colonna-President & CEO 
Louis Cavaliere-Sr. Vice President 
Robert Belfort, Manatt, Phelps & Phillips, LLP 

. I: ~. . ..... 
ill IO(tl.. SU$lJ)c.urg 

Child Development Services' Devdopmcnta! Disahilities Services· Utlc.rlv Services· ',·JIV·,'AIDS S"I'\ 'IC"L" j\<'n<·,1 11 'l\ <, . 
.; '" ... ~ ~ 't..:... 'It: .L4ii .'!th' ,::,el\:IG~S 
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NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law §899-aa; State Technology Law §208) 

Name of Entity: S~rvices for the Unde.rServed, Inc. 
Street Address: 305 '7th Avenue, lOth Floor 
City: N(3w York City State: NY Zip Code: . _1_0_0_0_1 ____ _ 

Sector (please select one): 

pq NoHor-profit 

[ }Local Government [ }State Government ]FederaJ Government 

[ ]Commercial I ]Educational 

Type of Business' (please select one); [ ]Biotech/Pharm 

[ 1Hea1th Care [1Insurance []RetaiJ/Internet 

[X]Other Heal th Services 

PetSons Affected: Total: _3_0_0--::-~:--_ 
NY residents; _3_0_0 __ 

Dates: 

]Education 

Jl'elecom. 

]Financial Services 

]Transportation 

Breach Occurred: Unknown 
--~~~~~-----

Breach Discovered: 12. 02 . 08 

Consumer Notification: 12. 03 . 0 8 
Reason for delay, if any, in sending notice: ______________________________ _ 

~ DeScription of Breach (please select All that apply): [ JHacking indqent; []Inadvertent disclosure; 

[ }Stolen computer, CO~ tape, etc; [J~t computer, CD, tape, etc; [JInsider wrongdoing; 
_ [X] other (specify); Downloading of Consumers , Pri vat e/Attach additional desaiption ifnecessaryJ 
~ Information by Unauthorized Person 

Information Acquired (please select All that apply): IX }Name; [XjSSNi [}Driver's license no.; 

[ )Account number; [ ]Credit or Debit card number; [ lOthe.r (specify): _____________ _ 

Medicaid Numbers, Diagnosis & Treatment Plan information 

Manner of Notification to AffeCted Persons (Attach cOJZY): [X]Written; I ]Electronic (email); 

[XJTelep~·\op~;. [ }Substitute notice (provide justification). List dates of any previous (within 12 months) 
b~achnoti~~tions: __________________ ~ ____________________________ ~ ____ ___ 

Credit M~toring or Other Service Offered: [ J Yes; [X1 No; Duration; _________________ _ 

Service: Provider. ____________________ _ 

Submitted by: Priscilla Fuller 

Firm Name (if other than entity): 

Telephone: 917 -408- 5370 

Dated; December 5th, 2008 

Title: Corporate Compliance Officer 

Email: pfuller@susinc .org 

Rev. 11f20/01 

j ' 
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December S, 2008 . 

Dear ParentiCorrespondentJRepresentative: 

Corporate Office 
305 SeveJ1!h .A,venue. 10th floor 

'1e\\ Yurko :--< Y ) 000 I 
Phone: 2 12.03.3 .6900 

Fax: 646.486.0022 
\i"JI\v.su;;illc.on! 
ill fo(a;silsinc.or;' 

- e 

I am writing to let you know that, on December 2, 2008, Services for the Underserved 
(SUS) learned that an unauthorized person improperly gained access to a computer file 
containing information about other SUS consumers and downloaded this file onto a 
portable ''thUmb .drive." The infonnation in the file included each consumer's name, 
address, date of birth and social security nwnber, Medicaid number, and diagnosis. 

SUS immediately notified the police upon learning .of this incident. Fortunately, the 
police ·were able to recover the thumb drive from the consumer wl,o had improperly 
downloaded the file. We have no evidence that any other copies ofthe file were made 
by this individual or that your relative's information was or is llkeiy to be misused 
in any way. But we still felt it was appropriate t~ let you know about this incident 

Although we have no evidence that your relative's infonnation was or is likely to be 
misused, we want to let you know that, if you have concerns about fraud or identity theft, 
you have the right to place a fraud alert on your credit files. The fraud alert requires 
credItors to contact you before opening neW accounts. You can set up a :fraud alert by 
calling anyone of the three major credit bureaus at the numbers bellow: 

Equifax Experian TransUnionCorp. 
800-685-1111 888-397-3742 800-916-8800 

Calling any of these bureaus will automatically establish fraud alerts with all of them. A 
90-day fraud alert is free. If you set up a fraud alert, you will also receive a free copy of 
your relative's credit report from each bureau. You are entitled to one free credit report 
each year. Checking your relative's credit reports periodically can help you spot any 
suspicious activity and resolve it q1,lickly. If you discover any suspicious actIvity, you 
can file a police report. 

SUS is currently conducting a thorough investigation to detennine how the security of 
our computer system was breached. Based on the resl1lts of this investigation, SUS will 
develop new security measures to prevent this type of incident from occurring again. 

We apologize for any anxiety or inconvenience this incident may cause you. We deeply 
resp0Ct the privacy of our: consumers and value the trust you have placed in us. If you 
have any questions or concerns regarding this matter, please feel free to contact Priscilla 
Fuller Corporate Compliance Officer at 917 408-5370, Monday through Friday between 
the hours of nine and five.' 

ofU::-~cao~ 
LoUis Cavaliere 
Senior Vice-President 

CC: Kathleen Broderick, Associate Commissioner, OMRDD 
Donna Colonna, Chief Executive, SUS 
Priscilla Fuller, Corporate Compliance Officer, SUS 


