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December 5, 2008

New York State Consumer Protection Board (CPB)
SECURITY BREACH NOTIFICATION

1740 Broadway, 15t Floor

New York, New York 10019

Dear Sir/Madam:
Attached, please find a copy of the New York State Security Breach

" Reporting Form. I have also enclosed a copy of the notification letter

forwarded to consumers families/correspondents regarding the
breach at Services for the Underserved, Inc. The consumers that we

service are developmentally disabled therefore are represented by
families or representatives.

Please contact me at 917-408-5370 if additional information is
needed.

cerely yours, L__,,
Lt
Semor Vice-President

Quality Assurance & Staff Development &
Corporate Compliance Officer

G Donna Colonna-President & CEQ
Louis Cavaliere-Sr. Vice President
Robert Belfort, Manatt, Phelps & Phillips, LLP

Child Development Services « Developmental Disabilitics Sevvices ¢ Eiderly Services » HIVIAIDS Services » Menta! Health Senices



NEW YORK STATE SECURITY BREACH REPORTING FORM
Pursuant to the Information Security Breach and Netification Act
(General Business Law §899-aa; State Technology Law §208)

Name of Entity:_S€rvices for the UnderServed, Inc.
Street Address: 305 7th Avenue, 10th Floor
city: New York City State: MY Zip Code: 10001

Sector (please selectone): [ JLocal Govermment [ ]State Government [ ]Federal Government
[*] Not-for-profit [ JCommercial [ ]Educational

Type of Business (please selectone): [ JBiotech/Pharm [ JEducation [ JFinancial Services
[ HealthCare [ JInsurance [ ]Retail/Internet [ JTelecom. [ ]Transportation
[¥|Other_Health Services

Persons Affected: Total: _3_9.3_________ Dates: Breach Occurred: _Unknown
NY residents: __> 29 Breach Discovered: _ 12+ 02 .08
Consumer Notification: _12-03.08

Reason for delay, if any, in sending notice:

Description of Breach (please select all that apply): [ JHacking incident; [ Jmadvertent disclosure;

[ IStolen computer, CD, tape, et; [ JLost computer, CD, tape, etc; [ ]Insider wrongdoing;
[X] other (specify): ownloadlng of Consumers Prlvatew,m:ham‘dmmwlI damphomf —
: Information by Unauthorized Person

Information Acquired (please select all that apply): [X]Name; [X]SSN; [ IDriver's license no.;

[ JAccount number; [ ]Credit or Debit card number; [ Other (specify):
Medicaid Numbers, Diagnosis & Treatment Plan information

Manner of Notification to Affected Persons (Attach Copy): [X]Written; | ]Electronic (email);
[X]Telephone; [ [Substitute notice (provide justification). List dates of any previous (within 12 months)

breach notifications:

Credit Monitoring or Other Service Offered: [ ] Yes; [X]No; Duration;

Service: A Provider:

 Submitted by: Priscilla Fuller Title: COrporate Compliance Officer
Firm Name (if other than entity):
Telephone: 917-408-5370 Email; Pfullere@susinc.org

Dated: December 5th, 2008

Rev. 11/20/07
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Opening doors to indepeideice
December 5, 2008

Dear Parent/Correspondent/Representative:

I am writing to let you know that, on December 2, 2008, Services for the Underserved
(SUS) learned that an unauthorized person improperly gained access to a computer file
containing information about other SUS consumers and downloaded this file onto a
portable “thumb drive.” The information in the file included each consumer’s name,
address, date of birth and social security number, Medicaid number, and diagnosis.

SUS immediately notified the police upon leamning of this incident. Fortunately, the
police -were able to recover the thumb. drive from the consumer who had improperly
downloaded the file. We have no evidence that any other copies of the file were made
by this individual or that your relative’s information was or is likely to be misused
in any way. But we still felt it was appropriate to let you know about this incident.

Although we have no evidence that your relative’s information was or is likely to be
misused, we want to let you know that, if you have concerns about fraud or identity theft,
yov have the right to place a fraud alert on your credit files. The fraud alert requires
creditors to contact you before opening new accounts. You can set up a fraud alert by
calling any one of the three major credit bureaus at the numbers bellow:
' Equifax Experian TransUnionCorp.
800-685-1111 888-397-3742 : 800-916-8800

Calling any of these bureaus will automatically establish fraud alerts with all of them. A
90-day fraud alert is free. If you set up a fraud alert, you will also receive a free copy of
your relative’s credit report from each bureau. You are entitled to one free credit report
each year. Checking your relative’s credit reports periodically can help you spot any
suspicious activity and resolve it quickly. If you discover any suspicious activity, you

can file a police report.

SUS is currently conducting a thorough investigation to determine how the security of
our computer system was breached. Based on the results of this investigation, SUS will
develop new security measures to prevent this type of incident from occurring again.

We apologize for any anxiety or inconvenience this incident may cause you. We deeply
respzct the privacy of our consumers and value the trust you have placed in us. If you
have any questions or concerns regarding this matter, please feel free to contact Priscilla
Fuller Corporate Compliance Officer at 917 408-5370, Monday through Friday between

the hours of nine and five.’

dsglcc}rely, .
=>( MM
Louis Cavalijere
Senior Vice-President

CC:  Kathleen Broderick, Associate Commissioner, OMRDD
. Donna Colonna, Chief Executive, SUS
Priscilla Fuller, Corporate Compliance Officer, SUS
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