
JUN 30 2008 2:42PM FREMONT GROUP 415-284-8129 

NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law §899-aa; State Technology Law §208) 

Name of Entity: F ~ fit'IV. 0 r.I r 6-~ 0 \J P 

Street Address: I ,,9 F IL~ M a tV'T J't: ...... ,'\ 00 

City: SJli N ~,t.. A I\J LI.1 c.o Sta~: CA Zip Code: 5 41 o...r 
Sector (pleue select one): [)Local Government ]State Government 

lEd ucational 
( )Federal Government 

[ ] Not-lor-profit r 1C"onunercial 

Type of Business (please select one): ( )BiotechlPharm 
[ ]Health Care [Jlnsurance []Retail/Intemet 

JEducation [ ...,rmancial Services 
]Telecorn. I ]Transportation 

[ ]Ofuer _____________________________________ _ 

PerSODa Affected: Total: ---'-7_0_7 ____ _ Dates: Breach Occurred: 5"-2" - 0 8 
NY residents: _l_2-__ Breach Discovered: __ S---:--""7Z_7-'---_O_S=-~-

Consumer Notification: (P / J ~ .... fIJ) 2. "5 J 0 8 
Reason fur delay, if any, in sending notice: --=S~e::;...::E=:-.A"-'-lT.:....:_..:...A_=_=C.::...:i4~E'~D~ ___________ _ 

Description of Breach (please ,elect ~ that apply): [ IHacking incident; 
( -1StoLen computer, CD, tape, etc; [)Lost computer, CD, tape, etc; 
( ] other (specify):, _____________________ _ 

[ ]Inadvertent disclosurej 
[ JInsider wrongdoing; 
[Attach ~dditional description if n~5aryJ 

InformatioD Acquired (please select ill that apply): [ ~amei ['fSSNj JDriver's license no.; 
r ] Account number; [ ]Credit or Debit card number; [16ther (specify): _»_o_8-;,<---A __ j)_i)_L;._~_S_S __ _ 

Manner of Notification to Affected Persons (Attach COllY): [i.JWritten; l ...fBlectronic (email); 
[ )Telephone; [ ]Substitute notice (provide justification). List dates of any previous (within 12 months) 
breamnonfimtiom: _____________________________________________ __ 

Credit Monitoring or Other SelVice Offered: [ o1'i'esj [] NOj Dura.tion: --'-'--Ly-'JZ..:-.. _________ _ 
Service: Provider: t::::.~ 0 LL.. , /'>J c.. 

Submitted by: GrA € L- SA P I J2..o 
Firm Name (if other than entity): 

Telephone: 4 JS ... 284 - 8 &90 

Dated: _-=Co~-=°_0 _--.,;°-=8 __ _ 

Title: 

Rev. 11120i07 
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fremont 
DATE : 

TO; 

SUBJECT: 

COPIES: 

6/30/08 

New York State Attorney General's Office; 
New York State Office of CyberSecurity & 
Critical Infrastructure Notification; 
New York State Consumer Protection 
Boord 

Attachment to New York State Breach 
Reporting Form 

Reason for deloy, if any, in sending notice: 

415-284-8129 

M E M 0 

FREMONT GROU,. 
Go.1 Sapiro 
Dir.ctor of Human l •• ource. 
199 fremont Str •• t, Suit. 1900 
San f,ancilco, CA 94105 
Phone 415284.8690 
Fax 415284·8179 
gsopiro@fremon'graup.com 

At one time, Colt Express Outsourcing Services, Inc. ("Colt") provided services to Fremont 
Group. On May 26, 2008, between approximately 4:30 p.m. and 5:00 p.m. PST, 
someone broke into Colt's office in Walnut Creek, California. One or more computers were 
stolen. 

Upon discovery the next morning, Colt reported the break-in and theft immediately to the 
Walnut Creek Police Department (report #08- 12367). Subsequently, Colt followed-up with 
the Walnut Creek Police Deportment and the REACT High Tech Crimes Task Force in Silicon 
Valley. 

On June 6, 2008, Colt sent a letter to Fremont Group informing them of the break-in and 
the potential data security breach involving the personal information of some of Fremont's 
current and former employees and their dependents during the time period of November 1, 
1998 and January 31, 2002. 

We received the letter from Colt on June 12, 2008. On June 13, 2008, we provided 
notification of the breach to current employees. Of the 12 NY residents on the list provided 
by Colt, 8 were either current employees or the dependenfs of current employees. Also on 
June 13, 2008 we began working with Kroll, Inc. We used Kroll's locator services to find 
current contad information for the names provided by Colt. This process was completed 
and Kroll mailed the letters to thase people on the list from Colt on June 23, 2008. 
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fremont 
DATE: 6/30/08 

TO: NY State Consumer Protection Board 

COMPANY: 

PHONE: 

FAX: 212-459-8855 

SUBJECT: Security Breach Notification 

* OF PAGES : 
3 

415-284-8129 

F A X 

FREMONT GROUP 
Gael Sapiro 
Director of Human Relourc •• 
199 Fremont SIreet, Suite 1900 
San Francisco, CA 94105 
Pilon. 415 284 ·8690 
Fox 415284·8129 
9,apiro@fremonlgroup.com 
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