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Date: December 20, 2007 

Re: Employee Data and Potential security Breach 
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I am writing to YDU about the inatlveltant �~�1�;�1�I�;�(�l�m�e�n�t� of data files containing Company and employee �d�~�t�a� on a 

shared drive at the CDmpany. Because the data files were plaQilld on the shatecl drive, tits files were acoessillie to 
all employees witl1 a oornpLlter fer a period of lime. 

What i-fBlppened 

E:arlier this year, payroll files were transferred to human resources following our �p�a�y�r�o�l�~� manager's departure from 

the Company. However. as part of !.h is transmission, B copy of the data fi les was inadvertently left on a �s�h�a�r�~� 

drive at the Company. We believe that this oOCtlrred in Augusl20Q7. later, an infcrmation technology empJoyeo 

was informed about the elTor and he immediately removed lIle �f�i�l�~� [rom the shared drive in November 2007 . 

. 
It W85 Ollly recently that senior leadership and human resources learned about this series of events. Oneil we 
It;I;lmed about It, we wanted to sl1are thlsl.,formation with yOll. 

What Was In tMl Dala files 

The Data Files contained cenaill confidential Company and employee informaHon. For emptoyoes. the filolS 

inclLl[led information such as �n�~�m�e�s�.� addresses, birth. dates. social security �n�u�m�b�e�~�.� banking account numbers 

related to payroll deposits and salary inronnatiDA. 

Protecting Yourself from Fraud 

While we certainly hope that no employee would misuse a colleague's pel'6onallnformatlon, we want to sham with 

you information about WByS to identify and mitigate against the risk of fraLid and idenlify theft. 

TI1I:1 FedCilral Trade Commission (FTC) lias published information for tndividuals to consider when they fear that 

they have been or may become a victim of identity theft. A copy of an FTC Alert with recommendations ftom the 

FTC is attached to this memo. We urge you to carefully review this infarmalion from the FTC and to follow their 

recommendations (such as placing an initial fraud alert on yout Cteclit file, conlacting your financial InslitutlGns, 

watchi n9 for signs of fraud and mClllitorillg your accou nt statement!! arid credit repol1s.) 

Additional infDrmation can be fcul1d by callinG FTC's hotline (1-877-JD-THEFT) or going to !.he FTC's website 

(1IIIWW.ftc.govlcc;P!edulmicrositesJidtheftl. Lf you believe that your information hall been misusell. the attached 



FTC AleJt and the FTC website provide, InfOrmation about ROW to file II report with the FTC alld loc:al police. 
Please also let tile Company know if th is is the case. 

guestiofJ& 

I' you l1avEl any Questions about this memorandum. please contact Cheryl Adams in Human Rct$ouroes at 919-529-
1500 extension 330. 

Thank: YOLI tor reviewing this information and we reg~t 11'lat tills unfortunate il'lcidenloccurred. 



Fedoral Trade CommIssion III Bureau ofConsun'lor Protection ~ OffiCil ofConsumer& BU$iness Education 

What To Do If Your Personal Information 
Has Been Compromised 

Companies or institutions that keep personal information ROOU( YC)\.l have an obligation to safeguard 
it. StilI. frOln tillle to time, the p~Isoua' information they hold may bc accidentalJy discloseo ~)r 
deliberately IltoJen. If your intormation falls into the wrollg hands, it may be misused to commit fraud 
against you. 

If yo\!. get a notice that your personal information may hav~ been compromised. taking cc"rtain 
steps quiCkly can minimize the poteotial for the tllef[ of your identity. 

If the stolen information includes your financial accounts, close compromised credit card accounts 
immediately. COllSUlt with your financial institution about wbether to close bank or brokerage 
accounts immediately or first change your passwords and have the institution monitor for possible 
fraud. Place passwords on allY new accounts that you open. A void using your rnother1s maiden nam~, 
your birth dale, the last four digits of your Social St!curity number (SSN) or your phone number. or a 
series of consecutive numbers. 

If the stolen information includes your Social Security number, call the loll-free fraud mUllber of 
anyone of the three mltlonwjde conSlUller reporting companies and place an illitiaJ fraud alert on 
your credit reports. This alert com hell} stop someone from opening new credit accounts ill your name. 

Equifa..x: 1-80()..52S-62,g5; www.equifa~.com;P.O.Box740241.Atlanta.GA 30374R 0241 

Experian: 1-888-EXl>ERIAN (397-3742); www.experian.com; P.O. Box 2002, 
Allen, TX 75013 

TransUniOIl; 1-800"680-7289~ www.\ransunlon.com~ Fraud Victim Assistance Division, 
P-O. Box 6790, FullcrtOll, CA 92834R 6790 

An initial fraud alert St.1YS on your credi.t repon fo!' 90 days, When you place this alert 011 your 
credit rt:pon with one natiollwide conswner repoI·ting conlpany. you'll gel information aboUl ordering 
one fr~ credit rep01i from oach of Ih~ companies. It's prudent to wait about a month after your 
information was stolen before you order your report. That"s because suspicious activity may not show 
up right away. Once you get your reports, review them fat suspicious activity. like inquiries from 
companies you didn·t conlact, accounts you didn't open. :md debts on your accounts that you can't 
explain. Check that intormation - like your SSN, address(es), name or initials, and employ~rs - is 
correct. 

If the stolen information includes )lout' driver's license Or other gover1l1nent-issued identification, 
contact the agencies that issued me dOCWllents and fQllow their procedures to cancel a document and 
get a replacement. Ask the agency to "fIagt> your file to keC)p anyone else from getting a license or 
another identification document in your name. 



Once you've taken these precautions, watch fOj' sigl'ls that your information is l1Clllg misused. For 
example, you may not get certain bilh. or other mail on time. Follow up with creditors if your bills 
don't arrive on timo. A missing bill could mean an identity thief has taken over your account and 
changed your bHling address to C(1ver his tracks. Other sIgns incJude: 

• receiving credit cards that you didn't apply fOl"~ 

• being denied credit, or being offered less favorable cl"edit terms, like D. hjgh interest 
rate, for no apparent reason~ and 

• getting calls or letters from debt collectors or businesses about merchandise or services 
you didn't buy. 

Continue to read your financial accounc statements promptly and carefully, and to monitor your 
credit reports every few months in the first year of the theft, and once a year thereafter. For more 
infonl1ation on getling your credit reports free once a year OT buying additional reports, read Your 
Access to Free Credit Repons at htlp:llwww.ftc.j!ov/bcp/conline/puhs!creditffreereporls.htm. 

lf your information hns been misused, tile a report about your id~ntity tbeft with the police, 
and file acomplnjm with the F~deral Trade Commission at www.collsmner.gov/idUleft. Read Take 
Charge: Fighting Back Against Identity Theft for detailed information 011 other steps to lake in the 
wake of identity theft. 

The FTC works for the consumer to prevent fraudtdellt, deceptive, and unfair business practices 
in the marketplace and to provide information to help consumers spot, stop. and avoid them. To file a 
complaint or to get free information on consumer issues, visit www.ftc.gov or call toll-free, 
1-877-FTC-HELP (1-877-382-4357); TTY: 1-866-653-4261. The FTC enters Internet, telemarketing, 
identity tb.eft, and other frau.d-related complaints inl(.l Consumer Sentinel, a secure, online database 
available to hW1.dreds of civil and criminal law enforcement agencies in ~he U.S. and abroad. 
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