


NEW YORK STATE SECURITY BREACH REPORTING FORM
Pursuant to the Information Security Breach and Notification Act
(General Business Law §899-aa; State Technology Law §208)

Name of Entity: ____ Highmark Inc.
Street Address: 1800 Center Street,
City. __Camp Hill State: _PA Zip Code: _17089

Sector (please selactone): [ ]Local Government [ ]State Government [ ]Federal Governmerit

[ X ] Not-for-profit [ JCommercial [ JEducational

Type of Business (please selectone): [ ]Biotech/Pharm [ [Education [ ]Financial Services

[ JHealth Cate [ X ]Insurance [ JRetail/Internet ( )Telecom. [ ]Transportation
[ IOther
Persons Affected: Total: __ 79 Dates: Breach Occurred: __9/17/2008

Breach Discovered: __9/17/2008
Consumer Notification: ___10/6/2008

Reason for delay, if any, in sending notice: internal investigation, legal reseavch, and development and_

NY residents: _ 7,

—\implementation of corrective action

Description of Breach (please select all that apply): [ JHacking incident; [ X ]Inadvertent disclosure;
[ JStolen computer, CD, tape, etc; [ ]Lost computer, CD, tape, etc; [ [Insider wrongdoing;
[ ] other (specify): [Attach additional description if necessory)

Information Acquired (please select all that apply): [ X ]Name; [ X ]JSSN; [ 1Driver’s license no.;
[ |Account number; [ ]Credit or Debit card number; [ X |Other (specify): _date of hirth, type of contract,__
_effective date, and group billing information.

Manner of Notification to Affected Persons (Attach Copy): { X ]Written; [ ]Electronic (email);
[ ITelephone; [ JSubstitute notice (provide justification). List dates of any previous (within 12 months)
breach notifications: _N/A

Credit Monitoring or Other Service Offered: [X] Yes; | | No; Duration: _12 months
Service: _Credit Watch Gold w/ 3-in-1 Monitoring Provider: _Equifax

Submitted by: _Kimberly . Gray, Esq.,, CIPP_ Title:  _Chief Privacy Officer
Firm Name (if other than entity):
Telephone: _717-302-3602 Email: _Kimberly.Gray@Highmark.com

Dated: __10/6/2008

Rev. 11/20/07
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HIGHMARK.

October 6, 2008

Highmark Inc.
Privacy Department
1800 Center Street
Camp Hill, PA 17089

[name]
[address 1]
[address 2]

Dear [name]:

We regret to inform you that an incident has occurred which may bave compromised
some of your personal information.

A secure file containing enrollment infonmation intended for your group, Reed Smith,
was received by another Highmark Inc. group customer in error. The group customet
immediately notified Highmark and was instructed to delete the file and destroy any
paper copies in their possession. The secure file included your name, contract
identification number (Social Security number), date of birth, type of contract, effective
date, and group billing information.

As this was a manual error, the employee responsible for sending the file has received
additional training to reinforce the importance of handling confidential information
appropriately. Further quality control and review procedures are being implemented to

ensure similar events do not reoccur.

While we have no evidence that your information has been misused and doubt that there
is any reasonable risk of harm to you or your information, we believe it is prudent to
notify you of the situation so that you can take steps to protect yourself. We recommend
that you remain vigilant regarding your credit report and promptly report any incidents of
suspected identity theft to us, the Federal Trade Commission, and to the proper law
enforcement authorities. For additional information on how to protect your personal
information, you can visit www.fic. gov/idtheft.

You may also consider contacting one of the three credit reporting agencies at the number
below for more information about your credit file.

Equifax Experian Trans Union
800-525-6285 888-397-3742 800-680-7289

Because your Social Security number was part of the potential breach, we are offering
you the opportunity to enroll, at no cost for a year, in a credit monitoring product
intended to notify you of key changes to your credit report activity. 1f you take
advantage of the product, you will have free access to your credit report so you can
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personally monitor your accounts. Please note that this offer will expire in sixty days
from the date of this letter.

If you need additional information or wish to enroll in the credit monitoring service,
please call us toll-free at 866-228-9424 or you can call me directly at 717-302-3602.

We at Highmark are committed to maintaining our members’ privacy and we hope that
these actions offer you some level of reassurance. We are truly sorry for the
inconvenience this situation may have caused.

Sincerely,

Kimberly S. Gray, Esq., CIPP
Chief Privacy Officer
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