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PRIVACY OEPARTMENT 
1800 CENTER STREET 
CAMP HILL. PA 17089 

FACSIMILE (717) 302·3601 
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DATE: 

We are transmitting �~� page(s) including this cover sheet. Upon receipt, please forward as 
soon 8S possible to the person listed above. 

If you do not receive all of the pages or have an)' problems with the pages that were transmitted 
to you, please contact: 

CONFIDENTIAUlY N.OTICE: 

THE INFORMATION CONTAINED IN THIS FACSIMILE MESSAGE IS LEGALLV PRIVILEG£D ANO CONFIDENTIAL 
INFORMATION INTENDeD ONLY FOR THE USE OF THE INDIVIDUAL OR ENTITY NAMED MOVE. IF YOU ARE NOT THE 
INTENDED REOCIPIENT. YOU ARE HEREBY NOTIFieD THAT YOU SHOULD NOT FURTHER DISSEMINATE, DISTRIBUTE OR COPY 
THIS MiSSAGE. IN ADDITION, IF YOU HAVE RECEIVED THIS MESSAGE IN ERROR, PLEASE NOl1FY us IMMEDIATELY BY 
COLLECT TELEPHONE CALL AND RETURN THE ORIGINAL MESSAGE TO US AT THE ADORESS ABovE VIA THE UNITED 
STATES POS'I'AI. SERVICE. THANK YOu. 

NOTES: 
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NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law §899-aa; State Technology Law §208) 

Name of Entity: ~Highmatk Inc. ___________ ~ ___________ _ 

Street Address: __ 1800 Center Street. ___________________ . ___ _ 

City; _Camp Hil1 _________ _ State: YA__ Zip Code: _17089 ____ _ 

Sector (pJ.~ase select on~): 

[ X ] Not-for-profit 

] local Gover.nment 

JCommerdal 

jState Government 

jEduciltiona.I 

[ )Federal Government 

Type of Business (pleil~e select one): ]Biotech/Pharm 

JHealth Care r X )lnSl1tance jRetaiJ/lnternet 

.1Education 

)Telecom. 

]Financial Services 

]Transportation 
( jOther ____________________ _ 

Persons Affected: Total: _79 ___ _ Dates: Breach Occurred: _9/17/2008 ____ _ 

NY xesidents: _7 __ _ Breach Discovered: _9/17/2008 ____ _ 

Consumer Notificat.ion: _10/6/2008, ___ _ 

Reason for delay, if any, ill sending notice: __ internal investigation, legal resea\'ch, and development and _ 
_ ,mplementation 0·( corrective acti.on _______________________ _ 

Description of Breach (pleas~ scl~('t iIll thot ilpply); ( lHacl:cing incident; l X ]inadvertent disclosure; 

]Stolen computer, CD, tape, etc; ()L~t computer, CO, tape, etc; []Jn~ider wrongdoing; 

( ] other (specify): [Attach 3dditional description it necellSPl'yj 

Information Acquired (plme ~elect nil that apply): ( X )Name; r X ]SSN; [lDriver.·s licerue no.; 

[ JAccount number; [ JCredit 01" Debit card n\J.m'beri [X lOthe,· (spaciEy): _date of birth, type of contract, _ 
_ effective date, and group billing information ____________________ _ 

Manner of Notification to Affected Persons (Attac.h Copy': [X JWrjtteni ( JElectronic: (email); 

[ ITelephone; [ JSub$tih.Jt~ notice (provide justification). list dates of any previous (within 12 months) 
breach notifications: _N/A. ___________ - ________________ _ 

Credit Monitoring or. Other Service Offered: (Xl Yes; I J No; Duration: _12 months, ______ _ 

Service: _Credit Watch Gold w/ 3-in-1 Moni,torinf--- P.rovider: _Eqwfax_--________ _ 

Submitted by: _Kimberly S. Cray, Esq., CIPP_ 

Firm Name (if other th<l:n entity): 

Telephone: ]17-302-3602 _______ _ 

Dated: _10/6/2008. ____ _ 

?oo~ 

Title: _Chief Privacy Officer ____ _ 

8m~il: _Kimberl.y.Gray@Highmark.com ___ _ 

Rev. 11120107 
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[name] 
[address 1] 
[address 2J 

Dear [name]: 

<RIGHNtARK,., 
October 6,2008 

Higlunark Inc. 
Privacy Department 
1800 Center Street 
Camp Hill, P A 17089 

We regret to inform you that an incident has occurred which may have compromised 
some of your personal infonnation. 

A secure file containing enrollment infonnation intended for your group, Reed Smith, 
was received by another Higlunarlc Inc. group customer in error. The group customer 
immediately notified Higbmark and was instructed to delete the file and destroy any 
paper copies in their possession. The secure file included your name, contract 
identification number (Social Security number), date of binh, type of contract. effective 
date, and group billing information. 

As this was a manual eITor, the employee responsible for sending the file has received 
additio)lal training to reinforce the importance of handling confidential information 
appropriately. Further quality control and review procedures are being implemented to 
ensure similar events do not reoccur. 

While we have no evidence that your infonnation has been misused and doubt that there 
is any reasonable risk of harm to you or your infonnation, we believe it is prudent to 
notify you of the situation so that you can take steps to protect yourself. We recommend 
that you remain vigilant regarding your credit report and promptly report any incidents of 
suspected identity theft to us, the Federal Trade Commission, and to the proper law 
enforcement authorities. For additional information on how to protect your personal 
information, you can visit www.ftc.gov/idtheft. 

You may also consider contacting one of the three credit report.ing agencies at the number 
below for more infonnation about your credit file. 

Equitax 
800·525·6285 

Experian 
888-397-3742 

Trans Union 
800-680-7289 

Because your Social Security number was part of the potential breach j we are offering 
you the opportWlity to enroll, at no cost for a year, in a credit monitoring product 
intended to notify you of key chan.ges to your credit report activity. If you take 
advantage of the product, you will have free access to your credit report so you can 
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too~ 

personally monitor your accounts. Please note that this offer will expire in sixty days 
from the date of this letter. 

If you need additional information or wish to enroll in the credit monitoring service, 
please call us toll· free at 866-228-9424 or you can call me directly at 717-302-3602. 

We at Higlunark are committed to maintaining our members' privacy and we hope that 
these actions offer you some level of reassurance. We are trut y sorry for the 
inconvenience this situation may have caused. 

Sincerely, 

Kimberly S. Gray, Esq., CIPP 
Chief Privacy Officer 
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