


./ 

JUN-19-2008 18:50 

NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law SS99-aa: State Technolo2V law 620S) 

Nameof Entity: Aon Consulting. Inc .. 

StreetAddress: 200 East Randolph Street 

P.02/04 

City: Chicago State: 4,jILIoO--__ Zip Code: �l�o�I�:�6�0�~�6�o�!�l�O�u�1� ____ _ 

Sector (please select one): [ ]Local Government [ ]State Government [ JFederal Government 

I) Not-for-profit IX )Commercial IlEducational 

Type of Business (please select one): ( ]Biotech/Pharm 

I JHealth Care [ Jlnsurance [ lRetail/Internet 
(XIOther Risk Management Coosulting 

Persons �A�f�f�~�c�t�e�d�:� Total: ",5,,"7 ... �1�~�6�~�0�,�-�- __ _ Dates: 

NY residents: 5.955 

[ JEducation 

[ )Telecom. 
r JFinancial Services 
[ )Transportation 

Breach Occurred: May 30. 2008 
Breach Discovered: May 30. 2008 
Consumer Notification:,on or about June 23, 2008 

Reason for delay, if any, in sending notice: 

Description of Breach (please select all that apply): ( JHacking incident; 

[X JStolen computer, CO, tape, etc; Illost computer, CD, tape, etc; 
[1 other (specify): ________________ _ 

[ )Inadvertent disclosure; 

( )Insider wrongdoing; 

(Attach additional descriptiorl ifnecessaryJ 

Information Acquired (please select all that apply): [X ]Name; [X )SSN; ( ] Driver' s license no.; 

l JAccount number; [ ]Credit or Debit card number; ( lOther (specify): 

Manner of Notification to Affected Persons (Attach Copy) [XIWritten; [ ]Electronic (email); 

r ITelephone; [ )Substitute notice (provide justification). List dates of any previous (within 12 months) 
breach notifications: April 8. 2008; April 11. 2008 

Credit Monitoring or Other Service Offered: IX J [ J No; Duration: .. 2...:yuf:..\ilS:..-_______ _ 

Service: Triple Adyantage Provider: ... E,.gx ... �p�~�e�"�"�'�r�.�!�.�l�i�i�a�i�L�l�o�n�.�.�l�.�.�_� _________ _ 

�~� m.t.du· �H�u�-�4�-�~� 
Submitted by: Bobbie McGee Gregg (J if Title: VP and Chief Privacy Officer 
Firm Name (if other than entity): �i�.�.�A�~�o�o�l�.�l�n�~�C�o�O�l�o�Q�.�l�J�r� .... �p�~�o�u�.�r�J�i�!�a�J�.�.�!�t�i�~�o�~�n�l�_� _________________ _ 

Telephone: 312-381-2642 Email: bobbiem8regg@aon.com 

Dated: Tune 18. 2008 

Rev. I 1/20/07 
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Aon Consulting 
Privacy Offic~ 
49 Wireless Boulevard. Suite 140 
Hauppauge. NY 11788 

P.03/04 

Bobbie McGee Gregg 
Vice President &: Global ChiefPrivElcy Officer 

Impacted Person Nllme 
Impacted Person Street Address 
Impact.cd Person City. 5T 99999 

lune 23.2008 

III,,,, .. 1".1.',.11. ,1 .. 1.1.1,,11 .. 1., ,11,,1,1. I ", .. 11tI1 .11 

Dear GivenName: 

We are writing Ie intbml you that on MIlY 30, 2008, a.laptop cOlllaining company dota WQS stolen Irom one of our employees. 
The luptop may contain personally identitiable information relltting to you, specifically your name and Social Security 
nllmber. This infonnulion was collected from you by Aon duriog Ihe testing process for a position wilh Venzon. The 
appropriate security llnd police personnel were contacted and a police repon was filed. You may obtain a copy of the police 
report by conlacting me allhe address below. 

The laptop was password protected, and at this point it appca·rs that the theft was II random criminal act. We have no reason 
to believe thllt any ofthe information 011 this laptop bas been accessed or mislIsed. The laptop, however, has not been 
recovered. To help protect you against the potential consequences of this incident, we bave takcn the following steps: 

We hilve partnered with Consumerlnfo.com". an Experiati~ company, to provide you wilh two years of credit monitoring at 
110 cost to you. This credit monitoring membclShip includes an inilial 3-bureau Credit Report. It will enable you to identify 
possible rraudulent use of yuur informatiun. 

Your credit monitoring product, Triple AdvaniagC"~!.I, will identify lind notify you of key changes that may be II .~ign of 
Identity Theft. Your complimentary membership includes: 

o One 3·Burellu Repon when you 5ign up 
o Unlimited aece~s to your Experian Credit Report and Credit Score 
o Monitoring of all threc of your national credit reports every day 
o Email alerts when key chanl.-es arc identified 
o $25,000 ldentity Theft ·insurance provided by Virginia Surety Company, Inc.· 
o Access to Fraud Resolution .Representatives 

You have ninety (90) daYli to lIctivate this membership, which will tllen continue for 24 months. We encourage you to 
activate your credit monitoring membership quickly. To redeem your Triple Advantage membership. please visit 
h!!U:ilv.nrtne~.conlill!ncrinfo,comJjlc and enter the code provided below. You will be instructed on how to initillte your 
online lDembt.'Cship. 

Your Credit Monitoring Access Code; (insert Experian code] 

Plellse caU Consumerint'o.com, Inc.'s toll free Customer Care Center at l·866·579·7109 if you. have any qucstilms OJ need 
further assistance. The Customer Care Representatives are available frmn 9;00 a.m. 109:00 p.m. ET, Monday through Fridlly 
aJld from J J :00 a.m. to 8:00 p.m. Saturday and Sunday. 

Given the incrclIsed risks and sensitivity surrounding identity theft, we urge you to be vigilant for any signs of identity thei\. 
You should cmcfully review account statements and you may wish to monitor your credit histury by nlOnitoring your credit 

• Due to New York state law restrictions, identity theft insurance cannot be offered to re$idenls llf New York . 

.'Ion C0l]lOru/i,m 
~(M) EaSI R~Q"olph StreCI • l'hk:;s~. Illinois 6060 I 

'~I. JI2 .. 1SI .. H2S· tax: 312 .. 1HI.67011 • ~'W!l!I!&!l!n 
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report. Always report suspected identity theft to yow loc~iIlaw enforcement agency and contact Consumcrinfo.colll. Inc. 
immediately for Fnmd Resolution Assistonce. For more inlhnnation ahout detecting and dealing with identity th.eft. visit the 
Web site of the Federal Trade Commission Ilt htlp://www.conslJmer.gov/idthefti. You can also contact the f-rC by telephone 
at l-1!77-ID-THEFT (1-877-438.4338) and by mail addressed to Federal Trade Commission, Consumer Response CeuteJ, 
6()() Pennsylvania Avenue, NW, Washington, DC 20580"-

Aon takes th..: security of personal information seriously. We actively review our security procedures to e"-'Iure the protection 
ilnd the safeguarding of proprietary infonnntion. We arc in pmcess of ndding encryption soHware to all our laptop computers 
to prevent unauthorized access to laplop contents. We regrci that this incident OCCUlTed and apologize for the in.collvcnicnce 
to you. 

You may also contact Ihe credit reporting companies at: 

Equifax: U.S. Consumer Services, Equifax Information Services. LLC. P.O. BOlt 740241. Atlanta. GA 30374. 
To report fraud call (888) 766-0008 or 10 order copy of credit report, call (800) 685-1111. 

EKperion: Experilln Security Assistance, P.O. Box 72, Allen. TX 75013. To report fraud call (88M) ]97-3742 
or 10 order copy of credit report call (888) 397-3742. 

TransUniou: P.O. Box 6790, Fresno, CA 92834. To report irnud call (800) 680-7289 or to order a copy 
of credit report call (877) 322-8228. 

You hove the right to pillee a security frceze on your credit report, which will prohibit the credit reporting companies from 
releasing any information in your credit report without Y(Jur express approval. You must contact elleh of the three Jruljor 
crellit reporting companies separately, and you will be charged $5.00 by each company to place and/or remove Ihe frcC7.e, 
unless you are Ihe victim of identity f:mud. 

Please Dote that the Security Freeze may delay, interfere with or prohibit the timely approval of any subsequent request or 
application you mllke that involves access to your credi.t report. This mOlY include. bUI is not limited 10, new loans. credit. 
mongagcs. insurance. rental housing. employment, in'Vesrmellts, licenses. cellular phone service, utiHty service. digillli 
signalure service, Internet credit card transactions and extension of credit al point (If sale. If you wish Ie) apply for a new 
credit account or other credit relationship. and the prospcc:tive lender or company nceds to access your credit report, you will 
nC(.'<i 10 either remove or temporarily lift the Security Freeze. 

You can acccss inlonnation from each ofthe Ihree national credit reporling companies explaining their processes for 
n:qucsling Ii security freeze on the internet as tolluws: 

Experian htlp;(/wlI'w.expe.rian.cQrnlconV//merlhelp/.\'(iJreslma.hlml 

Equifax http.//www.(.1I1i/hI.coml 

Tf'dnsUnion hltP·/lwll'w,/ramuniQI1.comlcorporlltrtl.gersontlflfraudJdentitl,Tlletilpre\lentin1l/.~eC1lrilvF,.t!(1:e.page 

Sincerely. 

~ h1Vk livt'l-
Bobbie McGee GJ'egg 
Aon Corporation 
Chief Privllcy Officer 

t. Residents of Ihe State of Maryland may also visit the website of the Otlice of the Maryland Attorney General at 
hltp·/Iwww.Qag.state.md,\ls/idthefifinde)(.hLm. and can contact the Oftice of tbe Marylalld Attorney General hy telephone at 
(888) 743-0023 toll-free or by mail addressed to Office of the Attorney General, 100 St. P~lIl Place, .Baltimore. MD 21202. 

TOTAL P.04 


