


























June [insert date], 2008 

[Insert Name field here] 
[Insert Street Address field here] 
[Insert City, State, and Zip Code fields here] 

Dear [Insert Name field here]: 

I am writing to share with you some important information regarding a recent incident that 
involves your personal information. For the past 8 years, CNET Networks has used Colt Express 
Outsourcing Services, Inc. ("Colt") to provide CNET Networks with employee benefit plan 
administrative services. An employee benefit plan administrator helps CNET Networks to 
provide insurance and other benefits to our employees. 

Colt recently informed us that on Memorial Day, Monday, May 26, 2008, Colt's offices in 
Walnut Creek, California, were burglarized, and computer equipment was taken which contains 
the human resources data of several of their clients, including CNET Networks. The theft of this 
equipment may have exposed the personal information of around 6,500 of CNET Networks' 
current and former employees, and their dependants. 

Data on the stolen computers included first names, last names, dates of birth, Social Security 
numbers, addresses, employers, hire dates, benefits group numbers, and individual's relationship 
to the policy holder. We have no reason to believe that the computers stored personal health 
information. 

Colt has also informed us that they immediately reported the break-in to Walnut Creek police 
and to REACT High Tech Crimes Task Force in Silicon Valley when they discovered the 
burglary, and that there is an ongoing criminal investigation. Walnut Creek Police have 
informed us that they are not aware of any misuse of personal information as a result of this theft 
at this time. Nevertheless, we want to make you aware if the incident and provide you with 
information on preventative measures to minimize the possibility of identity fraud. 

CNET Networks takes the protection of personal information very seriously, and is taking steps 
to ensure that a data security breach does not occur in the future, including evaluating new 
service providers to manage our benefit plan administration. 

In order to provide its employees with a way to identity possible identity theft, CNET Networks 
has contracted with Equifax, a global leader in credit management and monitoring information, 
to provide Equifax Credit Watch Gold with 3 in 1 Monitoring product, including identity theft 
expense insurance, for one full year at no cost, should you wish to participate. You can enroll in 
this product immediately by going to www.myservices.eguifax.com/tri . To sign up, you will 
need the CNET Networks Special Promotion Code: XXXXXXXX. More information about 
Equifax and their products can be found in the Q&A documents enclosed. This product provides 
comprehensive credit file monitoring of your credit files at Equifax, Experian and Trans Union, 
one copy of your 3-in-1 Credit Report, and unlimited copies of your Equifax Credit Report. It 
also includes around-the-clock, live customer service, and $20,000 in identity theft expense 



insurance. Equifax Credit Watch is one of the most comprehensive programs available to help 
protect your name and credit against identity theft. 

With this letter, we are enclosing an information sheet detailing the identity theft protection 
product CNET Networks is providing you and information about how to register with Equifax. 

To safeguard yourself against identity theft or other unauthorized use of personal information, 
you can take some simple steps. 

• First, we recommend that you remain vigilant over the next 12 months and review your 
credit card bills and credit report for unauthorized activity. You should promptly report 
any suspected identity theft to your local law enforcement agency, the u.s. Federal Trade 
Commission, your financial institution, and to the Fraud Alert phone line of a consumer 
reporting agency. The numbers for the three national reporting agencies are: 

• Equifax: 1-877-478-7625 or online at 
www.fraudalerts.equifax.com 

• Experian: 1-888-397-3742 

• TransUnion: 1-800-680-7289 

• You are also entitled to one free copy of your consumer credit report from each of the three 
national consumer reporting agencies a year. You may request your free annual consumer 
credit report by visiting www.annualcreditreport.com or by calling 1-877-FACTACT (1-
877-322-8228). You may want to obtain copies of your consumer credit report to ensure 
the accuracy of the report information. 

• Because your Social Security number was involved, you may wish to consider placing a 
fraud alert on your credit files. A fraud alert requires potential creditors to use what the 
law refers to as "reasonable policies and procedures" to verify your identity before issuing 
credit in your name. A fraud alert lasts for 90 days. Just call one of the three credit 
reporting agencies at a number listed above. This will let you automatically place an alert 
with all of the agencies. You will receive letters from all three, confirming the fraud alert 
and letting you know how to get a free copy of your credit report from each. 

• If your personal information has been misused, get a copy of the police report. You may 
need to give copies of the police report to creditors to clear up your records. 

• Victims of identity theft also have the right to place a security freeze on their consumer 
reports. A security freeze is designed to prevent credit, loans and services from being 
approved in your name without your consent. However, a security freeze may delay your 
ability to obtain credit. You may request that a security freeze be placed on your consumer 
report by sending a request to a consumer reporting agency by certified mail, overnight 
mail, or regular stamped mail to the address below. The following information should be 
included when requesting a security freeze: (1) full name, with middle initial and any 
suffixes; (2) Social Security number; (3) date of birth; (4) current address for the past two 
years; (5) any applicable incident report or complaint with a law enforcement agency. The 
request should also include a copy of a government-issued identification card (such as a 
driver's license or military ID) and a copy of a recent utility bill or bank or insurance 
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statement. Each copy should be legible, display your name and current mailing address, 
and the date of issue. The consumer reporting agency may charge a fee to place or lift a 
freeze, unless you are a victim of identity theft or the spouse or dependant of a victim of 
identity theft, and you have submitted a valid police report relating to the identity theft to 
the consumer reporting agency. 

• Equifax Security Freeze, 
P.O. Box 105788, 
Atlanta, Georgia 30348 
www.equifax.com 

• Experian Security Freeze, 
P.O. Box 9554 
Allen, Texas 75013 
www.experian.com 

• TransUnion Fraud Victim Assistance Dept. 
P.O. Box 6790 
Fullerton, California 92834-6798 
www.transunion.com 

• To learn more about identity theft or to report an incident of identity theft, you can go to 
the Federal Trade Commission's Web sites, www.consumer.govlidtheft, 
www.ftc.gov/bcp/edulmicrosites/idtheft/consumers/detect.html, or call the FTC's Identity 
Theft Hotline at 1-877-438-4338 to request information. 

Also, we have enclosed answers to some frequently asked questions regarding this incident. If 
you have additional questions, or feel you may have an identity theft issue, please call X-XXX-
xxxx. 

We regret this incident and apologize for any inconvenience. 
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Sincerely, 

Jose Martin 
Senior Vice President of Human Resources 

CNET Networks, Inc. 
235 Second Street 

San Francisco, CA 94105 


