


NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law §899-aa; State Technology Law §208) 

Name of Entity: ciood �S�h�~�h�e�r�d� �H�o�s�p�l�~�e�.�,� 
�S�t�r�e�e�t�~�d�d�r�e�s�s�:� :::: - Z.o �����I���6�����O�O�0�H���W��H �'�5�I�t�J�l�N�~� 
City: �~�r�i� �;�;�r�~�~� �S�"�t�a�J�,�~�n� State: Ny Zip Code: �"�.�.�!�.�/�.�.�.�.�.�!�;�~�-�,�!�.�.�.�:�4�~� ___ _ 

Sector (please select one): 

l)() Not-for-profit 

]Local Government 

]Commercial 

]State Government []Federal Government 

] Educational 

Type of Business (please select one): [ ]Biotech/Pharm 

�[�~�H�e�a�l�t�h� Care []Insurance ]Retail/lnternet 

]Education 

]Telecom. 
[ ]Ofuer ________________________________________ _ 

]Financial Services 

]Transportation 

Persons Affected: Total: �6�2����
NY residents: -S-08' 

, Dates: Breach Occurred: " �������� ������f 
Breach Discovered: �E���^�,�2��lor 
Consumer Notification: ���������������U��

Reason for delay,'if any, in sending notice: ________________________________ _ 

Description of Breach (please sel!!Ct All that apply): [ ]Hacking incident; [1Inadvertent disclosure; 

I)(JStolen computer, CD, tape, etc; ]Lost computer, CD, tape, etc; []Insider wrongdoing; 

[ 1 other (specify): (Attach additional description if necessaryJ 

Information Acquired (please seleetill that apply): []Name; �>�@�6�6�1�L��[]Driver's license no.; 

[ )Account number; [ ]Credit or Debit card numbl!r; Other (specify): __ �U�,�.�.�.�:�~�-�.�.�u�.�,�~�C�.�l�l�g�.� .... \I__ _____ _ 
���
���������������U�������<�
�G������'011..... 6C.e.. Cl,..; E!.; 

Manner of Notification to Affected Persons (Attach CORY): �~�W�r�i�t�t�e�n�;� [ ]Electronic (email); 

[ ]Telephone; [ ]Substitute notice (provide justification). List dates of any previous (wifuin 12 months) 
breach notifications: ___________________________________ _ 

Credit Monitoring or �O�~� Service qffered: PC Yes; 

Service: C:O::' d "t �~�(�)�(�l� \ +00£5 
[ rNo; Duration: _____________ _ 

Provider: 8 �S�H�W���,��«-t'l 
Submitted by: �~�t� MuL<Yr1 Title: cl-Jd �O�$�I�E�����M�t�J�-�;�~� Jccur7tc �~�~� 
Firm Name (if other than entity): �~�C�.�.�.�,�f�o�A�"�"�"�&�4�L�A�~�.�u�.�\�~�j�c�.�.�.�.�.�.�.�.�.�.�.�J�t�t�?�L�.�I�I�i�.�.�l�A�.�~�l� �~�t�h�t�.�.�.�L�.�.�:�~�~�/�'�,�~�~�:�:�.�L�~�~�~�L�.�.�.�J�I�d�;�.�L�L�_�'�b�f�~�~�_�=�_�_�- __ -
Telephone: �K�"�!��1- 4"5" - �4�~�7� Email: �����������������������;�;�k�,�.�.�.�1�i�W�1�~�c�:�6�5�I�I�'�~� 

Dated: &, �-��IJ ����������

Rev. 11120/07 



PLEASE COMPLETE AND SUBMIT THIS FORM TO 

EACH OF THE THREE STATE AGENCIES LISTED BELOW: 

Fax or E-mail this form to: 

New York State Attorney General's Office: 

SECURITY BREACH NOTIFICATION 

Consumer Frauds &: Protection Bureau 

120 Broadway - 3«1 Floor 

New York, NY 10271 

Fax:212~1645003 

E-mail: breach.security@oag.state.ny.us 

New York State Office of Cyber Security 
& Critical Infrastructure Coordination (CSCIC) 

SECURITY BREACH NOTIFICATION 

30 South pearl Street, Floor P2 

Albany, NY 12207 

fax:518~74-9090 

E-mail: .info@cscic.state.ny~ 

New York State Consumer Protection Board (CPB): 

SECURITY BREACH NOTIFICATION 

1740 Broadway, 15th floor 
New York, NY 10019 

fax:212-459~855 

E-mail: security_breach.Jlotification@consumer.state.ny.us 

Rev. 1 1120/07 



Good Shepherd Hospice 
A Member of Catholic Health Services of long Island 

June 11,2008 

We are writing to inform you of a recent security breach at Good Shepherd 
Hospice. We want to acquaint you with the facts, give you information on steps we have 
taken, and provide information useful to you. We are sorry to trouble you during this 
difficult time but believe it is important that you have this information. 

Good Shepherd Hospice has clinical staff using laptop computers as part of our 
electronic medical record system. Unfortunately, one of our medical staff had his vehicle 
broken into outside his home on the evening of June 9th or the morning of June lOth. 

The laptop computer and other electronic data were stolen. Patient records that contain 
private and personal information, including your individual patient record, were on the 
laptop computer. Although there are safeguards protecting the data on the laptop, it is 
also possible that those safeguards may have been breached or compromised. A report 
has been made to the Catholic Health Services of Long Island's Chief Information 
Security Officer and Chief Medical Officer, the Suffolk County Police Department and 
three required New York State agencies that monitor security: the Office ofCyber 
Security, the Attorney General's Office, and the NYS Consumer Protection Board. 

Your social security number, banking or credit card information were!!!!.! 
included in the medical record on the computer. We do not have any evidence that your 
personal information was misused. However, health insurance information was on the 
computer. For patients who have a health insurance identification number, such as a 
Medicare number, that matches your Social Security Number, there may be a risk of 
identity theft. To further protect you. upon your request to Good Shepherd Hospice. we 
will provide a free credit monitoring service for a year. By signing up for credit 
monitoring, you will be notified if any credit history activity involving you takes place at 
any of the three national credit bureaus. Please call our administrative office at (631) 
474-5500. We have assigned staff members to assist you in setting up this monitoring 
service. 

Port Jefferson Office 
4747-20 Nesconset Highway 

Port Jefferson Station, NY 11 776 
Tel 6314744040 
Fax 6314744058 

Hauppauge OffIce 
190 Molor Pkwy, lst Floor 

Hauppauge, NY 11786 
Tel 631-648-1255 
Fax 631-648-1268 

Administrative Office Ttll (631) 474·5500. Fax (631) 474-2568 

Carle Place OffIce 
528 Mineola Avenue 

Carle Place, New York 11514 
Tel 516-876-8485 
Fax 516-876·8957 



We also recommend that you place a fraud alert on your credit files. A fraud alert 
lets creditors know to contact you before opening new accounts. You may call anyone 
of the three credit reporting agencies at a number below. This will let you automatically 
place fraud alerts with all of the agencies. You will then receive letters from all of them, 
with instructions on how to get a free copy of your credit report from each. 

Experian 
888-397-3742 

Equifax 
800-525-6285 

TransUnion 
800-680-7289 

If you find suspicious activity on your credit reports or any accounts, please also 
call your local police precinct and file a report of identity theft. Even if you do not find 
any signs of fraud on your reports, we recommend that you monitor your credit reports, 
and we will assist you in setting up this process at no cost to you. 

If there is anything Good Shepherd Hospice can do to assist you, please call our 
administrative office at (631) 474-5500. Our staff members are working and putting 
additional measures in place to further enhance security to prevent this from happening in 
the future. We assure you that we are doing everything we can as quickly as possible. 
Once again, please accept our sincerest apologies. 

Robert Meriam 
Chief Information Security Officer 
Catholic Health Services of Long Island 

Sincerely, 

~_.-. ~-c.; . . 
Marianne Gillan 
President & CEO 
Good Shepherd Hospice 


