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Good Shepherd Hospice

A Member of Catholic Health Services of Long Island

June 11,2008
.

We are writing to inform you of a recent security breach at Good Shepherd
Hospice. We want to acquaint you with the facts, give you information on steps we have
taken, and provide information useful to you, We are sorry to trouble you during this
difficult time but believe it is important that you have this information,

Good Shepherd Hospice has clinical staff using laptop computers as part of our
electronic medical record system. Unfortunately, one of our medical staff had his vehicle
broken into outside his home on the evening of June 9® or the morning of June 10,
The laptop computer and other electronic data were stolen, Patient records that contain
private and personal information, including your individual patient record, were on the
laptop computer. Although there are safeguards protecting the data on the laptop, it is
also possible that those safeguards may have been breached or compromised. A report
has been made to the Catholic Health Services of Long Island’s Chief Information
Security Officer and Chief Medical Officer, the Suffolk County Police Department and
three required New York State agencies that monitor security: the Office of Cyber
Security, the Attorney General’s Office, and the NYS Consumer Protection Board.

Your social security number, banking or credit card information were not
included in the medical record on the computer. We do not have any evidence that your
personal information was misused. However, health insurance information was on the
computer. For patients who have a health insurance identification number, such as a
Medicare number, that matches your Social Security Number, there may be a risk of

identity theft. To further protect you, upon your request to Good Shepherd Hospice, we
will provide a free credit monitoring service for a year. By signing up for credit
monitoring, you will be notified if any credit history activity involving you takes place at
any of the three national credit bureaus. Please call our administrative office at (631)
474-5500. We have assigned staff members to assist you in setting up this monitoring
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We also recommend that you place a fraud alert on your credit files. A fraud alert
lets creditors know to contact you before opening new accounts. You may call any one
of the three credit reporting agencies at a number below. This will let you automatically
place fraud alerts with all of the agencies. You will then receive letters from all of them,
with instructions on how to get a free copy of your credit report from each.

Experian Equifax TransUnion
888-397-3742 800-525-6285 800-680-7289

If you find suspicious activity on your credit reports or any accounts, please also
call your local police precinct and file a report of identity theft. Even if you do not find
any signs of fraud on your reports, we recommend that you monitor your credit reports,
and we will assist you in setting up this process at no cost to you.

If there is anything Good Shepherd Hospice can do to assist you, please call our
administrative office at (631) 474-5500. Our staff members are working and putting
additional measures in place to further enhance security to prevent this from happening in
the future. We assure you that we are doing everything we can as quickly as possible.
Once again, please accept our sincerest apologies.

Sincerely,
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Robert Meriam Marianne Gillan
Chief Information Security Officer President & CEO
Catholic Health Services of Long Island Good Shepherd Hospice



