




























.. Tavelli. Brendon" 
<btavelli@proskauer.com> 

05/29/200802:56 PM 

To security-breach_notification@consumer.state.ny.us 

cc 

bcc 

Subject Legal Notice of Information Security Breach 

Please see the attached *UPDATED* legal notice of information security breach, submitted on behalf of 
BNY Mellon Shareowner Services. Thank you. 

Brendon M. Tavelli 1 PROSKAUER ROSE �/�/�3��
1001 Pennsylvania Avenue, NW 1 Suite 400 South 
Washington, DC 20004-2533 
v: 202.416.68961 F: 202.416.6899 
btavelli@proskauer.com 1 www.proskauer.com 

«Document.pdf» 

********************************************************** 
To ensure compliance with requirements imposed by u.s. 
Treasury Regulations, Proskauer Rose LLP informs you that 
any u.s. tax advice contained in this communication 
(including any attachments) was not intended or written to 
be used, and cannot be used, for the purpose of (i) 
avoiding penalties under the Internal Revenue Code or (ii) 
promoting, marketing or recommending to another party any 
transaction or matter addressed herein. 

********************************************************* 
This message and its attachments are sent from a law firm 
and may contain information that is confidential and 
protected by privilege from disclosure. If you are not the 
intended recipient, you are prohibited from printing, 
copying, forwarding or saving them. Please delete the 
message and attachments without printing, copying, 
forwarding or saving them, and notify the sender 
immediately. 
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NEW YORK STATE SECURITY BREACH REPORTING FORM 

Name of Entity: 
Street Address: 

Pursuant to the Information Security Breach and Notification Act 
(General Business Law § 899-aa; State Technology Law § 208) 

BNY Mellon Shareowner Services ("BNY Mellon") 
480 Washington Boulevard 
Jersey City. NJ 07310 

Sector (please select one): 
[ ] Not-for-profit 

[ ] Local Government [ 1 State Government [ ] Federal Government 
[X] Commercial [ 1 Educational 

Type of Busmess (Please select one): 
[ 1 Health Care [ ] Insurance 

[ ] BiotecblPharm [ 1 Education [X] Financial Services 
[ ] RetaillIntemet( 1 Telecom. [ ] Transportation 

(]Oili~ ____________________________________________ _ 

Persons Affected: Total: Approximately 4.2 million 
NY residents: Appro:xllnately 362,218 

Breach Occurred: 
Breach Discovered: 

2fl7fl008 
2fl7fl008 

Consum~ Notification: On or about 5122fl008* 

Reason for delay, if ally, in sending notice: *This form suwlements a form submitted on March 26. 2008 concerning ' 
a breach discovered on February 27. 2008. On or about March 19.2008. BNY Mellon notified certain onts clients' 
shareowners that BNY Mellon's archive services vendor could not account for one of several boxes ofbacIrup tapes 
being shipped to an off-site storage facility. The tapes contained personal infonnation about BNY Mellon's clients' 
shareowners. After providing the initial notice. BNY Mellon. together with an outside data forensics finn, 
continued to analyze the data on the missing tapes and has identified an additional population of individuals to 
whom it win be providing notice. The additional individuals' information is maintained by BNY Mellon in 
connection with stock transfer agency. employee plan administration and related services for issuers of securities 
such as public corporations. This includes records for accounts that are currently active. as well as those that have 
been closed for some years. Mailings began on or about May 22. 2008. 

Description of Breath (please select all that apply): [ 1 Hacking incident; [ ] Inadvertent disclosure; 
[ ] Stolen computer, CD, tape, etc; [X] Lost computer, CD, tape, etc; [ ] Insider wrongdoing; 
[ ] other (specify): [Attach additional description if 
necessary] 

Information Acquired (please select all that apply): [X1 Name; [X] SSN; [] Driver's license no.; 
[X 1 Account number; [ ] Credit or Debit card number; [X] Oilier (specify): Share Positions 

Manner of Notification to AfJeded Persons (Attach CODY): [X] Written; [ ] Electronic (email); 
[ ] Telephone; [ ] Suhstitute notice (provide justification). List dates of any previous (within 12 months) 
breach notifications: _____________________________ _ 

Credit Monitoring or Other Service Offered: [X] Yes; 
Service: Triple AlertSM Credit Monitoring 

Submitted by: Brendon M. Tavelli 

[ ] No; Duration: Extended to Two Years 
Provider: Consumerlnfo.com. Inc. 

Title; Associate 
Firm Name (if other than entity):,_--!.Pr~o!!>ska~u~e!!..r_"':!R~o~se~L~L~P'__ _________________ _ 
Telephone: (202) 416-6896 Email: btavelli@proskauer.com 

Dated: May 29. 2008 

Rev. 11120/07 



PLEASE COMPLETE AND SUBMIT TIllS FORM TO 

EACH OF THE THREE STATE AGENCIES LISTED BELOW: 

Fax or E-mail this form to: 

New York State Attorney General's Office: 
SECURITIr BREACH NOTIFICATION 
Consumer Frauds & Protection Bureau 
120 Broadway - 3rd Floor 
New York, NY 10271 
Fax: 212-416-6003 
E-mail: breach.security@oag.state.ny.us 

New York State Office of Cyber Security 
& CritiC.lll Infrastructure Coordination (CSCIC) 

SECURITI" BREACH NOTIFICATION 
30 South Pc~l Street, Floor P2 
Albany, NY 12207 
fax: 518-474-9090 
E-mail: infi)@cscic.state.ny.us 

New York State Consumer Protection Board (CPB): 
SECURITY BREACH NOTIFICATION 
1740 Broadway, 15th floor 
New York, NY 10019 
fax: 212-459-8855 
E-mail: security_breach_notification@conswner.state.ny.us 
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BNY MELLON SHAREOWNER SERVICES 
Attn: SHAREOWNER SERVICES 
POBOXXXXX 
Manchester, CT 06045 

.co.trot_ 
«NAMEy.· 
<<ADDJO> 
<<ADDRt» 
«ADDR2» 
«ADDR3» 
«ADDR4» 

Dear Sir or Madam: 

May XX, 2008 

BNY Mellon Shareowner Services provides stock: transfer agency, employee plan administration and related 
services for issuers of secwities such as publicly traded corporations. While we have no reason to believe your 
information has been or will be accessed or misused, we are writing to infonn you of an incident involving your 
personal information that we maintain in connectiro with these savices. On February 27, 2008, our archive 
services vendor notified us that they could not account for roe of several boxes of data backup tapes that they 
were transporting to an oft:.site storage facility. The missing tapes contained certain personal infonnation, such 
as your name, address, Social Security number and/or shareowner account information, that we maintain in 
providing these services. 

Although we have no indication of any improper access to this data, as a precautiro,to help you detect any 
possible misuse of your data, we are offering you free credit monitoring for a 12-month period. We have 
engaged Conswnednfo.com, Inc., an Experian® Company, to provide you with their Triple AlertSM Credit 
Monitoring product, which includes daily monitoring of your credit reports from three national credit reporting 
companies (Experian, Equifax® and TransUnion®), email monitoring alerts of key changes to your credit 
reports, and more. 

For more information, please visit our website at http://www.bnymellon.comltapequery. You have 90 days 
from the date of this notice to activate the credit monitoring by using the activation code xuxxxux. This code 
is unique for your use and should not be shared. To learn more about Triple Alerf!M and to enroll, go to 
http://partner.consumerinfo.comlmonitor and follow the instructions. To enroll by phone, or if you have any 
questions, please call us toll-free at 1-8XX-XXX-XXXX. Our customer service representatives are available 
Monday through Friday, between 8 am. and 8 p.m. ET; and Saturday, between 9 a.m. and 4 p.m. ET. 

We recommend that you regularly review statements from your accounts and obtain your credit report from one 
or moce of the national credit reporting companies. You may obtain a free copy of your credit report once every 
12 months by visiting http://www.annualcreditreport.com or by ca1ling one of the three national credit reporting 
companies, tolI··free: Experian at (888) 397-3742; TransUnion at (800) 916-8800; Equifax at (800) 685-1111. 
We recommend you remain vigilant and that you report any suspected identity theft to us and to proper law 
enforcement audlorities, including the Federal Trade Commission. Please visit the FTC's web site, . 
http://www.ftc.govlbcp/edulmicrositesiidtheft, to learn more about protecting yourself from identity theft, such 
as requesting a :fraud alert. 

Please be assurc:d that we take the protection of your information very seriously and have taken additional 
measures to protect your account with us. We have implemented additional measures that will help prevent a 
similar occurra:lce. We sincerely regret any inconvenience or concern caused by this incident. 

Sincerely, 

BNY MeUon Shareowner Services 


