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Name of Business, Individual or State Entity Bank of America 
Date of Discovery of Breach: 3/5/07 
Estimated Number of Affected Individuals: �~�8�8�=�O�:�:�-�N�:�:�-�:�C�Y�:�-�:�-�-�:�:�:�:�-�R�-�e�s�-�:�-�i�~�d�e�-�n�-�:�t�s� 
Date of Notification to Affected Individuals: -4110/07 --
Manner of Notification: [X ) written notice 

l ] electronic notice (email) 
( ) telephone notice 

Are you reQuesting substitute notice? ( ] Yes [X ) No (If yes, attach 
j �u�s�t�J�f�i�c�~�t�i�o�n�)� 

Content ofNotjfication to Affected Individuals: Describe what happened in general terms and 
what kind of infonnation was involved. Please attach copy of Notice . . 

Bank of America recently learned that an associate was the victim of a break·in and a laptop computer 
was reported stolen. The laptop contained personal information on a limited number of current and 
former Bank of America associates . . The data varied by individual but may have included name. address, 
date of birth and SSN. 

'While we have no evidence to suggest the information contained on the computer has been either 
compromised or misused, with an abundance of caution we are taking proactive and precautionary steps 
to notify the individuals affected and provide them with complimentary credit monitoring services if 
desired. 

We are notifying approximately 880 NY residents who may be potentially affected. 

Name of Business or Individual Contact Person: _Brian Grip _____ _ 
Title: �~�P�u�b�l�i�c� Policy Manager, Northeast 
Telephone number: _603 647·7625 _____ _ 
Email: brian.p.grip@bankofamerica.com_ 

_ Dated: 4/11/07 ________ _ 
Submitted by: _Brian Grip _________ _ 
Title: ' _Public Policy Manager, Northeast 
Address: _Manchester-ELM Banking Center, 1155 Elm St. Manchester, NH 03101 

Email: ._brian.p.grip@bankofiunerica.com __ "" _________ _ 
Telephone: . 603 647-7625 ______________ _ 
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Fax: _603 647~3782 

PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENClES as follows: 

f!!.this form to: 

cps: 
Security Breach Notification-
Fax: 518-474-2474 

NYS Office of Cyber Security and Critical Infrastructure Coordin~tion (CSCIC): 
30 South Pearl St. 
Floor P2 
Albany, NY 12207 
Fax:S18-474-9090 

and also Fax & Mail this form to: 

Attorney General: 
Asst. Attorney General in Charge 
Bureau of Consumer Frauds 
120 Broadway - 3r(\ Floor 
New York,NY 10271 
Fax: 212-416-6003 

P.03 
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{Name . 
Street Address 
City, ~tate Zip Code] 

(Month Day, Year] 

BANK OF AMERICA 

[Mr. I Ms. f Mrs. First Last Name): 

603 647 3778 P.04 

€lank of America takes its responsibilities for information protection very seriously. We have learned that an 
~Issociate was the victim of a recent break-In and a laptop containing information on a limited number of 
current, former and retired Bank.of America associates was reported stolen. 

Hegrettably, some of your personal information was on the computer. This information included name, 
address, date of birth and social security number. 

While there has been no indication that any of your personal information has been compromised or misused, 
we are taking this proactive and precautionary step to notify you and advise you of our actions to address 
tnis situation. 

o We continue to work with law enforcement to investigate this incident and recover the computer. 

o To provide you with additional peace of mind, and at your option, we will provide a complimentary 
credit monitoring service at no cost to you for the next two years. You will not be billed for this 
service. 

o To enroll in the Bank of America Privacy Assist Premier™ service, please visit the following web site: 
. www.bankofamerica.com/privacyassistlsecurecor you may call our dedicated Privacy Response Unit 

at 1.800.252.2867. You will be asked to provide the 10 digit alpha numeric validation code located 
on the bottom right hand corner of your privacy notification letter to complete the enrollment. 

o Steps are already being taken to strengthen practices for the handling and storage of associate data 
to help avoid future occurrences. 

F:inally, in addition to the precautions we are taking to protect your information, listed on the back of this letter 
are suggestions for what you can do to help protect your financial and personal information. We ask that you 
regularly review your credit reports and account statements during the next 12 to 24 months and notify us of 
~Iny unauthorized transactions or incidents of suspected identity theft related to your Bank of America 
elCcounts. Please review your monthly account statements thoroughly and report any suspicious activity to 
LIS'as well. 

\Ve apologize for any concerns this unfortunate inCident may have caused you. 

If you have questions, please call our dedicated Privacy Response Unit at 1.800.252.2887 for 
usistance. ' 

Sincerely, 

Mark S. Behnke 
Global Compensation and Benefits Executive 
clank of America 

xxxxxxxxxx 
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[Printed on back of letterhead] 

Important tips on how to protect personal information 
::lank of ,I\n)(:~:"ici.'l r(~cor'!'w~r::!'Id'; th/il' 'jim; t:ak(-! :,:'1r. l"oilo"l'IIil'19 pieG~i,lI:i/')ilS : ~,' ~Fli:lrd <'~(;tli";SI. th·,',: (j:~,Ci(iSUj':~ ,):,d 
', Ii)(1ut:horizf.ld ll.')(; (.'1' y()I,:r m;c(),II)t <'1l1~,1 pf~rs()nai j~~ft)!'il·i;.:iI:I(I:) : 

• R(:;~\I:ew YOl:r :':j(lnt~!y acco.IJrit st';lr('!r.)eqt~; thDr'G\J~jh!y ;'1n.-! n!~jJ(J,t an'l !;'lspic:n:,::, ,::c::v;,,',' to l , I~:; . 

• Ht~pOrl lost Of' ~,tc'lei'l ctlecks, crecii't 0;" r;;ebit CMOS irnn,,',:cI:~;tci)l, 

D I'icver pmvide pl':-r50;'le.: Inf'r)J'I'11aUQ:1 0vi,~r tile phone or Oili:ne u!'I'~,!i;f. you' h;3V/~ i>li~,:~t~: ,'~:l th(' Ci:11i 
and know wit": Wfl'JrTl VOIJ arc ':5pei~l(in9 , ' 
Co i Icr, j.lf'P;)i'i!:\: }i(l\H· driv(~ r';. licens(~ or ~:;~IC! ;,)i Secul''t;1 ~'ll1n:bcl' on dl!:'I:io;;, 

• Safi'~~lU a(~ /\i·~~.1 Ctcd ~ t 1311(; debit cares. i"i\:: n·i On 1. (~ ?Ti\ls {~J~,.~:;()nrJ; i: '~e:'t'i':::CHUn:' :11.1i11bers) 2nd 
1"::!(-ri:1;n fnlll' I '1'1' ;\ in\} P'!I\!5, Socia! Security l~urnbC~5 0:' ((edit (~rci nr)l';1tx:i'S wi \(~r<-~ th(c'Y Ulilld Iw 
I'or;r!d, 

• Store cCll'Ir:",~li,'c.i checks, r\ew \:ht~cl<$ ('Ind au:ount: ~1tate"n(:.:)t~; irl <! :;c\f,~ pl;;;ce, 
• T<:!cll ' up (Ii" Si~i"NI •• IW pn::· .. apDrov1:!d Crl:'t!i l: C)ff(~r!; te; which yOL! (10 not rcspo:H':, 
.' Rt~\I:ew 'y'OUI' u'(xh' "GPl.lrt. ;~t I(~i;':~t or\(,:~ c'~'l'ery year, ~121<e ~:~H'e t\ji :nforrn<ltic"', is \.I;) ~:o cJ,)tc ~]!1(1 

'lCC:.n'o)te, .:Jnd h,wc jnfrJrrn~lti('Hl r;:~::~t:!n; tl;'l fr':'H.!dul~~,nt t':'BI1Si,\ctrons dc:ld:eci. [-"or ('I ff'(,:(;~ (O;W :)1' v()ur 
crc('Ht t,ll.:rC\'HJ n::port, (W'ltdU. ar~n:,;cl l c: ,~(!j~r'E::pOd: ,r:Cim or cal: 1.~\'?7, 32? ,S~::?'8, ,. 

for mor'c., infor.mati.C)I'~ about gu,,-,rdlmJ your £"~C{}Ul'lt ~,.,d person .. ' information, 'as well a5 our 
'(Intinc p"actjc~s, pi~"1;~ vis it OUI' Web 5it',1 V..'~'..'w, !~'lnl«(lriJrnc:-:ci:\.c,ornN.!'JYJ:~s'o/ . 

F~l;1porting fraud 
::' yDlJ think yU~1 t:;W~) i'Ji.':~:n f:l vic~~;r~~ of id(:l'itity thr:fl: Gr 1'r.:'II.'d , ,:onlm,', O;'I(~ I,ir ',:'I~ nl'r::f:~ flll'jOI" r;re(!it bI, ::'(:()l;~; to pL,JGC ;1 fmud 
" ,ur: Cin yOu,' ;:Jcc(Jur.L A frdl.l(l ,,1 1(lrt wil; prf;vcnl new (.;re(ill ~l t, ::,OI;1~G rnA:, l:lI:lir~q Opl:'n0(j WI'~~"Jl,: :' :")'..I~ ;·/nl'l~1:.!lsi(')n . 

::(lui'!ax 
, ueO()·!~'(~!i·lic8 ~~ 
~' , O, eo)(' Y!'02,~ I 
;,t/anta, (:;J\ ;)(,rJ14·024 t 
/lWW.fllluifax,c()!i\ 

;::X[JP,ri,;::1'i 
r ·8e8·.J~)7<17 42 
1::l,O, Ho)( ~l::i:rl. 

/\II(~n., TX ,'fj01 ~~ 
WWW,(~:~perj~JIJ ,:,:0' ,\ 

-, r;JfI~UI~iol) 
': -H(iU-0(IO .. (21h, 
P,O, :,)OX l"i'mC: 
h,l!!':~i1Cln. CA n~~f!(!I.\·() 1BO 
o/'i'J(,W. t;-CJn!~i..lni{',n, GO rn 

ll:~',O con!'<~C'1 the Fedcra: T r;'ld~~ C(.':~i; "is~;lorl (FTC) '10 f9POrt Ciny bcidnr:ts '.If id(!nti~y rhdl' or \0 ;P.(;t'IV\~ di.lcir,jO!1H: 
.~. JitJiJnee or. fi~eps yr".l ,~('!n f\'1~'.f: to prill.ect ,.'9air:-;:.~· :cl(;~1tity thoft. V~!ijt \'i'lG: F're ;,') -: r,·~~t' './'-.Jc!i :-t:~(.~ ai 
. . tp:.'iwww,c:o'l&r.,:t:rfPviiMm:ift/ or G<liI 'f ,'87'1 .. ,~,;.\~~-4~~:>,p" 

, our Bank ()' Arne,ica Accounts 
.:tt:!lm!"t r il:l~II,illh:,: :- · t ;:);:I:ivity C:1l )Inw' 8;J~k o~: ftl",(~ri(;8 ,W:GOl:nts 

• C.ll,~ 1·BOO,6:".'j'14~,3 
• ID, WA: J .. 1~()(~'~4VjW!O 

• I\n ()the(~~ ~~t,:~[es, HJ;}() ,,;\::\7·'!OOO 

::; (~por:t !,'r(~llduie;n~ (lclivity wlUlin Onl:nr:: Bm)kin~l: 
(; .. '1: 1·!;OO,/H2 .. l)tI0n 

• iD, INA: 1,·f;IJ(' ,4,12·15GUG 
• Ali ot!1cr :;t,J[i;-:;'; 1 · 800"':I':~:~,,~1~!()2 

TOTAL P.05 


