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Fax: _603 647-3782

PLEASE SUBMIT THIS FORM TO ALL THREE (3) STATE AGENCIES as follows:
Fax this form to:

CPB:
Security Breach Notification-
Fax: 518-474-2474

NYS Office of Cyber Security and Critical Infrastructure Coordination (CSCIC):
30 South Pearl St.

Floor P2

Albany, NY 12207

Fax: 518-474-9090

and also Fax & Mail this form to;

Attorney General:

Asst. Attorney General in Charge
Bureau of Consumer Frauds

120 Broadway - 3™ Floor

New York, NY 10271

Fax: 212-416-6003



APR-11-2087 ©9:43 BANK OF AMERICA 603 647 3778 P.B4

[ Name
Street Address
City, State Zip Code])

Month Day, Year]
[Mr./Ms. / Mrs, First Last Name)]:

Bank of America takes its responsibilities for information protection very seriously. We have learned that an
associate was the victim of a recent break-in and a laptop containing information on a limited number of
current, former and retired Bank.of America associates was reported stolen.

Regrsttably, some of your personal information was on the computer. This information included name,
address, date of birth and social security number.

While there has been no‘indication that any of your personal information has been compromised or misused,
we are taking this proactive and precautionary step to notify you and advise you of our actions to address
inis situation.

o We continue to work with law enforcement to investigate this incident and recover the computer.

o To provide you with additional peace of mind, and at your option, we will provide a complimentary
credit monitoring service at no cost fo you for the next two years. You will not be billed for this

service.

o Toenroll in the Bank of America Privacy Assist Premier™ service, please visit the following web site:
www.bankofamerica.com/privacyassist/secure or you may call our dedicated Privacy Response Unit
at 1.800.252.2867. You will be asked to provide the 10 digit alpha numeric validation code located
on the bottom right hand corner of your privacy notification letter to complete the enroliment.

o Steps are already being taken to strengthen practices for the handling and storage of associate data
to help avoid future occurrences,

Finally, in addition to the precautions we are taking to protect your information, listed on the back of this letter
are suggestions for what you can do to help protect your financial and personal information. We ask that you
regularly review your credit reports and account statements during the next 12 to 24 months and notify us of
any unauthorized transactions or incidents of suspected identity theft related to your Bank of America
accounts. Please review your monthly account statements thoroughly and report any suspicious activity to

us as well.
Ve apologize for any concerns this unfortunate incident may have caused you.

if you have questions, please call our dedicated Privacy Response Unit at 1.800.252.2867 for
assistance.

Sincerely,

Mark S. Behnke
Global Compensation and Benefits Executive
Bank of America

XUXXXXAXXX
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[Printed on back of letterhead]

Important tips on how to protect personal inforimation

ds that you take the following precautions v yuard againmss e diselosni ond

couNE and personai miorimation:

Jank of America rocomme
anauthorized use o vour ac

N

o Review your monthly account starements thorcaghly and renort any suspicious aoivity 1o us.

«  Repnrt lost or stelen checks, credit or debit caras irmnediateiy. .

o Never provide personal mformation ovar the phone or oniing unlass you have patiated the cali
and know wit!s whom you are speaking

» Do et presrist your driver's ycense or Sociat Security numbor on checks.

o Salscuard ATM, credi ano debit cargs, Meriaprize PINgG nersondt ident 00 Mnbers)y and
rafeain from writing PINS, Soca! Security nembers or credit card numbers where they coald be
o,

«  Store canceliad checks, new choecks and account staremants in & safa olace.
Tear up or sivved any pre-approved credit offers to winich you do not resnond,

o Raviaw your sradit veport st leest once avery year. Maxke sure ainformation is up
accurate, and have information relating o fravdulant transactions deleted, For a free co
credit pureay raeport, Comact annualaditreno tLeom or calt 1.377.322.8228.

s ang
by of vour

For moare information about guarding your atcount and personal infarmation, as well as our
unline practices, pirase visit our Web site viww . bankalamerica comjgrivagy.

Reporting Fraud
you think you bave npeen o vickim of iderility theit o Irmod, sontael one of (e theee mojor credit brercaus o place o froud
ereon yous account, A fraud alart wili prevent new credit actoGats frors Deing anened without your nenmission
s Quitix xparian frisnstinion
1-BOG-G24-6285 1-BER-307-2747 LGB0 2HG
2.0, Box 7424 | 2.0, Box 853 PO Box G780
Allanta, GA 30374-0241 Allen. TX 75012 Fitlarton, GA 286467590
Hww . eguifax.com WWVWLEXDETAILLOI VI TR RTINICN, GO T

Glen contact the Federa! Teade Ceminission {(FTC) o repont any incidents of identily tilt or (o teceve aditionz)
CHUANCE On SRNS yol Can rak 1o protect againg! dentity theff. Visit the F 70 12 Tnall Waoeb site o

AP YIWWW. ConsuTEr OavACIER, or sail 157 7-448-432%8.

bt

Y our Bank of Ainersica Accounts

=epont rasdolest astivity co your Bonk of America accounts
o CA1-BO0-K78-1423 :
o [ WA: 1.R00 447 5690
o Al Gthers stales, 1-a80-132-1000

“enor frasduient activily within Online Banking:
o CAC-600-702-D808
o 0D WAL LSO 442-6500
s Al other states: 1-800-933-4262
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