





Subpasized By Tinethe A Cooney Title. Aorney

Faveny N o aoshies thamo o o O SRLEFCR AP ALS

Telephone: ‘,‘Ix‘-":‘)« Hrn - 7 Vol 10 0 -0 absbieda gorn

Pated: January 3, 20009

1771851 e 11200707



PLEASE COMPLE
EACIH OF THE THREE

Fax or E-mail this Loy ay

FI837

New York State Attorney General’'s Office:
SECURTTY BREACH NOTTHIONTTON
Convumer Fravds & Protection Burcau

120 Broadeay - 3rd Flooy

New York, NY 127

bas 212 466007

Poenmil breachsecurin 400ag, s te. 0y, us

New York State Office of Cyber Security

& Critical Infrastructure Coordinadon {(CSCIC)

SEHCURTEY BREACH NOTHHICAHON
30 Nourh Peard Steeet, Hloor 2
Adbany, NY {2207

fax: 5184749000

foomatl: mic@loscle.shue.av.us

Nevw York State Consumer Protection Boasd (CPB):

SECURIEY BREACH NOTIFICATION
{740 Broadway, 15th ooy
New York, NY 10019

fax: 212-459-8855

Femal security breach notification@consumer.stare.ny.us

EAND sUBMIT THIS FORM TO -
STATE AGENCIES LISTED BELOW;

Rev. 11720207



© X Y JLINK

L P N B R

Fanuary 6. 2009

Mr. Former Employoee
Address |
Address 3

City, ST ZIP

Dear My, Employee:

We are writing to inform you of our recent discovery ol a security mcident at Occidental
Petoleum Corporation ("Occidental”).  We discovered that a former Occidental employee
accessed and mishandled personal and confidential mformation about you and other former
employees, specifically, names, addresses, birthdates. and social sccurity numbers.  On
December 15, 2008, we filed a lawsuit against the former Occidental emiployee to safeguard the
iformation. At an imjunction hearing on December 23, 2008, the former employece testified that
the imformation was mistakenly mishandled and has not been misused.  The Court entered an
order allowing Occidental the ability to corroborate that the information was not misused.

W have no evidence that your information has been misused, and we currently believe
that the likelihood of misuse is low. However, in an abundance of caution, we arc informing you
about this incident so that you may properly evaluate what actions you wish to take in this
matter. In addition, we understand that you may have questions. Pleasc feel {ree to contactl us at
our toll-free number (800-733-0085) if you have additional questions or concerns. ' You may also
contact us at our business address which is: OxvLink Employce Service Center, 4500 South 129"
East Avenue, Tulsa. OK 74134-5870.

To protect yourself from the possibility of identity theft, we recommend that you remain
vigilant by reviewing your financial accounts and monitoring your credit reports. To help you
detect the possible misuse of your personal mformation, we are providing you with a
complimentary one year membership in Experian’s Triple Alert®™ credit monitoring product at
no cost to you, Triple Alert™ will monitor your credit reports at the three national credit
reporting companies: Experian, Equifax® and TransUnion™ and notify you of key changes.
Triple Alert™ is a powerful tool that will help you identify potentially fraudulent use of your
information. Your Triple Alert®™ membership is completely free and will not hurt your credit
score.

The complimentary 12-month Triple Alert™ membership includes:

e Triple Alert monitors your credit reports every day so you don’t have to

o Email alerts when key changes are detected so you can act quickly

e [f you become a victim of fraud or identity theft, Triple Alert’s Fraud Resolution
Team will assist you with the recovery process, every step of the way

1500 3. 129th Fast Avenue o Tafsa GK 74134 5870
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You have ninety (90) days to activate this membership, which will then continue for 12
fult months. We encourage you to activate your credit monitoring membership as soon s
possible.

The web site w enroll in Triple Alert and your individual activation code are both listed
below. To sign up, please visit the web site and enter your individual activation code. Please
keep in mind that once activated, the code cannot be re-used for another-enrollment. The web
site will guide you through the process of enrolling in Triple Alert. If you need technical
assistance, please call §66-252-0121.

Triple Alert Web Site: REDACTED
Your Activation Code:

If you wish to cnroll over the phone for delivery of your membership via US mail, pleasce
call 866-2352.0121.

Again. your 12 month Triple Alert membership s completely frec and will not hurt your
credil score.

Please accept our sincerest apologies, and be assured that Occidental has always taken
and will continue to take great measures to protect the personal information of all current and
former employees. In particular, Occidental employees with access to personal information must
sign confidentiality agreements and agree not to disclose any personal information. Occidental
will continue to monitor its computer systems to prevent any unauthorized access to personal
mmformation. We are commitied to fully protecting all of the information that is entrusted to us.
If you should have any additional questions about this incident, please contact us at the toll-free
nummber provided above.

Sincerely,

Daniel S. Watts
Corporate Director - Compensation and Benefits

"Due to New York stale law restrictions, identity theft insurance covérage cannot be offered to
. - v rm SM . . ‘
residents of New York. All other benefits of Triple Alert™ are available to residents of New
York.
4500 5. 129th Fast Avenue « Tulsa, OK 74134 - 587
OCCIDENTAL PETROLEUM CORPORATION



