


NE\Xl YORK STATE SECt} RITY BREACI-I REPORTING FORM 
PmSuilllt to �t�h�{�~� Information Sccurity Breach and Notification Ad 

. (General �B�u�s�i�m�~�s�s� Law §899-<\a; State TechnolobryLaw §2(8) 

N;UllC of b:ntitv: ()c,'idc:ni ;ti P('ln',lenm ( :'lI:nnrnlr'l1 
.:.-.•.••••• _ •.•..• _ .... .... ___ ..... ....... . ....... .. , _ �~ �.�_�"� .... ..... . __ .. �~� ... J _ .••. _ ... .•. _ ••. _ ..• .••.•. _ 

ClI\,: 1..0,; �"�\�n�:�)�,�~ �' �i�t�'�s� 
.................................. l_ ............... .......... _._._._ .. _._ 

Tvpc of �B�u�s�j�l�l�(�~�S�S� :,"':""" ,dn'l "'l, .': 

fJ· 1:' \c"llr1, C<t .. ,· �'�,�~�_�·�·�l� I ll::ur:\lKC L... . • - .l • ..•• i. \" __ 

o ()rhcr . .. __ .... .. __ ..... 

[ ·'1 ,., . I !··'ll\··i!",'J·' ........ , . \1 . •• _ ••. 

[] 1\t\J (cch!Pblrtn 

o H.clai!/JlltntH'! 

LJ I :.du(';ili"l1 

o 'r elect'rn. 

o l.'ill;'Uh.: I:!! St'l"\-jtT:'; 

[] Tran;:p"r1:ill l )j1 

Dates: Brt':tdJ �C�J�(�(�:�u�r�r�c�d�:�~�~�:�.�:�,�L�'�,�~�:�!�.�.�.�! �. �:�.�?�\�!�(�) �"� 

nrc:,d: ]')iSC')\'l'ri.:.I: �D�C�~�:�<�:�D�1�h�l�'�;�' �!� I. 211(" 

1''1<.> deby iu llofificHtio!l. ,\cti<.'lis Iw:re tiikcn I'u (k(,:rnHnl' Ii", 
�K�e�H�~�(�)�1�l� Co;, delay, if :lny. in s,.'IH'/ing �I�1�l�i�t�i�c�e�:�:�:�~ �_�\�:�p�~�:�.�~�>�J�~�.�t�l�~�:�~�_�I�:�y�:�,�:�: �. �~�I�:�.� ,;n<1 �1�(�'�~�l�'�:�t�!�t�·�} �' �J�:�I�\�y �_ �~�~�!�.�[�~�:�l�:�~�:�~�:�J�~�E�I�~�L�_�\�.�b�r�l�'�;�i�c�h� Wi_IS 

di:;cr;vu-ccl 12/'11 lOS On 12/ 12!Ol) the Secret Sen:ice and �U�.�~�.� ,\u<>rtlcy were f)otifi(:d. i\ I.1wsuir was iill'd 
on 12/15/U8, and 1m injunctinl1 �i�~�S�l�l�<�;�d� on 12/23/08. The FOl:mel' employee who unailcd ini<mn;lri(.n IO:l 
�p�(�'�:�-�,�(�~�a�l� '?mail �a�~�:�.�<�:�.�(�.�~�.�l�l�!�l�l�.�t�l�'�,�!�i�t�:�I�~ �: �~ �. �~ �_�I �: �I�!�]�\�.�k�·�r� �(�)�~�~�!�h�.�~�l�l �. �~�~ �. �I�~�f�~�~�:�!�l�?�r�O�r �; �l �~�~ �l�t�i�(�J�l�l� \V,lS �t�n�\�~�I�:�~�~�5�~�1�~�l �y� �,�~�l�~�~�;�:�i�'�:�~�:�~�I�.�:�l�n�,�I�_�!�~�(�J�i� 1nl"II";('(!. 

Description of Breach '.I'ic:;! ,:(' ,:dCI:! u)l ,:'al al'plv): 0 Hacking illciticnr; 

o Stolen computcx, Cf), (,I])e, etc; LJ Lost computer, Cl), t\Il(;, etc; 

ronnel' C'ITlpInvce emaijcd information ro a !'e!:;;cmill 

D Inad,,(·j·!'t:nL �d�i�s�c�l�\�)�~�;�u�r�e�;� 

!Zi In:mJcr wroL1gdoing; 

�~� ()ther �(�s�p�e�c�i�f�}�,�)�:�y�!�~�]�~�:�j�!�_�~�~�:�~�:�.�~�)�U�t�:�!�:�_�_�_ �m�.�.� ________ . _______ ................ \.\11';11.1, ,H.ldili".,.,l .it" !il"" 'Ii If nc(, ".".\ i 

Information Acquired :pk,,;(, :.-\,.", ,!H Ihar apl'h'): [8;l Narnc; i8l ::;SN; [J Driver',; lin:n::\' 11".; 

[ J .\cc<)unt mllnber; 0 Crcrijr or I)cbil: card l1urnher; �~� Othl'r �(�,�p�c�c�i�!�\�'�)�:�~�.�t�!�~�p�!�(�,�}�~�c�.�i�~�l�l �: �l�~�L�i�.�t�l�(�~�l�~�~�.�I�.�~� ____ .. 

n 1I m h �, �~�E�.�:�.�.�.�. �(�~�~�~�~�:�~�?�£�'�?�i�~�~�l�i�?� .. �l�:�~�}� del I �r�~�!�I�~�l�~�l�(�!�E�~�:�~�~�:�.�~�:�:�l�~�1�?�!�~�~�'� s tal'l d a �t�(�: �_ �!�~�~�!�~�!�I�~�~�:�I�~�~�~�:�_�l�i�l�~�:�I�I�I�:�.�~�:�l�~�l�t�_�~�_�.�!�~�:�(� Illl �(�=�!�:�!�.�t�.�l�~�P�;�~�I�:�t�.�Y�.�_� 

\:tanner of Not:ificatjon to Affected Persons �(�~�J�!�i�!�£�b �_ �.�G�!�!�.�n�)�"�r� [SJ \,('rill\'n; f.J 'Elect!:onic (nnail); 

D Telephone; [J �S�u�b�~�r�i�t�u�t�c� n()u..:e (p.tovid" justification). List dates of lIny previous (within '1:2 months) 

breach �n�c�)�i�'�i�f�i�c�a�t�i�o�n�~�:� NOlle ............................. ------

Credit Monitoring or Other Service Offered: !ZlYcs; 

CredittlH.miiuring wi! h emaIl alert's aml 
�a�~�:�,�i�~�,�r�;�l�m�:�e� by ;] "F:[;llId �R�(�'�s�(�)�l�u�!�.�i�~�)�f�1� Teain" if 

Scrv.1ce: [':GlUt! or �i�d�l�'�l�l�!�J�~�l�.�.�t �~ �h�(�:�f�.�~ �_ �~�!�c�c�u�r�s� __ .......... __ .. ___ . ____ ....... i>nwider: �·�l�·�r�i�p�l�~�:�.�.�.�.�:�~�l�(�'�r�l �_� .... __ ._ .. _____ _ 
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PLEASE COMPLETE AND SUBI:VJlT TInS FORl'.:I TO . 
EACH OF THE 'nIREE S'l'ATE AGENCIES USl'J;J) BI';LOW: 

Nc\~ ' York Shu(' .'\tt()1'IJ(~Y General's Office: 
~;,,:C! :U I \' HlU -, \f .1 J 0;( )/'JlI\ .\Tl<)~ 

New York, NY i 11271 

Ncw Y;)rk Stal!.: Offi<:(! of Cyhct S('('tuity 
& Critical infrastructure Coordinatiof] (CSClC) 

>H:t I{,II,), lliU ::M :1 j \iOTIl'!C\ m)0) 

:)0 S,ltl[h read ;:';;n·,'I, j:k'CI[ '[':2 

: \lh:tn~:~ N\" 12~~n'7 

(ax: 51}\- · ·1.f4-()ii~)(J 

New York Statt~ Consun1t~r Protection Board (CPR): 
SH 'll{ll Y BJ\!:\ill NCrnFIC.:\TION 
17··11) Bro:ldw:t'" l'lth f.'hyw 
I\cw York, NY 1001!) 
fax: '21 >L')\)-8i:l5S 
}'>Inml; ~~(:uri_~J)r~;_udLIlQ.tiljcl1ian£i.fu;J.>11~unler'hl!itQ.Jl.y....h!~ 

1( \, \ . Il /20/(l~ 



January (). 20()() 

lvl!". F()nn'~r Elnpl oyu~ 
,\ddrcss I 
i\ddr~ss 3 
('it y, ST ZIP 

lk';II' VIr. Employcc: 

OXY~X.i.INK 
.. ~ I II " . ' .. f ' .... I'! '. ~ I'; , - ~ 

'INc arc writing to in(()rm you of Ollr H.:ccnl discovery or a security incident at Occidental 
Petroleum ('orporati(ln ("Occidental"). We discovered that a fanner Occidental employee 
,Icc-essed and mishandled personal and conlitkntial illfonnation about you and other l()rlllCr 
crnployccs, specifically, names, addresses, birthdatcs, and social security !lumbers. On 
Decclllber 15, 2008, we filed a lawsuit against the i"onm:r Occidenlal el1lployc~: to safeguard the: 
ini'ormalioll . At an injunction hearing 011 December 23, 2()08, the fcmncr employee testified that 
the inl(m.lation \vas mistakenly mishandled and has not been misused. The Court Clikred all 
~JI"lkr allowing Occidental the ability to corroborate thaI the information was no! mislIsed. 

w;~ have no evidence that your information has heen misused, amI we currently believe 
tl1allhe likelihood oi"misusc is low. !lowever, in an abundance o['c<lution, we arc informing you 
about this incident so thal you may properly evaluate what actions you wish to take in this 
l1lattcr. In addit.ion , we understand that you may have questions. Please feel free t.o contact us at 
our toll-rree numbL'r (8()(l-7J3-0085) if you have additional questions or cOllcerns. You may also 
C()\1',<lct us <It Ollr business address which is : OxvLillk Employee Service Cenler, 4')()O South 1291h 

East Avenue, Tulsa. OK 74134-5870. 

To protect yoursel f f)'om the possibility of identity theft, we recommend that. you remain 
vigilant by reviewing your financial accounts and monitoring your credit reports. To help you 
detect the possihle mislIse of your personal information, we are providing you with a 
complimentary one year membership in Experian's Triple AlertSM credit 111onitoring product at 
no cost to you. Triple AlertSM will monitor your credit reports at the three national credit 
repc'lting companies: Experian, Equifa.'{~) and Translinion(t(, and notify you of key changes. 
Triple AlertSM is a po weriil I tool that will help you identify potentially fi'audulent use of your 
in f~)\·mation . Your Triple AlertSM membership is completely free and will not hurt your credit 
score. 

Th~ complimentary 12-month Triple AlertSl'v1 membership includes: 

• Triple Alert monitors your credit reports every day so you don't have to 
• Email alerts when key changes are detected so you can act quickly 
• IJyou become a victim offralld or identity theft Triple Alert's Fraud Resolution 

Team will assist you with the recovery process, every step of the way 

OCCIDENTAL PETROLEUM CORPORATION 
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• .'li~.'i,(I(J(J ill itl~lltitYI thdl il1surance provided by Virginia Surety l \IIIlP<lIIY. Inc . 
\vith 110 dcductibl<.: 

You h(lvl: !lindy (90) days to activate this membership, which will then cuntinue for !2 
rull 1l1Onlhs. We encourage you to activate your credit monitoring Jl1embership as soon ,l ~ 

possibk. 

The weh site tu enroll in 'friple Alert and your individual activation code arc borh listed 
below. To sign up, please visit the web site and enter your individual <H.:tivalion cock. Please 
keep in mind that once activated, the code cannot be rC-llsed for another·enrollment. The web 
site will guide you through the process of enrolling in Triple Alert. If you need technical 
assistance, p Icase ca II %(l-252-0 12 I . 

Triph:: Alert Web Site : REDACTED 
Your Actj','atint1 Cock: 

If you \-vi:s !1 1u L' llrnll over the phone J()r delivery or your membership via US mail, please 
eli I ~ 6(i-1S:2 -()121. 

Again. your 12 111()Jllh Tripk Alert membership is completely Ij-ec and will Ilot hurl. your 
cr(;dil scort: . 

Please accept our sincerest apologies, and be assured that Occidental has always taken 
and will continue to take great measures to protect the personal information of all current and 
former employees. In particular, Occidental employees with access to personal information must 
si ,f:,'11 confidentiality agr<.::cments and agree not to disclose any personal information . Occidental 
will corl'tinue to monitor its cornputer systems to prcvcnt any unauthorized access to personal 
information. We are committed to fully protecting all of the information that is cntmsted to liS. 

If you should have any additional questions about this incident, please contact us at the toll-free 
number provided above. 

Sincerely, 

Daniel S. Watts 
Corporate Director - Compensation and Benefits 

; DL:C to New York state law restrictions, identity theft insurance coverage cannor he offered to 
residents of New York. All other benefits of Tliple AICJ1 sM are available to residents of New 
York. 

450() S. 129lh l~asl Avenue. Tulsft. OK 7~ I :l4 . 5870 

OCCIDENTAL PETROLEUM CORPORATION 


