
































opening new accounts. The fraud alert displays for 90 days and is renewable for 
subsequent periods of time. 

Q. Can we be given time during working hours to contact the credit bureaus for the 90 
day alert? 

A. Yes. If you work in one of our call centers, please check with your supeNisor or WFM to 
schedule time off the phones. 

Q. If I become a victim of identity theft as a result of this incident, what should I do? 
A. You should immediately contact your creditors and advise them of the incident. If you 

take advantage of the seNices offered by Kroll, you should contact them for assistance 
from a licensed investigator who will work on your behalf to help address and/or correct 
the identity theft issues you have. They will supply you with a telephone number when 
you register with them. You may also log onto http://www.consumer.gov/idtheftlformore 
information. Once you have reported the incident, please contact the Customer 
Relations department at �3�1�~�-�4�9�3�-�7�9�7�7� to make us aware of the issue. 

Q. What steps is GMAC Insurance taking to ensure this does not happen again? 
A. As you may be aware through continuing security information posted to our intranet and 

shared with all employees, privacy is an important issue to us. Please be assured that 
we are taking this matter seriously and we are working with our business partner and 
authorities to further investigate this matter. We remain committed to ensuring your 
privacy and personal information is protected. This incident has accelerated the vendor's 
encryption plans, and GMAC Insurance will be monitoring to ensure that they protect our 
personal information to our own high standards. 

Q. What steps is our business partner taking to ensure that this does not happen 
again? 

A. The business partner is undertaking a thorough review of their internal security policies 
and will be implementing additional technical and administrative measures. In addition, 
this incident has accelerated the vendor's encryption plans, and GMAC Insurance will be 
monitoring to ensure that they protect our personal information to our own high 
standards. 

Q. I am a contractor. Was my information on the file? 
A. No, Contractor information was not on the file. 

Q. Are any of our customers impacted? 
A. No, the file that was on the laptop was limited to GMAC Insurance employees. 

Q. Was the information in an Excel or Word file, because if so then the computer 
automatically saves this information to the hard drive? 

A. Our understanding is that the one file was an Excel spreadsheet saved locally on the 
laptop hard drive and the second file was in an excel spreadsheet attached in an email. 

Q. What information determined the criteria for being on the list of employees? 
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A. All GMAC Insurance employees who received a paycheck on 1111108 which included 
deductions for either a 401 K, health care or dependant care plan, or health savings plan 
at that time were on the list. 

Q. Can information stored on the computer's hard drive be accessed without a 
password? 

A. Not to our knowledge, It would be possible for a professional hacker to determine what 
the password was and then access the system, however the circumstances of the theft 
indicate that this was not a hacker, but a crime of opportunity. 

Q. Can a hacker go into the "safe mode" and access the information? 
A. It would be possible for a professional hacker to determine what the password was and 

then access the system. However the circumstances of the theft indicate that this was 
not a hacker, but a crime of opportunity. 

Q. Was the file administrator privilege password protected? 
A. Yes the privilege password was protected. 

Q: Should we change our pointsec passwords? 
A: There is no need to change your password, as there were no passwords associated with 

the user 10's in the file. However, you may change your passwords if you wish. 

Q: Why did you provide my name and address without my permission or consent to a 
third party? 

A: Our business partner, with our agreement, has contracted with Kroll to provide credit 
monitoring because they are one of the world's largest and most experienced risk 
assessment and management organizations. We take our employee's privacy very 
seriously and we want to ensure that your identity is completely protected. If you should 
become a victim of identify theft, although we think this is very unlikely because of the 
circumstances of the theft, Kroll has an extensive network to assist you.. We provided 
Kroll with only your name and address, so that they can mail you an informational packet 
as quickly as possible. You can then decide whether or not to contact them and activate 
their services. 

Q. I am not comfortable with you selling my information to another company. 
A. Your name and address will not be sold; we take your privacy very seriously and your 

information was not provided to Kroll for their independent use. Our business partner, 
with our agreement, has entered into contract with Kroll to provide a service to our 
employees to help protect their identity. You do not have to accept Kroll's services. 

Q: I know I can go online and get credit monitoring instantaneously, why do I have to 
wait to receive credit monitoring that will be provided through Kroll? 

A. Kroll Incorporated will be providing you with packet which explains their services that can 
meet your needs. We feel that Kroll Inc. is the best company to handle the type of credit 
monitoring you deserve, with more comprehensive services than the credit monitoring 
provided by the credit bureaus. While you wait for their packet to arrive in the mail, we 
suggest you place a Fraud Alert on your credit record. 

Q. When did the company find out about the additional file? 
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A. We were informed by our business partner that there was a second file late in the day on 
Friday, 3/28/08. 

Q. What information was contained in the additional file? 
A. The file contained the unencrypted employee name and GMACI-PL user (Pointsec) ID 

sign on. 

Q. Was there any additional information that we were not aware of found in the first 
file? 

A. No. 

Q. How do we know there aren't any more files that contain this type of information? 
A. Our business partner has conducted a second review of the files and has assured us that 

there are no additional files and/or information than what we have shared. 

Q. What is the company doing to ensure there are no other files involved? 
A. Our business partner has conducted a second review of the files and has assured us that 

there are no additional files and/or information than what we have shared. 

Q. How are we holding the business partner accountable? 
A. We are considering all of our options at this time. 

Q. In lieu of the situation, has the company's position on the subject of outsourcing 
changed? 

A. No, it has not. 

Q. I work for UWC and never had any issues when I was on their payroll. Why do I 
have to be on this payroll? 

A. I do not have any information regarding the payroll system; please contact your HR 
Representative to discuss this further. 

Q. I was impacted by this before with GMACI; were there any instances of fraud from 
that security breach? 

A. No, there were not. 

Q. How long is our contract with USI? 
A. It expires on Dec 31,2008. 

Q: Regarding the outbound calls an employee may ask "I don't have time to discuss 
this over the phone. Can you email me a copy of the internal communications and 
I'll read them when I have time? 

A: We can email you a copy of the formal letter of notification, which will also be mailed to 
you. 

Q: Were there other items taken from the business partner employee's home? 
A: Yes. 

Q: What else was taken from the business partner employee's home? 
A: Other computers and a TV were taken. 
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