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Frequently Asked Questions about Unauthorized 
Access of-Personnl Information 
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.... Does this unauthorized �a�~�~�e�s�s� Qf persQnal infQrmation mean I am a victim 
Qf identity theft? 

No. The fact that YOUI' personal hifonnation. or that of your dependents, may have been accessed 
does not mean you or your dependents are a victim of identity theft. Identity ·theft is the 
unauthorized use· of personal iilformatioti to conunit fraud or other crimes. 

2. How 'will I know if I nm a·victim ofi4entity theft? 

The following may indicate that-you �~�e� a. .victim ofidentity theft: 

�~� One of your cl:edito.r.s informs �y�o�~� that it received an application, for credit with your 
name and social �s�e�c�u�~�t�y� �n�u�n�:�i�b�e�r�~�h�a�t� you did not submit. ' 

�~� You receiye account �s�t�~�t�e�n�l�e�r�i�t�s� with, yow' name and address for goods or services you 
never requested or 9rdered. for �~�"�w�n�p�l�e�, �.� statements from major credit card companies 
(Visa, Mastcl'Car4, �A�m�~�l�'�i�c�r�u�\� Express'J Discover), in-store credit card statements (Home 
DepotJ Lowes, Target, �e�t�c�.�)�~� and �~�~�i�1�i�t�y�,� cell phone andlor telephone statements. 

�~� Your credit card statements and 'other bills are being delivered in an unusual or improper 
manner . 

�~� There are unusuat at �' �u�n�r�e�c�o �' �g�n�i�~�e�d� �p�u�r�~�h�a�s�e�s� on your credit card statement. 

�~� A collection agency"contacts you regal'd,ing a default. on an account you never opened. 

�~� . You receive �e�m�~�i�1�s�l �. �p�b�o�n�¢� calls, or' letters asking you for personal information. 

3. What precautiona'ry steps can I take? 

:.:. Go to the FTC �W�c�~�s�i�~�e� ;,.. fot tips on'how-to guard against misuse of personal infonnation, 
visit the Federaf .. Trade·,' Conuniss'iQn website at http://www.ikgov/ or 
�w�w�w�.�c�o�n�s�u�m�e�r�.�g�~�v�/�j�d�t�h�e �:�f�t �: �o�r� .. by.calti.ng. 1-877-ID-THEFT (438-4338). 

. . ' �~� 

.:. �O�b�t�~�i�n� YOllr 'Free �A�n�u�~�~�l� �<�;�r�:�e�~�i�t� �n�:�~�p�o�. �~ �t� '.- One way to monitor your financial accounts is 
to review yout eredit.repol't. '.BY law you are entitled to one free credit report each year. 
Request a free' report from' 'one of 'tlie ·three major credit bureaus - Equifax, Experian, 
TransUnion �~� at �W�\�v�w�.�~�l�\�l�m�a�l�~�'�r�e�d�i�t�R�e�'�g�o�r�t�.�c�o�m� or by caIling 1-877 �~�3�2�2�-�8�2�2�8� . 

• :. Contact :E:quifax, �T�r�a�'�l�~�s�U�n�l�C�)�Q� or Experiao for Assistance with Fraud Alerts and 
Security/Cred.t Fredes·" ' . , 

�~� What is Q Fraud Alert' - A �~�\�l�(�t� �a�l�~�r�t� tells creditors to take extra precautions before they 
open any new �a�c�~�o�u�b�t�s� �~�r �·� change any existing accounts. A fraud alert can be �p�l�~� by 
calling the Fraud Alert �n�o�~�b�e�r�s� listed below for anyone of the three credit re.porting 
,agencies. You only need'tO '¢Ql\tact one grthe three credit bureaus; your request. will be 
shared elecb:onic'ally �w�i�~�p �.� th.e �~�t�h�e�r� ,t'?'o aaencies. ' 
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> What is a Security/Credit Freeze - A security/cl'edit freeze prevents third parties from 
accessing your credit report with()ut your consent. A security freeze must be placed with 
each of the three 'credit reporting bUreal\S for it to appear in their records. Because a 
security freeze can hinde~ your ability to obtain credit, all three bureaus recommend that 
applicants plan ahead before placing the freeze. Please note that. unlike fraud 81e115. the 
mechanism for requesting a security freeze and the information required differs for each 
credit reporting agency. For more information on security' credit freezes. contact 
Equifax, TransUnion 01· Expedan'using the contact information listed below. 

4. What should I do about my dependents? 

.:. You should take the same. precautionary steps you are taking for yourself with regard to your 
dependents. . 

5. How can I cont8ct'Equifax~TransUnion or Experian? 

.:. The contact infonnation fOl' these three credit bureaus is listed below: 

Equifax Credit l'nformation Scrvices,'lnc. TransUnion Credit B\lreau 
P.O. Box 740256 P.O. 'Sox 6970 
Atlanta. GA 30374 .F·lIl.1ert~·n, CA 82834 
www.eqqifax..cQI" ·'l'..2Lw.trnIlSlI11i'91l.COIll 
Fraud Aler.t -1.800.525.6285 Frt.u~ Alert -1.800.680.7289 
c'reditRe 011-1.800.685.11ll CreditRe ort-1.800.680.7289 
~--~~--~~~~~~----~ 

Experian 
P.O. Box 9532 
Allen. TX 75013 
www.experian.com 
Fraud Alert -1.888.397.3742 
Credit Re ort -1.888.397.3742 

6. I suspect I am a victim: of identity theft? What should I do? 

If you find suspicious aciivity on your account statements or credit report or have reason to 
believe your information is being nusosed, ule Federal Trade Commission recommends the 
following four steps: 

) Call your local .law enforcement agency to file a police report. You should obtain a copy 
of the poli,ce report since ~l1any creditors want the information it contains to address 
fraudulent debts . . 

)- Contact the fraud ' department of at least one, if not all, of the three credit bureaus at the 
numbers listed above. 

> Close any accounts you suspect have ~een tampered with. but you should feel free to 
discuss this with the 'applicable r~tQj·ler, credit card company, etc. that you do business 
w~. . 

> File a complaint with the Federal Trade ' Commission (FTC) at 
www.cQnsumer.gov/.llllileft.o1.atl-877-ID-THEFT (438-4338). 
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NEW YORK ' STATE SECURITY BREACH REPORTING FORM . . 
Pursuant to the In£orm.ation Security Breach and Notification Act 

(General Business Law §899 .. aa; State Technology Law §208) 
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NRll\e of Entity: __ D;:;:.;A:..::;P::....-P:;..R;;..;O.;;.·D=U.;:;;C..;;T.=S....o.:::.I..;:.:N..:::;C;..;. .• _...:...... _______________ _ 

Street Addless: 2400 BOSTON '9TREET 
City: ____ ---=B::::AL=T=:IM~O:RE . . State: -"M...;.D __ . Zip Code: 2::....;1:;;.;2::....;2::....;4 ___ ~_ 

Sector (plene eelect one): l ' ]Lo~al Cov~rl'.lhent 

, [ ] Not-for-profit lKJJCpmmetcial 
)Stete Government 

)Educatlonal 

)Federal Government 

l'ype'of Business (pll!iISe ~l!lect one): [, ]Biotech/Pharm' 

[ , ]Health Care []Insurance' [' ' ]RetaillIntel'l'Iet 

~~Other MANUFACTURU~~ I' 

Persons AffeCted: Total: --=.1.:.24,;;... 0:;..' ,_' .;.--__ 

NY residents: .,_}.=:O~.:·_· __ 
Dates: 

]Educatlon 

]Telecom. 

)Fmancial Services 

]Tran'portation 

Breach Occ\.lued: JAN. 17 --NOV. 7 , 2008 

Breach Discovered: NOV. 4, 2008 

Consumer Notification: __ ~ ____ _ 

~eason ·for delay, if any, In sending n~ticl3: ' CONDU,CTING INVESTIGATION 

.[)escriplion of B(each (ple~se .~elocl ~l! Ihal jpply): { ltlacl<iJ'Ig incident; ( ]Inadvertent disclosure; 

pOJlnsider wroI'gdoing; .[ )S~()len computer, CD, rap.e, etc; [lLost co.mplltCl', CO, tape, etc; 
1 J other (specily): ____ . __ '--_ [AUach additional description if nrc.mary) 

. 'info~malio1\ Acquired (pltllse $~lecl !!lllhlrtipply)~X)N/l:mei ~XJSSN; )Drivei:'s license no.; 
[ JAccount nu.mber; [ .JCredlt or Debtt .card:nl.imber; [ ]Other (spedfy): _________ .:...-_...,..-

Manner of Notification to Aff~cted' Pe'l'sons (Attil!h C2PY>: ~'lWritten; [ }Electronic: (email); 

( ·)Telephone; [ JSubstitute 'n~tlce (P.fbv!d,e j\lstific!l~ion). List dates of any preVlO\IS (within 12 months) 
preach noti£!earions: ____ --.,.--___ .~:--__________ ~ ________ _ 

qedit Monitoring or Other 5erVj~r: Offered: I 1 Yes;' ' [ J No; Duration: _______ ~ __ _ 

Service: ________ ~ __ -:-__.:.~_ 

S\Jbmitt'ed by: RITA A. 11AYOlt · 
Firm Name (Ii other than entity): 

. T~lephone: 410-779-2201 

December 15~ ' 200B Dated: ________ _ 

Provider: ~ ___________ _ 

Title: VICE PRESIDENT,...HUMAN RESOURCES 

Email: rmayor@dap.con\ 

Rev, 11120/07 


