


NEW YORK STATE SECURITY BREACH REPORTING FORM 
Pursuant to the Information Security Breach and Notification Act 

(General Business Law §899-aa; State Technology Law §208) 

Name of Entity: �W�~� �U�D�?�O�&���M��MUSi::vM OF 
Street Address: �O�����W�������W����MIID{zoN �A�I�J�~� 
City: �M�~� "\Q\4t- State: tJ"-f Zip Code: ����������������

Sector (please select one): 

[)'J Not-for-profit 
]Local Government 
1Commercial 

]State Government 
]Educational 

[ JFederal Government 

Type of Business (please select one): [ ]Biotech/Pharm 
[ JHeaHh Care [JInsurnnce ]Retail/lnternet 
�[�~�O�t�h�e�r� �R�0��Vs.;:v·"" 

]Education 
]Telecom. 

]Financial Services 
]Transportalion 

Persons Affected: Tetal: _1.;_'i>....JJ'--__ 
NY residents: J.. ��������

Dates: Breach Occurred: :;r;; rJ t: - AvCIJ VS 7 �����-�O�!�
����

R"ason fO! delay, if any, in sending notice: 

Breach Discovered: �~�r�£�M� B c;r,£. �
�����������
�	��
Consumer Notification: ,,\QlIGU �i�~�G�r�Z�- f:, �,�����2�'�
������

P.£ �Q�I�J�~�T� �F�v�~�\�?�M� /1 AI-HI" iT A N TIl> T �~�I�l�.� T 
�A�-�r�T�o�~�r�,�r�8�~�t�s� oERUE-

Description of Breach (please select ill that apply): [ )Hacking incident; [Jlnadvertent disclosure; 
]Stolen computer, CD, tape, etc; []Lost computer, CD, tape, etc; [X)Insider wrongdoing; 

[ ] other (specify): (Attach additional description if necessaryl 

Infonnation AcqUired (please select!ll that apply); [X]Name; [.l(}SSN; jDriver's license no.; 
( ]Account number; [ ]Creditor Debit card number; �[�~�]�O�t�h�e�r�(�s�p�e�c�i�f�y�)�:� it �j�2�.�r�t�\�i�)�~�J� A PD(2..tsS 

Manner uf Notification to Affected Persons (Attach Copy): [)(jWritten; [ lElectronic (email); 
[ ]Telephone; [ ]Substitute notice (provide justification). List dates of any previous (within 12 months) 
breach notifications: _--'-________________________ _ 

Credit Monitoring or Other Service Offered: [xJ Yes; 
S.:rvice: "T ���O����\ \'> L:E A '-Ev2-T 

Submitted by: Nt Co �~� rtoLM �~� 
Firm Name (if other than entity): 
Telephone: C'LI i:) ���������
� ������O'SS I 

Dated: �N�l�)�l�I�E�:�M �' �B�~� �(�3�,�~�o�c�f�6� 

[ J No; Duration: 1'2.. - �0�������1��Ttl- S 
Provider: Gy.. �p�e�~� -4 f\J 

Title: LEL·vtz... �{�)�F�F�{�c�.�~� 

Rev. 1lJ20/07 



November 6, 2008 

~. , 'f , 

III ' \ '2 Dftreet 
Apt. __ 
New Yo,'k, NY 10025 

Dear,.. 

Wlt4fClt:'r' M .... e .... o' A.e\erlU .. '" ".It 
,01:5 M.Ct,,:;olrl A.~nve.t ,"Sth Slr"CI 
~ew Yorlc, NY" 10-02'\ 
-1If'W. w""I~C:"".ID '9" 

f.I . (lI~1 5)1>-.H.)5 

Recently, we became aware that certain employees were the victims of identity theft. After 
an internal investigation, we believe that a Museum subcontractor's employee may have 
misused personal information of our employees. Upon learning of these incidents, we took 
prompt action to determine how this information may have been compromised, to limit the 
number of individuals with access to personal information, and to review vetting 
procedures for all individuals working with personal data. In addition, the Museum is 
proactively working with law enforcement in their ongOing investigation into this matter. 

As a result of this incident, there is a possibility that your personal information could be 
misused. To help you detect and prevent the misuse 'of your personal information, we have 
engaged (onsumerlnfo,com, Inc., an Experlan® company, to provide you with one full year 
of credit monitoring, at no cost to you. This credit monitoring product known as Triple 
AlertS'" will identify and notify you of key changes that are detected on any of your credit 
reports from the three credit reporting companies: Experian, Equifax® and TransUnion®. 
This credit monitoring product is a powerful tool that you can use to help you identify 
possible fraudulent use of your information. 

The complimentary 12-month Triple AlertSM membership includes: 

• Daily monitoring of your three credit reports at Experian®, Equifax® and 
TransUnion® 

• Notification alerts if key changes are detected on any of your three credit 
reports 

• Monthly "No Hit" alerts if there have been no key changes on your credit reports 
• Toll-free access to a dedicated team of Fraud Resolution Representatives if you 

should detect fraudulent activity on your credit reports or become a victim of 
identity theft 

• $25,000 in identity theft insurance· provided by Virginia Surety Company, Inc. 
with no deductible 

"Due to New York state law restrictions, identity theft insurance coverage cannot be 
':lffered to residents of New York. All other benefits of Triple AlertS'" are available to 
you. 



You have ninety (90) days through February 16, 2009 to activate this membership, which 
will then continue for 12 full months. We encourage you to activate your credit monitoring 
membe;'ship as soon as possible. 

To sign up online, please visit http://partner.consumerinfo.com/triple and enter your 
individual activation code provided below. You will be instructed on how to enroll in your 
complimentary credit monitoring product. If you sign up online, all credit reports and alerts 
"fiJI be celivered via email. Please keep in mind that once activated the code cannot be re-
used. 

Your Single Use Credit Monitoring Activation Code: •••••• , 

In addition, you may wish to contact the three credit reporting agencies to place a free 
fraud alert on your credit files. The law allows you to place an initial fraud alert on your 
credit file free of charge for an initial period of 90 days. This notification alerts creditors 
to use additional steps to verify your identity prior to granting credit In your name. We 
have attached information on how to place a free fraud alert on your credit file. 

Please accept our sincerest apologies. We are committed to fully protecting all of the 
information that is entrusted to us. If you should have any additional questions or 
concerns, please contact Nick Holmes at (212) 606-0391 or Hillary Blass at (212) 570-
3645. 

Sincerely, 

Hillary Blass 
Associate Director for Human Resources 



Attachment 

To place a fraud alert on your credit File, please contact the toll-free number of anyone of 
the three major credit reporting companies. This will let you automatically place fraud 
alerts with all of the agencies. You will then receive letters from each agency with 
instructions on how to get a free copy of your credit report. The reporting agenCies can be 
reached at: 

Equifax: Experian: TransUnion: 

1-800-525-6285 1-888-397-3742 1-800-680-7289 

Gnce you have taken the precautions of placing a fraud alert and requesting a credit 
report, you should be alert for signs that your personal information is pOSSibly being 
misused. For exampie, you can call the customer service lines of your bank accounts and 
credit c;;lrds to review your current charges. 

Other signs of potential misuse of your credit or personal information include: 

• Receiving credit cards that you didn't apply for 
• Being denied credit, or being offered less favorable credit terms 
• Receiving calls or letters from debt collectors or businesses about merchandise or 

services you didn't buy 
• Not receiving certain bills or other mail on time 
• Observing any unusual activities on your bank and financial accounts Dr statements 

If you do find suspicious activity on your credit reports, we encourage you to call your 
local police or sheriff's office and file a report, and to obtain a copy of the report. You 
may need to give copies of the police report to creditors to clear up your records. 

Eo/en if you do not find any signs of fraud on your reports, we recommend that you check 
your credit reports every three months for the next year. Just call one of the numbers 
above to order your reports and to keep the fraud alert in place. 

For more Information on identity theft, we suggest that you visit the website of the Federal 
Trade Commission at www.consumer.gov/idtheft. 


