





Feb-06-08

16:05 From- T-876 P .003 F-307

HIP GHI

Group Health Incorporated

Name of Business or Individual Contact Person: __ Mitchell Galdberg

Title: Compliance Department
Telephone number: _(212)615-4301

Email: mgoldberg @ghi.com

Dated: February 4, 2008

Submitted by: William Mastro

Title: Senior Vice President

Address: Group Healrh Incorporated, 441 Ninth Ave, New York. NY 10001
Email: wmastro @ ghi.com

Telephone: (212) 615-0080 Fax: (212) 563-8529

HIP Health Plan of New York

Name of Business or Individual Contact Person: Judy Heimann

Tite: Compliance Department

Telephone number: (646)447-7847

Email: JHeimann @ HIPUSA.com

Dated: February 4, 2008

Submitted by: Valerie Reardon

Tide: Senior Vice President, Compliance, Internal Audir & Internal Controls
Address: HIP Health Plan of New York (HIP)

Email: Vreardon@HIPUSA.com

Telephone:  (646)447-6276 Fax: 646-447-3253
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Date

First Name, Last Name
Address 1

Address 2

City, State Zjp

Dear Member:

I am writing to inform you of a recent securty incident involving the theft of two haptop computers
from Renaissance Health Care (“RHC”). RHC provides disease management services on behalf of
GHI. The computers may have contained the type of information listed below.

We are not certain your personal information was on the stolen computers. However, we wanted to
notify you so you can take steps to protect yourself from the possibility of identity theft, if you

choose.

The police were contacted at the time of the theft and took a police report. The laptops have not
been recovered, and we have no information to date indicating that the information on the
computers has been accessed or inappropnately used

The information on the computer may have included member name, [D number, social security
number, daw of birth, age, provider and treatment information.

RHC and GFII have arranged to provide you with one year of free credit monitoring using the
Debix Identity Protection Service. If you enroll in this service:

o Debix will set fraud alerts on your credit file every 90 days with the major credit bureaus—-
Experian, TransUnion and Equifax.

o This will cause lenders who are asked 10 open new credit cards or loans in your name to take
extra precautions to make sure that it is rcally you who is asking for the credit. Most often
the lender will call a phone number provided by Debix 1o verify that it is really you who is
asking for the credit. This phone number is called your “Debix Safe Number.”

 When a lender calls your Debix Safe Number, Debix then calls you at up to three different
phone numbers that you register with Debix. If it really is you seting up the new credit, you
can approve it by entering your PIN on the phone. If you don’t approve the request, the
credit will be declined—prowecting you from imposters.

e If it isn’L you, you can also report the request as fraud.

-See reversc side-
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If you would like to take advantage of the Debix coverage, you may register online at
www.debix.coro/safe or by mail using the enclosed form. This service will be valid for one year
from the date you register. Please provide the Activation Code [xoooox] when you register. Note
also that the sign-up process includes a phone call from Debix soon after you initiate the registration
process. You will get a welcome kit including your Debix Safe Number to carry with you at all times
and a bnef explanation of services. If you have questions about Debix or its coverage, please call
them directly at 888-332-4963, Monday through Fnday, from 7 a.m. to 7 p.m., Central time.

Once the initial fraud alert has been placed on your credit reports, you are entitled to one free credit
report from each of the three nationwide consumer-reporting companijes. You may contact each of
the three navonwide consumer-reporting companies listed below to get a copy of your credit report
or you roay request a free copy of your credit report once every 12 months by calling 877-322-8228

or by visiting www.annualcreditreport.com

v Equifax: 1-800-525-6285; www.equifax.com; P.O. Box 740241,
Atlanta, GA 30374-0241

v Experiam: 1-888-397-3742; www.cxperian.com; P.O. Box 9532, Allen, TX 75013

v' Transunion: 1-800-680-7289; www transunion.com; Fraud Victim Assistance Division,
P.O. Box 6790, Fullerton, CA 92834

Review your credit reports to see if anyone has used your information to open new credit accounts
in your name. [f suspicious activity appears on your credit reports or you believe your information is
being misused, call your local police and file a police report. Get a copy of the report since many
creditors want the information it contains to absolve you of any fraudulent debts. Also file a
complaint with the FTC at werw.consumer.gov/idtheft or at 877-ID-THEFT (877-438-4338). Your
complaint will be added to the FTCs Identity Theft Data Clearinghouse, where law enforcers can
access it for their investigations.

GHI and RHC take seriously our responsibility to protect your personal information. We apologize
for any inconvenience this event may cause you. Since the time of the theft, RHC has pur in place
enhanced security measures, including data encryption, to reduce the likelhood that this situation
could occur in the fuwure.

If you have questions about this lctter, please contact GHI’s Privacy Office at 212-615-4744 and
select prompt number three.

Sincerely,

m w%» Ae Quits
Manilyn DeQuatro
Scnior Vice President

Cusrorner Service Division

Enclosure



