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HIR 
Reporting Form 

For Business, Individual or NY State Entity reporting a 
"Breach of the Security of the System" 

Pursuant to the Information Security Breach 
and Notification Act (General Business Law §899-aa; 

State Technology Law §208) 

Name of Business, Individual or State Entity 

Date of Discovery of Breach: 

Estimated Number of Affected Individuals: 

Group HealTh IncoTJ?orated 
(OBI) and HIP HealTh Plan of 
New York (HIP) 
GHI and HIP were notified on 
November 5, 2007 
CHI: 60 HIP: 66 NY 

residerus_ 
Date of Notification to Affected Individuals: ""2/:..:;6_/0""8::-_______ _ 
Manner of Notification: [Xl written notice 

[ ] electronic notice (email) 
[ ] telephone notice 

Are you requesting substitute notice? [ 1 Yes [x1 No (H yes, attach justification) 

Content of Notification to Affected Individuals: Describe what happened in general 
terms and what kind of information was involved. Please attach copy of Notice. 

Group Health Incorporated ("ORI") and HIP Health Plan of New York ("HIP"} are 
writing to notify you of a security incident that involved the theft of two laptops fTom one 
of our vendors, Renaissance Health Care, Inc. ("RHC"). The theft of the flIst laptop 
occurred on January 24, 2006 and the theft of the second laptop occurred on FebI1lary 14, 
2006. The first laptop was stolen from an RHC employees locked car. The second laptop 
was stolen from the locked home of an RHC employee. We have no indication that the 
theft of the laptops were connected in any way to identity theft or that the thieves were 
interested ill acquiring personal infonnation. In ea:{ly November 2007, ORl and HIP's 
vendor managers received notice from RHC that this incident had occurred. However, 
due to an initial mishandling of the notice, GHI and HIP's Compliance department did 
not become aware of this notice until January 11, 2008. 

When these incidents first occurred, the initial investigation perfonned by Renaissance 
detennined that the laptops did not include information related to GHI and HIP members. 
However a subsequent review performed by Renaissance indicated that information 
relared to GHI and HIP member:-; were potentially included on these laptops. While we 
do nOl know for certain the exact content of me information on the laptops, the following 
infonnation may have been included: The information on the computer may have 
included member name, address, ID number, social security number, date of birth, 
provider and treatment infonnation. Please see the attached notification to consumers. 

HOT 
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HIP: OHI 
Group Health Tncornorated 

Name of Business or Individual Contact Person: ~M:=it~ch~e~ll=o.;G.::.l-n~l~d~bJ::..:er~g _____ _ 
Title: Compliance Department 
Telephone number: (212) 615-4301 
Email: mgnldberg@g.hi.com 

Dared: 
Submitted by: 
Tide: 
Address: 
Email: 
Telephone: 

February 4. 200B 
William Maslro 
Senior Vice President 
Group HealTh Incorporated. 441 Ninth Ave. New York. NY 10001 

wmastro@ ghi.com 
,212) 6/5-0080 Fax: (212)563-8529 

HIP Health Plan of New York 

Name of Business or Indi vidual Contact Person: "-Ju!::!:ld.:,,iy~U~e::..:I;.:.:,·ma=n::.:.n _____ _ 
Title: Compliance Departmem 
Telephone number: (646)447-7847 
Email: JHeiTTUlnn@HIPUSAcom 

Dated: 
Submitted by: 
Title: 
Address: 
Email : 
Telephone: 

February 4.2008 
Valerie Reardon 
Senior Vice President, Compliance, Internal AudiT & Inlernal C(}ntr()l.~ 
HIP Health Plan of New York (HIP) 

Vreardon@HIPUSA.com 
(646)447-6276 Fax: 646-447-3253 
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GHI 
Date 

Fitst Name, Last Name 
Address 1 
Address 2 
Gty, State Zip 

Dear Member. 

T-978 P, 004 H07 

I am writing to inform you of a recent security incident involving the theft of two laptop computers 
from Renaissance Health Care ("RHe'). RHe provides disease management services on behalf of 
GHI. TIle computers rnayhave contained the type of informacion listed below. 

We are not certain your personal information was on the stolen computers. However, we wanted to 
notifyyou so you can take steps to protect yowself from the possibility of identity theft, if you 
choose. 

The police were contacted at the t~ of the theft and took a police repon. The laptops have not 
been recovered, and we have no information to date incUcating that the information on the 
computers has been accessed or inappropriately used 

1he infonnacion on the computer may h~ve included member name, ID number, social security 
number, date of birth, age, provider and treatment infonnation. 

RHe and GI-TI have arranged to provide you with one year of free credit monitoring using the 
Debix Identity Protection Service. If you enroll in this service: 

• Debix will set fraud alertS on your credit file every 90 days with the major credit bllreaus--
E~perian, Trans Union and Equifax. 

• "This will cause lenders who are asked to open new credit cards or loans in your name to take 
extra precautions to make sure that it is really you who is asking for the credit. Most often 
the lender will call a phone number provided by Debix to verify that it is really you who is 
asking for the credit. 'This phone number is called your t'Debix Safe Number." 

• %en a lender calls your Debix Safe Nwnber, Debix then calls you at up to three different 
phone numbers that you register with Debix. If it really is you setting up the new credit. you 
ea.n approve it by entering your PIN on the phone. If you don't approve the request, the 
credit will be declined-protecting you from imposters. 

• If it isn't you, you can also report the request as fraud. 

·Se~ n:vcr.:c ~ide· 
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If you would like to take advantage of the Debix covenge, you may register online at 
www.debix.comlsafeorbymailusingtheenclosedform.This service will be valid for one year 
from the date you register. Please provide the Activation Code [xxxxxx] when you register. Note 
also that the sign-up process includes a phone call from Debix soon after you initiate the registrntion 
process . You will get a welcome kit including your Debix Safe Number to cany with you at all times 
and a brief explanation of services. If you have questions about Debix or its coverage, please caU 
them directly at 888-332-4963, Monday through Friday, from 7 a.m. to 7 p.m., Central tin1e. 

Once the initial fraud alert has been placed on your credit reports, you are entitled to one free credit 
repOlt from each of the three nationwide consumer- reporting companies. You may contaCt each of 
the three nationwide consumer-reporting companies listed below to get a copy of your credit report 
or you may request a free copy of your credit report once every 12 months by calling 877-322-8228 
or by visiting www.anuu4llcredirreport.com 

./ Equifax: 1-800-525-6285; www.equifax.com; P.o. Box 740241, 
Atlanta, GA 30374-0241 

./ ElC:perian; 1-888-397-3742; www.c:xperian.com; P.O. Box 9532, Allen, TX 75013 

./ Trnnswuon: 1-800-680-7289; www.transunion.com; Fr.1ud Victim Assistance Division, 
P.O. Box 6790, Fullerton, CA 92834 

Review your credit repons to see if anyone has used your information to open new credit accounts 
in your name. If suspicious activity appeal'S on your credit reportS or you believe your infonllation is 
being misused, call your local police and file a police report. Get a copy of the report since many 
creditors want the infonnation it contains to absolve you of any fraudulent debts. Also file a 
complaint with the FTC at www.consurnergov/idtheftorat 877-ID-1HEFT (877-438-4338). Your 
complaint will be added to the FTCs Identity Theft Data Clearinghouse, where lawenfot'ters can 
access it for their investigations. 

GHI and RHC take seriously our responsibility to protect your pe~onal information. We apologize 
for any inconvenience this event may cause you. Since the time of the theft, RHC has put in place 
enhanced security measures, including data encryption, to reduce the likrlihood that this situation 
could OCcur in t.he future. 

If you have questions about this letter, please contact GI-ll's Privacy Office at 212-615-4744 and 
select prompt number three. 

Sincerely, *+ &.Q~ 
Marilyn DeQuatrO 
Senior Vice President 
Customer Service Division 

Enclosure 


